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Abstract

The number of additively manufactured functional parts is increasing, making special quality
aspects, such as a predictable and reproducible manufacturing process that leads to high-quality
results, are becoming more and more important. In this context, traceable and digital quality
management (QM), process-integrated and fast quality assurance (QA), and suitable process
monitoring are key elements for additive manufacturing (AM). However, the effective imple-
mentation of corresponding quality-relevant aspects is hindered by a lack of process under-
standing and immature networking of the additive process chain, so that innovative technolog-
ical potential in these areas is not recognized. Instead, conventional processes that have been
established for years and which are generally complex, slow and expensive, are used without

restriction as the standard without regard to technological innovations.

Therefore, the aim of this work is to investigate technological innovations in the context of
process digitization and to develop a digital quality assurance system for additive manufactur-
ing based on specific artificial intelligence (Al) methods and blockchain technology to enable
more reproducible as well as predictable AM processes and parts. To this end, this cumulative
work considers the implementation of special quality assurance methods based on Al algo-
rithms, the development of a digitalized quality management system based on blockchain, and
the conceptual combination of these aspects into a real-time capable digital quality assurance

system for AM as three main areas of investigation.

The research investigations show that complex machine learning (ML) algorithms are capable
of automatically detecting and classifying defects and irregularities based on image and sensor
data from selected AM processes. Detailed analyses and comparisons of different algorithms
have also demonstrated the effectiveness of the data-based methods and their suitability as fast,
non-destructive and process-integrated alternative to conventional QA methods. Further inves-
tigations show that a blockchain-based QM can digitally map the value chain of a complex AM
process. This also enables a cross-company digital QM of data along the entire supply chain,
including data from conventional and data-based QA methods. Analyses based on specific eval-
uation criteria have shown that a corresponding digital quality assurance system can fundamen-

tally improve quality in AM.
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1 Introduction

1.1 Classification and motivation

Additive manufacturing (AM) is a modern manufacturing technology that has become increas-
ingly important in recent years. According to Gibson et al [1], the term AM stands for the layer-
by-layer manufacturing process of components from three-dimensional computer-aided design
(CAD) files. The technology is now widely used in research and industry, as well as by non-
industrial home users, and is often referred to as 3D printing [2]. In the future, AM will make a
significant contribution to digitalization in manufacturing and thus further increase its ac-
ceptance in the industry, among other things [3].
Digitization in itself is changing the business environment of entire corporate divisions at a
rapid pace, and digital transformation in companies is creating new opportunities to increase
productivity and value creation through the use of disruptive technologies [4]. The industry is
even moving to holistically adapt entirely new, digital business models and completely redesign
products and services [4]. The digital transformation in manufacturing, where processes are
increasingly automated, connected and facilitated with the help of sensors, data analytics, cloud
services, blockchain, machine learning (ML) and artificial intelligence (Al), is also changing
the AM industry [5]. Additive manufacturing, as a versatile, flexible and highly customizable
manufacturing process that can be used in many areas of industrial production, can benefit
greatly from this development [3].
Despite all the possibilities offered by digitization, the predictable and reproducible production
of functional parts remains a major challenge. Due to the increasing number of additively man-
ufactured functional parts, special quality aspects are becoming more and more important.
Traceable and digital quality management (QM), process-integrated and fast quality assurance
(QA), and suitable process monitoring are important elements in this context. According to
Tofail et al. [3], the following topics still have great potential for development in this respect:

e areal-time quality assurance in manufacturing,

e process monitoring for quality optimization,

e adaptable in-situ measurement methods,

e high measurement accuracy and speed as well as

e an effective data communication with increasing networking.
With regard to predictable and reproducible production of additively manufactured parts, how-
ever, the situation is currently such that the parts are largely only evaluated after the printing

process, the processes are also only optimized downstream, measurement accuracies and speeds



Introduction 2

are severely limited, and in-situ measurements are usually impractical [6—8]. Furthermore, the
system requirements for effective networking of production plants and processes are often im-
mature, so that, for example, data acquisition, communication and evaluation are inconsistent
and their potential, especially for quality-relevant aspects, is not recognized. Data-based con-
clusions about the manufacturing process cannot be implemented efficiently in this way, and
information about the value chain cannot be distributed effectively. Instead, conventional pro-
cesses that have been established for years are used as standard without restriction, regardless
of technological innovations [9,10]. However, increasing process digitization can, among other
things, enable digital, traceable and secure standardization, qualification and documentation
processes. Correct implementation and complete documentation of QM and conventional as
well as innovative QA procedures across the entire AM value chain can also form the basis for
digital process and part certification.

Conventional QA procedures in additive manufacturing processes include visual inspections,
mechanical tests and CT examinations, as well as many other procedures, which, as already
explained, are mostly not performed in real time but only after the printing process has been
completed [11]. These methods are also usually complex, slow, expensive and difficult to inte-
grate into a digitized process chain. However, they are necessary to detect part defects, to enable
conclusions to be drawn about process irregularities and to improve process understanding. The
need for innovative, real-time process monitoring solutions with information feedback to the
production plants exists and is increasingly being met by plant manufacturers, but the data col-
lected is often not further analyzed for errors and irregularities [3]. Often, production data is
only monitored, possibly stored, but not processed in real time as part of a closed-loop feedback
system [12]. In addition, there is a lack of understanding of the relevance and meaningfulness
of the data collected, or of what data is really important, how it should be collected and pro-

cessed, and in what form [13].
1.2 Objectives and focus of investigation

The goal of this dissertation is to develop a digital quality assurance system for additive manu-
facturing based on specific Al methods and blockchain technology to enable better reproduci-
bility and predictability of AM processes and part qualities. To achieve this goal, three main
areas of investigation are planned.
e First: the development and implementation of data-based quality assurance proce-
dures based on specialized Al methods such as machine learning and artificial neural
networks for non-destructive quality evaluation of selected additive manufacturing

processes.
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e Second: the development and exemplary implementation of a blockchain-based,
cross-company solution for the digital management of quality-relevant data of the en-
tire AM value chain.

e Third: the conceptually linking of blockchain-based quality management and data-
based quality assurance to a real-time digital quality assurance system that also ad-

dresses the aspects of effective data storage and documentation.
1.3 Methodology and structure of the work

All main areas of investigation have an explorative and experimental focus. Thus, for each
research focus, relevant fundamentals are first elaborated and, based on this, exemplary imple-
mentation ideas are designed, implemented and analyzed. The scientific publications produced
in the context of this cumulative dissertation thereby highlight essential aspects for the devel-

opment of a digital quality assurance system for AM:

Publication [1] !

First, an ML-based method for automatic classification of defects and irregularities in powder
bed images of the selective laser sintering (SLS) process was developed. This method enables
the quality assessment of individual additively manufactured part layers based on in-situ ac-
quired image data, which ultimately enables non-destructive quality assurance as well as digital
manufacturing documentation of AM parts. The creation and pre-processing of an SLS image
dataset as well as the design, implementation, and evaluation of the effectiveness of two differ-

ent ML architectures are also considered in this paper.

Publication [11] ?

This is followed by the development of a data analysis for environmental sensor data in the
fused deposition modeling (FDM) process based on a supervised learning classification ap-
proach. Within the scope of the investigations, datasets were acquired during differently pa-
rameterized printing processes of an AM part, processed according to a new data pre-processing
methodology for analysis by various state-of-the-art ML algorithms, and the results were eval-

uated. The prediction results of the data-based ML investigations were then compared in a

! This article was published in Additive Manufacturing, 41, Westphal & Seitz, A machine learning method for
defect detection and visualization in selective laser sintering based on convolutional neural networks, 101965,
Open access article under the CC BY 4.0 (https://creativecommons.org/licenses/by/4.0/) license (2021).

2 This article was published in Additive Manufacturing, 50, Westphal & Seitz, Machine learning for the intelli-
gent analysis of 3D printing conditions using environmental sensor data to support quality assurance, 102535,
Copyright Elsevier (2022).
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proof-of-concept with 3D scanning inspections of the real parts to point out the effectiveness

and speed of analyzing environmental sensor data in the context of QA processes.

Publication [I111] 3

The digital quality assurance system for AM was conceptualized and experimentally imple-
mented in this paper using an exemplary implementation for the value chain of a metal-based
FDM process. For this purpose, a digital quality management solution consisting of a web ap-
plication for data collection, a decentralized data storage, a smart contract for automated pro-
cessing of manufacturing events, and an Ethereum blockchain for data documentation was de-
veloped. The solution enables a digital QM with transparent, tamper-proof and traceable docu-
mentation of all quality information across company boundaries along the AM value chain.
Aspects of data storage and data management of conventional as well as the in [I] and [II]
developed ML-based QA methods were also considered in the context of an AM part record

and conceptually extended with respect to future implementations.

3 This article was published in Industrial Information Integration, 35, Westphal et al., Blockchain-based quality
management for a digital additive manufacturing part record, 100517, Open access article under the CC BY 4.0
(https://creativecommons.org/licenses/by/4.0/) license (2023).
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2 State of the art

In this chapter, the necessary basics as well as the state of the art on the relevant topics of this
thesis are presented in a structured way. This includes fundamental aspects of additive manu-
facturing as well as methods of quality assurance and process monitoring. Furthermore, the
basics of blockchain technology and artificial intelligence are considered, which form the cen-

tral approaches for the digital quality assurance system developed in this work.

2.1 Fundamentals of additive manufacturing

Basic knowledge of additive manufacturing, considering international terminology, is neces-
sary in order to be able to place the scientific findings of this thesis in the context of AM. All

research aspects discussed in this thesis refer to or result from the basic principles listed below.
2.1.1 Technology and process chain

Additive manufacturing is the generic term for various layer-by-layer manufacturing processes
for producing geometrically complex parts from digital, three-dimensional (3D) files [1]. The
technology is becoming increasingly important both in research and in the industrial environ-
ment, transforming itself from a rapid prototyping method to an established manufacturing pro-
cess in industrial production [14].

According to Gibson et al. [1], AM technology is based on a variety of developments in differ-
ent technology areas. In particular, advanced computer-aided design for creating 3D part de-
signs, as well as computer-aided manufacturing (CAM) and computer numerical control
(CNC), are fundamental to the additive manufacturing of complex shapes and structures [15].
Modern CAD systems offer comprehensive and efficient solutions for AM designs and also
have the functionality to generate a generic output format for 3D printing processes. The data
format is called Standard Tessellation Language (STL) and is currently the standard output
format for 3D printing used by many AM system vendors [1,15].

New developments in the relevant technology areas have already led to countless different AM
processes, but all of them have a relatively similar process chain. The generic AM process chain
is shown in Figure 1 and, according to Gibson et al. [1], comprises eight process steps from

CAD design to use of the printed component:
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e CAD design: Visualization or design of the part idea with a CAD program on the
computer and creation of a 3D model. Existing designs can also be digitized as a 3D
model by reverse engineering with laser or optical scanners.

e STL conversion and export: Conversion of CAD data into an STL format from
which AM processes obtain their geometry information. The STL format is a de facto
standard for processing AM data. During conversion, the 3D digital models are ap-
proximated by triangles that describe the outer surfaces of the model.

e Data preparation and slicing: Special print preparation software (slicer) is then used
to convert the STL data into a format that can be read by the 3D printer. In the process,
the STL files are divided into layers, positioned and aligned in the build space, and
the material consumption, the travel paths of the 3D printer and any necessary support
structures are calculated. The print file is then transferred to the production system.

e Machine preparation and print setup: Before printing, the 3D printer must be set
up on the hardware side (and possibly also on the software side). This usually in-
cludes, for example, leveling and preparing the print bed, loading the material, and
possibly configuring additional monitoring solutions.

e 3D printing: Start of the printing process, which is largely automated and can usually
be carried out unattended by the system. To ensure a successful printing process, the
printer and the printing process should still be monitored to ensure that no errors oc-
cur, such as lack of materials, software problems, print aborts, etc. The printing pro-
cess can also be monitored by the operator of the printer.

e Part removal: Removal of the parts from the build chamber after completion of the
printing process. This requires plant-specific defined processes in which, for example,
safety mechanisms have to be unlocked, moving components secured or operating
temperatures cooled down.

e Post-processing and finishing of the parts: Post-processing of the printed parts by
mostly manual work steps such as the removal of support structures or the reworking
of holes. Furthermore, machining of the part surface and additional finishing may be
necessary to achieve the desired part quality.

e Application or use of the printed part: Use of the AM parts. However, there may
also be other requirements, especially with regard to the quality of the parts. These
are, for example, mechanical as well as statistical quality control methods, special

certifications and documentation on production.
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Figure 1:Process chain in additive manufacturing with eight general process steps (based on [1]).

2.1.2 Process categories

Process categories of additive manufacturing are defined in ISO/ASTM 52900 [16]. The defi-
nitions and terms listed in this document represent the internationally recognized standard and
provide an overview of the main processes into which most AM systems can be divided. The
ISO/ASTM 52900 terminology also serves as a standard for this work to enable clear and un-
ambiguous communication. In the industrial environment other process designations are also
listed, which are often used by machine manufacturers as registered trademarks for their re-
spective manufacturing principle. Table 1 lists the seven main AM process categories according

to ISO/ASTM 52900 and explains them in detail.

Table 1: AM main process categories according to ISO/ASTM 52900 [16].

Process Definition Material type Related technology

category

Binder jetting AM process in which a liquid ~ Polymer, Met- Binder jetting
(BJT) binder is selectively applied als, Glass, Sand
to powder materials to cause

them to bond.

Directed en- AM process that uses focused Metals, Poly- Electron beam AM
ergy deposition thermal energy to fuse mate-  mers, Ceramics  (EBAM), Wire arc
(DED) rials together during deposi- AM (WAAM)

MY Y
A 4 A 4

tion.
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Process

category

Definition

Material type

Related technology

Material extru-

AM process in which materi-

Polymers, con-

Fused deposition

r

sion (MEX) als are selectively applied crete modeling (FDM)
through a nozzle or orifice. L ‘
Material jet- AM process in which drops Polymers, met-  Multi jet modeling r 1
ting (MJT) of the starting material are als, biomaterial ~ (MJM), drop-on-de- l.
applied in a targeted manner. mand (DOD) k ‘
Powder bed AM process in which thermal ~ Polymers, met-  Electron beam melt- rlj
fusion (PBF) energy selectively melts areas  als, ceramics ing (EBM), selective

Sheet lamina-

of'a powder bed.

AM process in which sheets

Polymers, met-

laser sintering (SLS)
and melting (SLM)

A 4
FFy

Laminated object

tion (SHL) of material are joined to form als manufacturing

a component. (LOM) ‘ ‘
VAT photo- AM process in which liquid Polymers, ce- Stereolithography rlj
polymerization  photopolymer is selectively ramics (SLA), digital light
(VPP) cured in a bath by light-acti- processing (DLP) ‘ ‘

vated polymerization.

2.1.3 Applications, challenges and trends

Additive manufacturing processes are increasingly used in various industries for technical and
non-technical applications [17]. In aerospace, AM enables the production of complex parts with
lightweight yet strong and robust structures to improve fuel efficiency and reduce pollutant
emissions [17,18]. In medical technology, AM processes contribute to the production of indi-
vidualized, osseointegrative structures with complicated and complex geometries, among other
things, due to their manufacturing design freedom [19]. AM can also be used to create artificial
tissues, organs and implants, to produce anatomical models and to reconstruct 3D anatomical
patient models using medical imaging [19-21]. Additive manufacturing processes can also be
an important element of part development in the automotive sector. They can shorten the prod-
uct development cycle, lower manufacturing and production costs, and reduce lead times, labor
and logistics costs [22]. Corresponding processes are used here to produce small batches of
structural, functional and auxiliary parts such as drive shafts, transmission components and
tools [22,23]. Specially adapted AM processes can also be used in the construction industry to

automate manual processes, reduce labor and cut material consumption, among others [24-26].
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Industrial applications of AM technology always attempt to exploit its fundamental strengths
over conventional, subtractive and formative manufacturing processes. A variety of corre-
sponding advantages and disadvantages of AM technology are described in the literature
[3,9,27,28]. Core aspects that speak for the use of AM can be summarized as follows:

e Individualization: Individualization or personalization and economical production
of small batches from batch size 1.

o Efficient production: Sustainable use of resources (material, time, energy). Reduc-
tion of waste, assembly and tooling costs through substitution of parts as a result of
additive design.

¢ Production on demand: Fast, on-demand manufacturing. Reduction of development
times and part costs through rapid prototyping.

e Optimized part designs: Design freedom and topology optimization. Complex de-
signs integrate special functions, reduce weight and improve mechanical part proper-
ties.

e Shorter supply chains: Local, decentralized manufacturing. Shortening of supply

chains, savings in shipping costs and CO2 emissions due to shorter transport routes.

Despite the aforementioned aspects, a broad acceptance and application of AM in industry is
currently not given, since many AM processes are not able to guarantee certain manufacturing
properties (e.g. production speed, accuracy and costs) for certain processes in a predictable and
reproducible way [22,29]. This means that companies cannot be confident that printed parts
will have the mechanical properties required for their intended applications. To enable predict-
able and reproducible AM processes, the process variability as well as the sensitivity to process
variations must be reduced, among other things [22]. In addition, special requirements for QM
and QA must be met, process understanding and automation must be improved, and uniform
standards and certifications must be developed [27,29].

In the future, new AM processes and materials as well as improved simulation, standardization
and testing methods will lead to better additive part manufacturing [1,22,27]. However, espe-
cially in the course of Industry 4.0 and the increasing digitalization of the manufacturing indus-
try, transformation opportunities will arise for AM to solve special process-specific challenges
[11,30]. Digitization creates completely new, data-based opportunities to optimize AM pro-
cesses, products and services [3]. Continuous data collection enables, for example, the integra-
tion of customer and experience data into production to create personalized offers [31]. The
integration of sensors into the AM process enables the early detection of defective or wearing

production equipment based on data analysis as part of predictive maintenance [32]. In addition,
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digital technologies based on ML and Al can be used in AM processes to improve the design
process [33], optimize the manufacturing process, or support aspects of QA. [34]. Digital part
records based on cryptographic processes can in principle also map documentation, standardi-
zation and certification processes on a blockchain in a tamper-proof, transparent and trustwor-

thy manner, thus enabling digital AM QM [30,35].
2.2 Quality in the context of additive manufacturing

The immature quality of AM processes and products is currently an obstacle to the widespread
adoption of the technology, but this can be fundamentally countered with effective management
of AM quality [3,11]. Comprehensive QM is one aspect, as is efficient QA with associated
quality control (QC). Further aspects are the qualification and certification of AM processes
and additively manufactured parts as well as the current standardization. In the following, a

characterization of the individual quality-relevant terms is given.
2.2.1 Quality management

All organizational measures for improving process and product quality in a company are sum-
marized under the generic term quality management according to DIN EN ISO 9000. Effective
QM, especially in AM, requires a range of quality-oriented activities, from quality planning to
QA and QC to continuous quality improvement [11]. Quality planning establishes product re-
quirements prior to manufacturing, while quality assurance focuses on establishing and validat-
ing control procedures and standards during manufacturing, and quality control verifies com-
pliance with requirements and standards mostly after manufacturing (see Figure 2). Quality
improvement can then be achieved by using the results and findings of QA and QC to optimize
future manufacturing processes. QM is not limited to the manufacturing process, but encom-
passes the entire AM value chain from the customer’s initial manufacturing request through the
development, manufacturing and testing processes and the use of the part to recycling (see also
Figure 6 in chapter 2.3.2). In the process, technical, operational and management activities are
recorded to ensure that AM production complies with standards and works continuously to im-
prove quality [11]. This is supported by specific QM methods such as Six-Sigma [11], 8D re-
ports [36], Ishikawa diagrams [37], Quality Function Deployment (QFD) [38], Design of Ex-
periments (DOE) [39], etc.
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Figure 2: Areas of quality management.

2.2.2 Quality assurance and quality control

QA is a component of QM and, according to DIN EN ISO 9000, comprises all activities aimed
at creating confidence in order to ensure specified quality requirements. QC, in turn, is a subtask
of QA and includes observation and inspection activities to fulfil product-oriented quality re-
quirements or quality-relevant characteristics such as geometry, surface, appearance, etc. [34]
Today, special test methods are used in all phases of AM production as part of QA and QC,
which can basically be divided into destructive and non-destructive test (NDT) methods [6].
NDT methods do not affect the future usability of the part to be tested (e.g. 3D and CT scans,
ML image analysis), but destructive testing methods do, so that only a limited number of test
samples are ever tested there and not the final part. Destructive testing (e.g. tensile and com-
pression tests, micrograph analysis) is therefore mostly used to evaluate the mechanical prop-
erties of AM parts, and non-destructive testing is used to examine the finished parts before
delivery to the customer [6]. Another method of QC for AM is in-situ monitoring (visual, sen-
sory and acoustic process detection) for efficient tracking and control of the printing process
and print quality [40]. However, the possibility of directly monitoring the printing process in-
situ is not yet very well developed at AM and is therefore the subject of numerous research
activities [12].

Appendix A provides an overview of destructive test and NDT methods currently used in AM
and their potential suitability as in-situ or ex-situ monitoring solutions (see Table A-1). More-
over, Wu et al. [41] comprehensively summarize current ML techniques for predicting mechan-

ical, physical and geometrical properties of AM parts as well as ML-based in-situ monitoring
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solutions for AM processes. Figure 3 illustrates some results of conventional as well as data-

and ML-based testing methods for additively manufactured parts.
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Figure 3:Results of various test methods on additively manufactured parts. (a) CT scan for analysis of internal
part defects.; (b) Laser scan to investigate surface roughness; (c¢) 3D scan for analysis of part dimensional devia-

tions; (d) Camera-based imaging with supporting ML analysis for fault detection.

2.2.3 Qualification, certification and standardization

According to DebRoy et al. [42], in addition to detailed QM, efficient QA and comprehensive
QC, special qualifications and certifications of AM processes and parts are crucial aspects for
a successful manufacturing process and increased popularity of the manufacturing technology.
Qualifications and certifications are ultimately used to demonstrate that a product has passed
certain performance and quality assurance tests and meets criteria set forth in regulations, spec-
ifications or contracts [43].

In this context, qualification is an evaluation process that focuses on the conformity of products
and their industrial requirements, while certification rather verifies the compliance of the prod-
ucts with the legal requirements [44]. For conventionally manufactured products, qualification
is often accomplished through the application of recognized norms and standards, as the result-
ing data can then be compared to known data ranges and specifications to ensure that the prod-
ucts meet the manufacturer’s and end user’s requirements [43]. According to Bae et al. [43],
successful qualification and certification therefore depends heavily on quality in terms of part
reliability and process repeatability. However, as mentioned above, this cannot be guaranteed
for many AM processes, also because many standards and specifications of conventional pro-
cesses are not directly transferable to additive manufacturing processes and thus the path to
successful qualification and certification of AM products is often still unclear [43,44]. For this
reason, standardization is taking on an increasingly important role in AM by providing a basis
for consistency in part validation and processing, establishing repeatability, providing guide-

lines for maintenance and repair, and defining uniform terminologies [43,44].
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A detailed look at the current standardization situation in additive manufacturing shows that
various AM-specific standards have already been published. However, these always represent
only sub-areas of AM. The ISO/ASTM 52900 series and in particular ISO/ASTM 52920 [45],
which describes the QA requirements for AM, are fundamental in this respect. DIN SPEC
17071 is also the first fundamental guideline for establishing quality-assured processes in AM
[46]. Relevant standards or standards in progress have been defined in ISO/ASTM 52920 for

essential AM aspects, classified according to important sub-areas of the process chain. An over-

view can be found in Table 2.

Table 2: Standards for the AM process chain according to ISO/ASTM 52920 [45] (* in progress).

AM aspect Sub-area Standards
Production Quality management  ISO 9001, ISO 9100, ISO 13485
management  pyo.th & safety ISO 45001, IEC 60079-10-2, HSG103
environment
Quality assurance ASTM F3091/F3091M, VDI 3405 Sheet 1
Personnel DIN 35225, 1SO 9712 ISO/ASTM 52926-12, ISO/ASTM 52935%
Customer Terminology ISO/ASTM 52900, ISO 18739, ISO/ASTM 52921
management  pisk assessment ISO 31000, ISO/IEC 31010, ISO 14971
Design guidelines ISO/ASTM 52910, VDI 3405 Sheet 3, ISO/ASTM 52911-1,
ISO/ASTM 52911-3%, VDI 3405 Sheet 3.5
Order requirements ISO/ASTM 52901, ISO 17296-3, ISO 129-1, ISO 286-1, ISO 2768-1,
1SO 1302, ISO 1101, ISO 14405-1
Data man- IT security ISO/IEC 27001
agement .
Data processing ISO/ASTM 52950, ISO/ASTM 52915
Feedstock Material data sheet ASTM F2924, ASTM F3184, VDI 3405 Sheet 2.1, Sheet 2.2, Sheet
management 2.4
Characterization ISO/ASTM 52907, DIN 65122, VDI 3405 Sheet 2.3
Analysis, Viscosity, ISO 11357-1,ISO 11358-1, ISO 1628-1, ISO 4324, ISO 1133, ISO
Flowability, Density, 4490, ASTM B213, ASTM B964, ISO 1068, SO 3923-1, -2, ASTM
Particle size distribu- B212, ASTM B329, ISO 2591-1, ISO 13320, ISO 4497, ASTM
tion, Sampling, B214, ISO 3954, ASTM B215, ISO 14175
Welding gas
AM process ISO/ASTM 52902, ASTM F2971, ISO/ASTM 52904, DIN 35224,
qualification ISO/ASTM TR 529062, ISO/ASTM TR 529292 ISO/ASTM TS
52930
Thermal ASTM F3301°
post-pro-
cessing
Test meth- Guide ASTM F 3122, DIN 65123
odology Tolerances ISO 2768-1, ISO 2768-2, ISO 1938-1, DIN 16742

Hardness, Tensile
tests, Compression,
Impact, Analysis,
Density

ISO 868, ISO 2039-1, -2, ISO 527-1, -2, ISO 527-4, ASTM D638,
ISO 6892-1, ASTM E8/E8M, ISO 604, ISO 4506, ISO 179-1, -2,
ISO 180, ISO 148-1, -2, ISO 7625, ISO 3651-1, ASTM G28B, ISO
3369
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The list shows that standards specifically for data analysis and data storage in AM have not yet
been explicitly published. However, these areas in particular are relevant for future technolo-
gies. Chen et al. [44], for example, propose a digital methodology for qualification, certification
and standardization in AM. Of particular importance there are data-based digital process mon-
itoring, e.g., through data-driven in-situ inspections or data-based process configurations, and
digital transformation of AM processes, e.g., through machine learning optimized QC and
blockchain-based decentralized AM supply chain documentation. Accordingly, the digital
transformation of AM will proactively minimize errors, reduce human intervention, and im-
prove transparency in documentation, ultimately leading to optimization of all quality-related
aspects [44]. In order to do this efficiently, uniformly, and comparably, further standardization

activities are needed in areas such as Al, blockchain, and data processing.
2.3 Blockchain for quality improvement in additive manufacturing

The combination of additive manufacturing and blockchain technology can enable a solution
that maps the entire AM value chain in a digital, transparent, traceable and tamper-proof way,
contributing to the digital transformation of AM QM [47]. One added value of blockchain tech-
nology is to improve the existing QM in AM in such a way that quality is more in focus, every
actor in the value creation process is involved in the QM process and quality issues are docu-
mented transparently and effectively [11].

In addition to basic knowledge of distributed ledgers, blockchain technology and smart con-
tracts, knowledge of the value and supply chains of additively manufactured parts is also nec-
essary to implement an appropriate solution. Linking these aspects can then lead to a digital
part record for AM parts. Based on this, a QM architecture can be designed that can also incor-
porate QA and QC data. By integrating modern data analysis methods and ML algorithms, a
correspondingly transparent real-time evaluation of AM manufacturing data for in-situ NDT
methods can also be performed. The basic methods and concepts for this are explained in the

next sections.

2.3.1 Fundamentals of distributed ledgers, blockchain and smart contracts

Distributed ledger technology

Distributed ledger technology (DLT) is generally understood as a decentralized data architec-
ture that enables the storage and distribution of data in a synchronized manner while ensuring
its integrity through the use of consensus-based validation protocols and cryptographic signa-

tures [48]. In other words, distributed ledgers are basically identical copies of file stores that
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record transactions, are stored in multiple locations and are verified by a consensus algorithm

[49].

Blockchain

The best-known form of DLT is blockchain, which is essentially a distributed database archi-
tecture based on cryptographically linked blocks of information, which in turn contain consen-
sus-validated datasets [48,50]. The first known blockchain was released in 2008 as Bitcoin
blockchain [51]. Another popular variant is the Ethereum blockchain, which was conceived by
Buterin [49] und Wood [52] in 2014. Ethereum can be seen as an extension of the Bitcoin
blockchain, which additionally enables, for example, the creation of digital contracts using
cryptographic methods [49]. For the testing of corresponding smart contracts as well as other
applications, Ethereum has special test networks. One test network is, for example, the

Ethereum Ropsten Testnet.

Cryptographic Hashing

Individual blocks of a blockchain are linked to each other via cryptographic signatures, so-
called hashes. (see Figure 4). Hash functions generate for each block from the records of arbi-
trary length a characteristic string with a specific length and structure [53]. The character string
is referred to as a cryptographic checksum or hash value and represents a unique fingerprint for
each block, which in turn is stored in the subsequent block. In this way, the blocks are chained
together and unnoticed manipulation of individual blocks is virtually impossible [54,55]. How-
ever, hash functions cannot be equated with encryption in this context because, according to
Rogaway and Shrimpton [54] as well as Yaga et al. [53], they have the following properties:
e they are preimage resistant or one-way, i.e. messages can be converted into a hash
value, but the reverse is no longer computationally possible,
e they are second preimage resistant or deterministic, which ensures that the same input
always generates the same output hash, and
e they are collision resistant, whereby it is not possible to find two different inputs that

produce the same output hash.
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Figure 4:Concatenation of information blocks of a blockchain via cryptographic hash functions.

Digital signature

Due to the special properties of a hash, even the smallest changes in the data of a block lead to
a significantly different hash. This principle is also used for digital signatures to ensure that a
data record has not been changed after transmission. However, it must be ensured that the sig-
nature cannot be copied and cannot be executed by anyone other than the signature creator [56].
For this problem, public key cryptography or asymmetric encryption is used. With this method,
a public and a private key are created for each network participant. Both keys consist of math-
ematically generated alphanumeric characters of a certain length and are not identical, but de-
pendent on each other [56]. The public key is a publicly accessible information, while the pri-
vate key is an information that is kept secret.

In a blockchain, transactions are authenticated by digital signatures by first creating a signature
from the sender and then verifying that the signature is valid in a second step [57]. First, the
hash value of a data record is calculated. Using the sender’s private key, an encrypted digital
signature is then generated by an algorithm and appended to the end of the data record. To
verify the signature, the sender’s publicly available public key is then used to decrypt the en-
crypted signature back into a readable hash at the end of the record. In addition, the receiver
also calculates the hash value of the original data record. If the hash values of the decrypted
signature and the original data record are identical, nothing has been changed after the data

transmission. The digital signature process is shown again in detail in the following Figure 5.
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Figure 5:Schematic representation of a digital signature with asymmetric encryption.

Consensus protocol

Signed records or transactions on a blockchain are checked for validity before they are stored.
This is done by special network participants (also called “miner”). To ensure that transactions
are verified by network participants in the first place and to determine the order in which trans-
actions are recorded and stored in the blockchain, the existence of a consensus mechanism is
an essential requirement [58,59]. Special consensus mechanisms or consensus protocols thus
ensure compliance with certain rules in the blockchain network and set the conditions for user
participation in the network, which enforces consistency and integrity and ultimately leads to
tamper resistance and immutability of the stored information [59]. Blockchain consensus pro-
tocols are divided into two distinct classes according to Oyinloye et al. [59]:
e cvidence-based consensus protocols such as Proof-of-Work (PoW) [50,55], which re-
quire proof of computational effort by network participants to verify transactions, and
e voting-based consensus protocols such as Proof-of-Stake (PoS) [50,55], which re-
quire participating entities to first share their individual verification results in the net-
work before a final decision is made to verify transactions.
In addition to these main classes, other consensus mechanisms have been established, but there
is no perfect consensus protocol in distributed systems, since a compromise between con-
sistency, availability, and fault tolerance must always be found [60]. Furthermore, the problem
of malicious network participants who intentionally undermine the consensus process must also

be considered [61].
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Smart contracts

Due to its properties and the implemented basic cryptographic principles, blockchain technol-
ogy offers for the first time a suitable infrastructure for the implementation of smart contracts
[62]. The concept of smart contracts was published as early as 1994 by Szabo [63] and describes
them as computer programs with self-checking, self-executing, and tamper-proof properties.
Appropriate consensus-based programs can then be used to define user-defined rules for own-
ership, transactions, and state transitions so that the entire transaction process can be mapped
through automated contract execution in a cost-effective, transparent, and secure manner [64].
Smart contracts leverage and extend the blockchain technology [53]. According to Yaga et al.
[53], they are program codes stored on the blockchain that consist of functions and states pro-
vided by cryptographically signed transactions on the blockchain network. Accordingly, users
of a blockchain network can interact with smart contracts and use them to perform calculations,
store information, publicly reflect states, and automatically send funds to other network partic-
ipants [53]. The smart contract code can also be used to map transactions with multiple parties
and to map entire business processes, e.g. for documentation and traceability of supply chains.
This has the advantage of promoting transparency and trust, saving costs and time, and enabling
better as well as faster business decisions [53].

Smart contracts are often used in so-called decentralized applications (dApps), which provide
a user-friendly interface for smart contracts. The development of dApps, where certain data and
processes are stored on a blockchain, is growing more and more [65]. A typical example of a
dApp is an exchange for cryptocurrencies running on a blockchain network. In the process, the
usual structure of the decentralized application consists of a frontend (web application) and a
backend (database or decentralized storage system). It is also possible to interact directly with
the smart contract via a so-called blockchain explorer (e.g. the web application Etherscan [66]).
A decentralized storage system is the counterpart to a centralized data storage server and con-
sists of a network of users who all provide cryptographically protected storage for data, creating
arobust data storage and exchange system for larger amounts of data. An appropriately merged,
decentralized, and cost-effective storage solution for larger amounts of data is, for example, the

Interplanetary File System (IPFS) [67].
2.3.2 Blockchain-based part record for the additive manufacturing value chain

For additive manufacturing, blockchain technology with its cryptographic encryption principles
and automated smart contracts offers new opportunities. These include, for example, data and
intellectual property protection in 3D printing supply chains [68] and data [69], traceability,

tamper resistance, and certification of parts and quality-related documents [30,70], as well as
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increasing process automation and decentralization of manufacturing through direct machine-
to-machine communication [70-72].

Connecting the digitized AM process chain with a blockchain-based infrastructure can, for ex-
ample, enable digital, secure, immutable and transparent AM part documentation and, if neces-
sary, certification, which in turn helps to improve QM, also between different companies [30].
A corresponding solution can enable the digital mapping of the entire value chain of an AM
process, from the initial customer inquiry through development, production, quality inspection
and use of the part to its recycling (see Figure 6). Basic concept ideas [35,73], partial solutions
and implementations [30,74] have already been created for this purpose. However, a holistic
solution or demonstration study for digitally mapping the entire value chain of an AM process
has not yet been documented. In addition, the increasingly important and very extensive aspect
of production data acquisition, documentation and real-time evaluation has also been insuffi-
ciently considered in this context. However, in Germany, for example, there are publicly funded

initiatives that are increasingly addressing the issue [75-77].
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Figure 6: Components of QM along the AM value chain (simplified representation).

2.3.3 Connecting blockchain, digital twin and data for real-time quality analytics

Concepts for manufacturing data acquisition and documentation are currently often developed
in conjunction with a digital twin to derive a form of digital intelligence from digitally accessi-
ble data [78]. In doing so, digital twins provide an accurate digital representation of physical
elements and help to better understand, analyze and improve a product, service or manufactur-
ing process [78,79]. In AM, digital twins are primarily used to collect data for process simula-
tion, monitoring and control, and to present this data in a form suitable for information retrieval
[79,80].

The connection of digital twin and blockchain technology for secure, traceable recording and
documentation of manufacturing data has only been considered in isolated cases to date. In this
regard, Guo et al. [81] developed a framework that enables personalized part production with
AM based on blockchain and digital twin. Data on the product lifecycle is stored there as a
digital twin on a blockchain and transmitted authentically to customers and part manufacturers.

Mandolla et al. [82] have developed a digital twin of the entire AM manufacturing chain and
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stored relevant manufacturing information in it. At the same time, a secure transaction layer for
the information was created via a blockchain, which secures all data in the digital twin against
changes by cryptographic hashing. As an extension of the existing solutions, research is in-
creasingly being conducted not only on data acquisition and storage, but also on data processing
and analysis, e.g., through artificial intelligence and machine learning [79]. In addition, the
integration of sensor technology for real-time data acquisition is also being investigated [83].
Only in this way it is possible to process manufacturing data efficiently and securely, to create
traceable datasets, and to develop generally accepted Al solutions that can then be used in QA

and in-situ QC, for example.
2.4 Quality assurance through data analytics and machine learning

The analysis of manufacturing data and the use of Al or ML extend the mere collection, storage
and distribution of information of a digital twin with additional methods for generating intelli-
gence based on data [78]. As digital QA or QC solutions, data analytics and ML algorithms can
be directly integrated into a digital QM strategy, enabling e.g. automated in-situ monitoring
applications through appropriate implementations [84,85] and intelligent real-time analyses
[86,87], that constantly control and optimize themselves by evaluating and integrating ever new
data.

Corresponding solutions are based in principle on the extraction of knowledge from data [88].
Various methods and technologies are used for this purpose, such as data, text and statistical
analyses, data visualizations, signal processing and ML. In this context, ML methods in partic-
ular are considered as a form of artificial intelligence because, unlike model-based control, for
example, they are capable of making own assumptions, re-evaluating and testing themselves,
and automatically making predictions for future events without reprogramming. This is done
via computer so quickly that real-time process analyses, data evaluations and reactions are pos-
sible, which then contribute as a supplement or alternative to conventional QA and NDT meth-

ods. The basics for this are described in the following sections.

2.4.1 Distinction of data analytics, machine learning and artificial intelligence

Data analytics

Data analytics is the use of computer systems to analyze large amounts of data to support deci-
sion-making processes [89]. A corresponding data analysis system collects data, analyzes as
well as extracts information from the data and displays the found knowledge to the user [90].

Nowadays, data volumes are very large, composed of different data types and also include

streaming data [91]. Corresponding amounts of data, referred to as “Big Data”, are usually high-
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dimensional, complex, unstructured, incomplete, noisy or erroneous, and therefore require new

data analysis concepts, also referred to as “Big Data Analytics”. [90,92]. In big data analytics,

there are different stages of development from descriptive analytics to predictive analytics to

prescriptive analytics (see also Figure 7) [93—-97]. The individual developmental stages show

an increasingly higher degree of intelligence and can be described as follows:

Descriptive Analytics: Summarize data in an appropriate way and report on the past.
They answer the question “What happened?” and extract information from raw data.
As an extension of this stage of development, diagnostic analytics are often listed as
also reporting on the past, but more likely answering the question of why something
happened and helping to understand relationships between data. Examples are busi-
ness and sales reports.

Predictive Analytics: Use the results of descriptive analysis as well as special ML
algorithms and detection techniques to build models to predict the future. They answer
the question “What will happen in the future and why?”. Predictive analytics help
identify patterns in historical data and are more accurate the more data there is. Ex-
amples are predictions for process trajectories and error probabilities.

Prescriptive Analytics: Generate adaptive, automated, and optimal decisions to cre-
ate defined value. They answer the question “What should I do and why?”. Prescrip-
tive analytics provide recommendations based on predictions from predictive analyt-
ics as well as specific constraints and support feedback mechanisms to intelligently
link data, predictions, recommended actions and results. Examples are recommenda-

tions for process settings and closed-loop systems.
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Figure 7:Data analytics development stages.
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Machine learning

ML techniques provide a way to evaluate large amounts of data in near real-time and identify
complex, non-linear relationships in the data [98]. These correlations can subsequently reveal
hidden patterns in the data and enable predictions or decisions for future events [99]. For cor-
responding ML methods, the acquisition of large amounts of data is fundamental, since an ML
algorithm is not explicitly programmed but trained with the acquired data [100]. Human pro-
gramming effort decreases because after a certain point, an ML algorithm learns independently
of the underlying data and automatically improves its performance through experience and the
detected correlations in the data [99,101]. Up to this point, however, humans must assist in the
learning process, e.g., through data analysis and data preparation (feature extraction) [99]. Fi-

gure 8 illustrates the initial ML process using the example of image data.
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Figure 8:Information processing in ML with human assistance by feature extraction of relevant image regions in

powder bed images of the SLS process.

In the application of ML, the focus is on the learning methods that are used to learn from data:
supervised, unsupervised und reinforcement learning [100,102]. Supervised learning requires
training with labeled, structured data that has inputs and outputs (e.g., database tables, CSV
files). Unsupervised learning, on the other hand, does not require labeled data and can also use
unstructured data with inputs without direct outputs (e.g., images, videos, speech), where the
goal is to find hidden structures in the inputs. Reinforcement learning enables learning by eval-
uating feedback in the form of reward or punishment to determine the optimal behavior to im-
prove efficiency in a given environment [103]. This involves trying an action in a particular
state, evaluating the consequences based on rewards or punishments, and determining a new
state. By repeatedly trying all actions in all states then teaches which actions, as measured by
reward, are best in the long run [104]. For all learning methods there are different ML algo-

rithms suitable for different problems (see Table 3).
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In ML, the ultimate goal is always to develop models that generalize, i.e., produce good results
even with unknown data [100]. There are several methods and performance metrics to assess

and reliably measure the generalization capability of corresponding models.

Table 3: Learning methods, algorithms and tasks in ML according to [102].

Learning Model building Tasks Algorithms Refer-
method ence
Supervised Algorithms learn from labelled data Classification/  Regression analysis 105
learning (task-driven) Regression Support vector machine [105

Decision tree

Naive Bayes 101
Neural networks [100
Unsupervised ~ Algorithms learn from unlabeled data  Clustering/ K-means [105]
learning (data-driven) Prediction Principal component [105]
analysis
Reinforcement  Models are based on reward or pen- Decision- Q-learning [104]
learning alty for actions (environment-driven)  making R-learning [106]
TD-learning [107]

Performance evaluation methods and metrics

To evaluate the performance of an ML algorithm, two aspects are considered below. First,
methods to mitigate overfitting and maximize generalization, and the evaluation or measure-
ment of model performance by specific metrics.

According to Chollet [100], the evaluation of a model always boils down to the splitting of the
underlying dataset into training, validation and test data. The goal is then first to minimize the
prediction error of the model on the training data (training loss) [108]. The actual prediction
accuracy of the model is the prediction error on new (test) data unknown to the model (test
loss). In order to achieve good model performance, efforts are usually made to minimize train-
ing loss and keep the gap between training and test loss small [ 108]. If a low training loss is not
achieved, the model is underfitted, if the distance between training and test loss is too large, the
model is overfitted [ 100]. According to Chollet [ 100], overfitting always occurs in ML models,
and usually occurs both with new data and with too little data, although advanced methods
(such as hold-out, K-fold, and iterated K-fold validation) can be used to mitigate overfitting,
especially with too little data. In addition, especially for more complex ML algorithms such as

neural networks, special regularization methods are used to prevent overfitting:
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e Data augmentation: Artificial expansion of the dataset by applying transformations
to individual data samples in real time [100,109].
e Hyperparameter tuning: Iterative optimization of the default settings of an ML al-
gorithm defined by common ML libraries to improve model performance [100,110].
e Weight regularization: Reduction of the complexity of the algorithm by specifying
special boundary conditions with the goal of achieving a more uniform distribution of
weighting values [100].
¢ Dropout: Random removal (set to zero) of output signals and their connections from
a neural network during training to prevent overfitting of directly connected neurons
[100,111].
Another very effective method for avoiding overfitting in complex neural networks, especially
for very small or highly imbalanced datasets, is transfer learning [112]. Transfer learning re-
duces the effort required to create a new classification task by transferring knowledge between
neural networks of different feature domains [112,113]. Practically, this means that the already
learned information of a trained neural network with dataset X is used as initial values for train-
ing another neural network with a completely different dataset Y. This method is often used
when the dataset under investigation does not contain enough training data or when the distri-
bution of the data among the individual classes of the dataset is too unbalanced [113]. Then, a
neural network is first trained with a large, preferably balanced dataset of relatively easy-to-
obtain data, and the knowledge gained is then transferred to the neural network for the actual
classification task. For example, a very well-known dataset for transfer learning is the open-
source ImageNet dataset, which consists of more than 15 million images divided into more than
22000 categories [114].
A success evaluation of ML models, or the measurement of model performance, is done using
a variety of metrics that provide different information about the particular model, e.g., its ability
to predict mean values, its robustness to outliers, the uncertainty of predictions, etc. [115]. By
Naser and Alavi [116], performance metrics for the evaluation of regression and classification
algorithms are subdivided and comprehensively presented with their foundations, recommen-
dations, and limitations in the context of ML model evaluation.
Selecting an appropriate metric to examine and distinguish the performance of different algo-
rithms is an important aspect of ML, as the proper selection of the metric ensures that the train-
ing of algorithms is consistently evaluated against appropriate criteria [117,118]. The results of
this evaluation are often presented in classification tasks in the form of a special confusion

matrix (CM) [109]. This matrix contains statistics on actual and predicted classifications and
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forms the basis on which further metrics for performance evaluation are subsequently derived
(see Figure 9, left) [116]. One way to visually evaluate classification algorithms is to use the
receiver operator characteristic (ROC) curve [119]. It is widely used to illustrate and compare
binary classification problems based on complex neural networks (see Figure 9, right)
[115,119,120]. However, ROC curves are not per se a comparable performance indicator [121].
This one is only determined by the value of the area under the curve (AUC), which is often used
to compare the performance of different ML models [121]. The larger the area under the ROC
curve, the better the algorithm performs. Another visual evaluation method for the performance
of special convolutional neural network models is the gradient-weighted class activation map-
ping (Grad-CAM) of Selvaraju et al. [122], which provides a heat map for locating and predict-

ing regions of interest in images.
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Figure 9:Basic performance evaluations of ML models. left: CM with commonly used metrics, right: Visualiza-

tion of two typical ROC curves and the performance of random guessing.

Artificial neural networks

Artificial neural networks (ANN) are powerful ML algorithms that are ideal for processing
large amounts of data [123]. They are relatively easy-to-implement computer-based computa-
tional models used for problems such as pattern classification and pattern recognition [124].

The principle of an ANN is to process signals by sending them through a network of artificial
nodes or neurons that mimic the human brain [125]. Analogous to the synapses of the brain, the
signals are also transmitted between the artificial neurons via connections and thereby weighted
[125]. This process represents “learning”, whereby weights are amplified or attenuated with
each signal transmission [126]. In most ANNs, neurons are arranged in a series of layers. For
example, a network specialized for images has a layer of input nodes that respond to individual

pixels (e.g., their brightness) [125]. Once activated, these nodes pass on their activation level
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via the weighted links to other nodes at the next layer, which combine the incoming signals and
thus may or may not also be activated [125]. This process continues until the signals reach an
output layer, where the activation pattern gives a concrete answer to what is seen in the image.
If this response is reported to the network as incorrect, a so-called backpropagation algorithm
performs a backward adjustment of the weighting of the connections through the layers to im-
prove the result next time [125,126]. In order to use the backpropagation algorithm, the ANN
must always have some form of supervised learning in addition to unsupervised, since for each
image there must be a correct answer that can be transmitted to the network in case of incorrect
statements. The signal processing with weighting and backpropagation is explained again in

detail for better understanding in appendix B.

Deep learning

Conventional ML algorithms have limited ability to process unstructured data in its raw form
(e.g., images, videos, natural language) [127]. According to LeCun et al. [127], such raw data
are increasingly processed using advanced state of the art algorithms based on Deep Learning
(DL). DL here is a new way of looking at learning information from data, focusing on learning
from successive layers of increasingly complex data representations (see Figure 10) [100]. A
key aspect of DL, according to LeCun et al. [127], is that a function extractor is no longer
designed by human developers, but is learned by a learning process from data only. Learning
with the layer representations is then done as in conventional ML, again with artificial neural
networks, but with many more layers and thus complexity (the networks are “deeper”) [100].
Figure 10 illustrates the information processing in DL using an example of pattern recognition
in images, where the features in the individual network layers are searched for independently
from the data.

Over time, DL architectures of varying complexity have been developed [128]. In principle,
any architecture can be used for any task, but some variants are better suited for specific data
such as time series or images [129]. A multilayer perceptron (MLP) is the simplest and most
original form of DL architectures [130]. One of the most popular DL implementations for mod-
eling spatial and temporal correlations are convolutional neural networks (CNN) [131]. CNN
implementations are state of the art in image and speech processing [114]. Another commonly
used DL implementation for Big Data analytics are recurrent neural networks (RNN) such as
the long short-term memory (LSTM) architectures, which are capable of learning long term
dependencies in sequential data [132]. Other well-known DL architectures are autoencoders

and generative adversarial networks (GAN) [128,129].
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Figure 10: Information processing in Deep Learning exemplified by a pattern recognition algorithm for defect

detection in powder bed images of the SLS process (adapted from [125] and the design of Lucy Reading-
Ikkanda).

Artificial intelligence

ML and DL algorithms have proven to be extremely powerful predictive systems and are also
referred to as artificial intelligence by many institutions, developers, and companies, but this
does not correspond to the original core idea of Al [133]. Rather, according to McCarty et al.
[134], the core idea of artificial intelligence is that intelligent human behavior consists of pro-
cesses that can be formalized and reproduced by a machine. Human intelligence is the central
element on which automation efforts should be based. But today, most researchers want to de-
velop automated systems that perform well in complex problem domains, using all kinds of
means, not just human-like means [135]. Thus, even today’s ML systems, currently the most
powerful and profitable forms of artificial intelligence, exhibit a rather limited range of intelli-
gent behavior [133].

For this reason, ML is also considered more of a subfield of Al, based on the concept that
machines learn even from large amounts of data [96,99,100]. According to Kibria et al. [96],
ML is more suitable for predictive analysis, while Al goes beyond corresponding predictions
and offers suggestions with implications for the realization of added value in the context of

prescriptive analysis, which has already been indicated in Figure 7.
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2.4.2 Machine learning methods for quality assurance in additive manufacturing

As in many other fields, ML has gradually gained importance in AM too, especially due to the
high performance of data processing algorithms in tasks such as classification, regression, and
clustering [136]. ML is increasingly playing a critical role in addressing AM-specific challenges
such as ensuring predictable, reproducible and high part quality, developing optimized design
principles, standardization and quality control [137]. ML is therefore already used intensively
in many AM areas, e.g. to generate high-performance materials and topological designs, to op-
timize process parameters, or to be able to perform error monitoring during the process [136].
Accordingly, several scientific reports have already been published on the general use of ML
in AM [115,136-139].

Specific methods for optimizing QA and QC through the use of ML are also being intensively
investigated, with core aspects increasingly (but not exclusively) divided into manufacturing
support (defect detection, surface prediction), process improvement (process monitoring, pro-
cess control), and design optimization (design recommendation) [140]. Table 4 clearly summa-
rizes these ML core aspects, the ML-based solution principles behind them, the achievable ben-
efits in terms of QA and QC, and the relevant sources.

Finally, the listed ML applications alone or in combination do not yet represent fully reliable
QA and QC methods. They can currently be useful as complementary methods alongside con-
ventional methods such as CT scans, micrograph analyses or mechanical testing to provide
information on print and part quality already during the printing process, although their effi-
ciency and suitability for industrial AM series production still needs to be evaluated in most
cases [137,140-142]. Although corresponding ML solutions can in principle enable closed-loop
strategies for predictable and reproducible quality optimization [143,144], they do not include
certain quality-relevant aspects such as data management, documentation, or conformity to

standards and can therefore only be part of a comprehensive quality assurance system for AM.



State of the art 29
Table 4: ML Methods for better QA and QC in AM.
ML-aspect and solution principles Advantages for QA and QC Source
Defect detection: Mostly in the form of DL image anal- Solutions are usually easy to inte- [145—-
yses of process images captured with cameras during grate into the AM process and are 149]
printing. ML analyses of sensor process or geometry data  non-destructive. In-situ analyses are
to detect process irregularities are also used. Some form also possible and the achievable pre-
of supervised learning is usually implemented. diction accuracies are very high.
Surface prediction: ML algorithms are trained using Better surfaces are possible during [150—
process parameters recorded or specified by sensors, and  printing and the selection of good 154]
the prediction results are correlated with the resulting process parameters is much faster.
print results. With the print parameters set, a prediction The predictions are very precise and
can then be made about the surface quality even before fast. Automated adjustment of pro-
the printing process. In principle, supervised or unsuper-  cess parameters is also possible.
vised learning strategies are used for this purpose.
Process monitoring and control: For process control, The entire process is monitored and ~ [155—
certain parameters are monitored and recorded via sen- recorded by sensors. This enables 159]
sors throughout the manufacturing process and analyzed real-time data analyses that directly
for irregularities in the data sequences by pre-trained ML detect changes in the printing pro-
algorithms. The immediate feedback of product quality cess. In the future, increasing auto-
resulting or predicted from these parameters is then di- mation in information processing
rectly used to optimize the process parameters inline as will also enable closed control loops
automatically as possible (via reinforcement learning). that can react directly to irregulari-
Currently, the parameters are often first adjusted offline ties and optimize printing parame-
and the settings optimized for the next print. ters independently.
Design recommendation: AM machine and material set- Automated design recommendations [141,160-
tings are analyzed by ML algorithms to verify the manu-  based on historical data can enable 163]

facturability of a given AM design with the selected pa-
rameters. Based on historical manufacturing and part
data, the algorithms also automatically enable recommen-
dations for design changes to optimize parts, processes,
or costs without the need for specific instructions. Super-
vised and unsupervised learning strategies are mostly
used in the training phases, which are then increasingly
complemented by reinforcement learning for decision-

making tasks.

AM-compliant designs even for in-
experienced users. In addition, time
and cost savings are possible. A
growing database also enables in-
creasingly detailed recommenda-
tions and better parts. Thus, design
recommendations can be made with-

out human guidance in the future.
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2.4.3 Closed-loop quality and process control for additive manufacturing through ma-

chine learning

Closed-loop control systems, also known as feedback control systems, are a form of automation
system that have one or more feedback loops and attempt to compensate for deviations that
arise in the system [164]. According to Khosravanian and Aadney [165], system design uses a
controller or algorithm that calculates setpoint deviations via real-time measurements and then
activates a process to return the system to the fixed setpoint (see Figure 11). However, this

requires a large amount of data for the decision making [165].
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Figure 11: Schematic representation of a closed-loop feedback system.

The integration of ML-based data analytics into AM QA structures can increasingly help im-
plement closed-loop quality and process control systems that combine process knowledge and
process information in the form of recorded data [144,158]. This is mostly automated within
the manufacturing process of a company [158]. The use of an ML algorithm then reduces the
system design effort in principle by replacing the human description of a physical model and
controller design with the automatic generation of an empirical model by Al and ML, respec-
tively [144]. Nevertheless, training of the ML algorithm with respect to the setpoints and with
result feedback is necessary to determine a continuously self-optimizing setpoint. Figure 12

schematically shows a corresponding ML-based process control loop.
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Figure 12: Schematic representation of an Al- or ML-based closed-loop feedback system.

Various process feedback systems have already been implemented in different AM processes,

e.g., to detect defects during the FDM manufacturing process [143], to perform corrections
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during printing [166], or to avoid time and material losses [167]. Rahman et al. [168] have also
developed a holistic process and data framework for AM that enables knowledge management
and information feedback in a closed loop system. Within this framework, all AM sub-pro-
cesses are connected to an information system that captures, stores and analyzes the flow of
data along the process chain and feeds the knowledge gained back to the respective sub-process
in a feedback loop for process improvement. Liu et al. [158] have developed a similar system
consisting of four individual feedback loops for specific subprocesses. Razaviarab et al. [143]
have implemented a special process control by DL image analyses of process images during
part fabrication. The results of the analyses are used by an intelligent 3D printer to automatically
change the manufacturing parameters. A general summary of design and implementation meth-
ods for control systems for AM was presented by Fang et al. [169]. Thereby, it was found that
the integration of feedback loops significantly improves the reliability and repeatability of an

AM process as well as the mechanical-physical quality of AM parts [169].



Conception and implementation 32

3 Conception and implementation

This chapter describes the conceptual structure of the digital quality assurance system. In addi-
tion, this chapter also shows exemplary implementations of solution ideas that go beyond the
theoretical concept ideas and demonstrate the functionality of the digital quality assurance sys-
tem. Within the framework of a cumulative work, an added value for quality management as
well as quality assurance in additive manufacturing is created via individual scientific publica-
tions, which offers the users of the technology new possibilities for a qualitatively better, faster
and more efficient part production. Figure 13 provides an overview of the developed concept
with current structures (gray-black areas) and digital extensions in the form of exemplary im-

AM Quality assurance system

plementation solutions (blue-white areas).
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Figure 13: Overview of the conceptual design as well as the developed implementations of the digital quality as-

surance system.

Current AM QM increasingly relies on analog processes (e.g., paper-based documentation) and
conventional QA with complex and expensive methods. This means that QM and QA are not
carried out efficiently and with the necessary level of detail, which ultimately leads to partially
suboptimal printing processes and part qualities. In addition, corresponding quality-relevant
documentation is usually limited to the processes carried out within a single company. How-

ever, since several companies are usually involved in the AM value and supply chain, quality
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documentation must be consistent across companies and transparent, tamper-proof and tracea-
ble for all participants.

The aim was therefore to improve this situation through research in order to achieve a more
predictable and reproducible quality of AM processes and parts. Based on the existing QM and
QA processes, a concept was developed that incorporates these areas and expands, links and,
of necessary, optimizes them with digital solutions. In principle, the investigations carried out
can be divided into two areas with three objectives. On the one hand, in an overarching block-
chain area with a focus on digital QM and the development of a cross-company blockchain-
based AM part record. The specific aim is to create a transparent, tamper-proof and traceable
decentralized structure that can be mapped digitally, is cross-company, resource-efficient (in
terms of cost, effort, time) and expandable. On the other hand, into an Al and ML area with the
analysis of manufacturing data as well as the development and implementation of intelligent
algorithms to support conventional QA processes in 3D printing. This is intended to enable fast,
efficient, cloud and data-based alternatives for QA in AM that allow real-time process analyses
and can be integrated into the higher-level digital QM. Both together then form the basis for a
coherent, digital AM quality assurance system that builds on existing QM and QA solutions
and contains all relevant information and data from the AM value chain and the respective
transaction processes. The digital mapping of all quality-relevant data of a printed part across
company boundaries in the digital quality assurance system to be developed should ultimately
enable fast, automated information distribution of the production data analyzed in real time,
which in turn allows immediate reactions to the printing process to be derived. This will form
the basis for future closed-loop feedback systems that can achieve better predictability and re-
producibility in AM processes through automated system parameterization. In addition, exist-
ing concepts such as digital twins as well as centralized, cloud-based data analyses can be inte-
grated into the digital quality assurance system and provide solutions specifically for the rapid
information feedback of the analyzed data to the 3D printers. Ultimately, this will also enable
users of the technology to significantly improve part quality and reduce scrap and manufactur-
ing costs in 3D printing. For authorities and certification bodies, the quality assurance system
will also provide the opportunity to offer accelerated digital certification and qualification pro-
cesses.

Accordingly, the individual scientific publications present exemplary implementation solutions
that demonstrate the functionality of the individual aspects of the digital quality assurance sys-
tem. Thus, with a smart contract, the concrete value chain of an AM sample process is linked

via a web application with a decentralized data storage, a blockchain and interfaces for data
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input and output. This forms the basic framework of the digital, cross-company QM in the form
of an AM part record. Using special ML algorithms, two effective data-based QA methods are
also implemented, each in its own publication, which represent digital alternatives or supple-
ments to conventional QA solutions and also enable real-time analysis of large manufacturing
datasets. The solutions developed also differ in terms of the type of data analyzed (images and
sensor data), which illustrates the great potential of data-based quality assurance. Complex neu-
ral networks are used to create a comparable analysis basis for image and sensor data. Specially
adapted algorithms developed for the AM data at hand are first trained with specially created
datasets and, after the training phase, independently generate compact quality statements about
the printing process. Only these extracted analysis results, as well as other quality-relevant data
and a reference to the storage location of the entire datasets, are then transferred to the digital
part record, saving time, costs and labor. The analysis results are also reported back to the pro-
duction systems as feedback as part of a closed-loop system in order to be able to react to any
irregularities detected on site and to be able to optimize the printing process.

Finally, the AM part record can also be used to create a digital certificate for documentation
and compliance with special boundary conditions and specifications, which is handed over to
the part users with the physical AM part. Via this certificate, the user can obtain information
about the quality and production history of his part at any time. In addition, the part user and
other parties involved can add further data to the AM part record during the use phase of the
part up to recycling. All parties involved in the manufacturing process have tamper-proof access
to the value-added data of the part at all times and can in turn use this data to optimize their
manufacturing processes. The digital quality assurance system thus offers AM a digitized QM
process with an integration and holistic view of QA, QC and quality documentation across the

entire value chain of the part and thus new, previously unavailable possibilities.
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4 Results

4.1 Development and implementation of data-based quality assurance methods

for additive manufacturing (from [I] and [II])

The publications [I] and [II] contribute significantly to the first research focus of the dissertation
with the development and implementation of ML algorithms for data-based and non-destructive
QA processes in AM. In addition, aspects of data collection, data processing, and data analysis
of both publications can also be partially attributed to the third focus of the thesis, which is the
conceptual linking of blockchain-based QM and data-based QA to a real-time digital quality

assurance system.

4.1.1 Machine learning architectures for image-based defect detection in selective laser

sintering (from [I])

For the development of ML architectures for image analysis, a small dataset of images of the
powder bed surface of an SLS printing process (see Figure 14) was first created. A uniformly
distributed powder bed, without irregularities, is desirable for good quality of the printed parts,
see e. g. Figure 14 (a) and (c). However, various irregularities can occur in the powder bed,
such as foreign bodies, part edges, powder accumulations and powder trenches, which are col-
lectively referred to as powder bed defects and are shown in Figure 14 (b) and (d). These powder

bed defects can lead to deficiencies in part quality and part properties, and even up to quality-

related rejects of parts, but this is to be avoided or reduced by ML.

(a) (b) (©)

(d)

Figure 14:Image examples from the dataset of a SLS print job with: (a) a powder bed without sintered elements

and irregularities; (b) a powder bed without sintered elements with irregularities; (c) a powder bed with a sin-
tered element without irregularities and (d) a powder bed with a sintered element and irregularities (according to

[1], CC BY 4.0 (https://creativecommons.org/licenses/by/4.0/)).

After the dataset was created, the SLS powder bed images were preprocessed for analysis with
the VGG16 CNN as well as the Xception CNN and enhanced by special data augmentation.

Subsequently, the selected CNN models were integrated into an ML architecture suitable for



Results 36

the dataset and for defect detection with pre-trained weights of the ImageNet dataset and a
transfer learning process. (see Figure 15). In three experiments, a performance analysis of the
VGG16 and Xception architectures was performed with and without neural network pretraining
and with and without data augmentation of the dataset to find the most effective ML architecture
configuration with the best results. The results were then presented and summarized in the form
of confusion matrices. Additional metrics were derived from the CM to evaluate the perfor-
mance of the CNN models, such as accuracy, precision, and recall. ROC curves and associated

AUC measures are also useful metrics and were obtained, too.
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Figure 15: ML architecture of the transfer learning process with the powder bed data (according to [I], CC BY
4.0 (https://creativecommons.org/licenses/by/4.0/)).

4.1.2 Performance evaluation of an automatic classification method of powder bed de-

fects (from [I])

The best performance was achieved with a test accuracy of 97.7% and a ROC AUC value of
0.993 with the pre-trained VGG16 architecture without data augmentation (see Table 5, 2™
experiment). With 95.8% test accuracy and a ROC AUC value of 0.982, the pre-trained VGG16
architecture with data augmentation achieves only a slightly worse value (Table 5, 1% experi-
ment). However, this is the only configuration in which the Xception architecture also provides
comparatively good classification, with 89.4% test accuracy and a ROC AUC value of 0.934.
The ROC curves of all model architectures and configurations correlate with these results and
are shown in Figure 16. The VGG16 architecture shows higher AUC values in the 1 as well

as in the 2" experiment. The AUC values of the Xception architecture are lower, which is
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reflected in flatter ROC curves. This diagram also clearly shows that no classification took

place in the 3™ experiment and that the ROC curves basically correspond to a random guessing.

Table 5: Confusion matrices and performance parameters for the examined CNN architectures for the classifica-

tion of powder bed defects at the SLS process for all experiments carried out (according to [I], CC BY 4.0

(https://creativecommons.org/licenses/by/4.0/)).

Experi-  Model Confusion Accuracy Precision  Recall FPR F1- ROC-
ment Matrix (TPR) Score AUC
VGG16 490 10 0.958 0.980 0.939 0.021 0.959 0.982
Lt 32 468
. 459 41
Xception 65 435 0.894 0.918 0.876 0.086 0.897 0.934
496 4
VGG16 0.977 0.992 0.963 0.008 0.977 0.993
ond 19 481
. 500 0
Xception 500 0 0.500 1.000 0.500 0.500 0.667 0.514
VGG16 180 320 0.515 0.360 0.522 0.489 0.426 0.525
31 165 335
. 500 0
Xception 500 0 0.500 1.000 0.500 0.500 0.667 0.526
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Figure 16:ROC curves and AUC metrics of the implemented models. The dashed lines represent the ROC curve

of a completely random classifier and that of a perfect classifier. Plot of the ROC curves of the implemented

models (left) and zoomed in version of the top part plots (right) (according to [1], CC BY 4.0 (https://crea-

tivecommons.org/licenses/by/4.0/)).

Finally, for a better visual explanation of the results, a Grad-CAM representation was created

for selected test images. For this purpose, the activation maps of the pre-trained VGG16 and

Xception models are presented and highlighted based on the gradients of the last convolutional

layer. Here, the areas of the image that are most interesting for the algorithms' decision making

are highlighted in red and the fewer interesting areas are highlighted in blue (see Figure 17).

Thus, under certain conditions (pre-training and data augmentation), both ML architectures



Results 38

investigated are in principle capable of detecting and localizing irregularities in the powder bed,

with the VGG16 model architecture performing better overall than the Xception architecture.

(VGG16) (VGG16 Grad- (Xception) (Xception Grad-
CAM) CAM)

Figure 17: Activation maps for powder bed recordings during the SLS process with visible powder bed defects

(according to [I], CC BY 4.0 (https://creativecommons.org/licenses/by/4.0/)). Defects were detected and local-
ized by the CNN architectures. With the VGG16 model, a more precise localization of the effects could be

achieved than with the Xception model.

4.1.3 Machine learning algorithms for sensor-based data classification in fused deposi-

tion modelling (from [II])

Complementing the image-based ML defect analysis, a completely different type of data was
also investigated and thus an intelligent classification of sensor data by ML algorithms was
developed. For this, the environmental process parameters temperature, humidity, air pressure
and gas particles, which were recorded via an environmental sensor during several, differently
parameterized FDM prints, were sequenced according to a newly developed data pre-processing
strategy (see Figure 18) and pre-classified into different 3D printing conditions. A sensitivity
analysis was then performed to determine the relevance of each recorded sensor parameter to

the ML analyses, with atmospheric pressure having the greatest impact on classification.
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Figure 18: Data preprocessing steps carried out for the ML investigations with the environmental sensor data (ac-

cording to [II], Copyright Elsevier).

The sequenced data from the datasets of each FDM print job were then stored in a larger, un-
balanced dataset (main dataset) and a smaller, balanced dataset (ablation dataset). An unbal-
anced dataset is more likely to reflect the reality of printing, as the printing process is always
optimized for a good print result and thus more good data sequences are available. A balanced
dataset provides more detailed insights into the effectiveness of ML analyses. Both datasets
then served as the basis for data analyses based on a supervised learning classification approach,
in which individual 3D printing states were classified based on specific features resulting from
the partially different process parameterization (see Table 6) in the sequenced data runs by

various state-of-the-art ML algorithms.

Table 6: FDM process characteristics for different 3D printing conditions (see full table in publication [I1], Copy-

right Elsevier).
3D printing condition normal 01 defect 01 defect 02 defect 03 defect 04 defect 05
FDM process characteristic optl'mal old new higher higher blocked
settings filament  nozzle temperature  speed nozzle

In the studies, ML models of different complexity were then implemented in a comparable and
reproducible manner with a uniform process flow and trained with (1% experiment) or without
(2" experiment) the weighty air pressure parameters. Purely in terms of classification results,
all the ML algorithms studied perform very well on the larger main dataset, with accuracies

ranging from 94.7% to 99.9% (see Table 7).

Table 7: Performance metrics for ML algorithms for the classification of sensor data at the FDM process for all

investigations with the main dataset (the full table can be found in publication [II], Copyright Elsevier).

Experi- Model Accuracy  Macro Avg Macro Avg Macro Time

ment Precision Recall F1-Score [mm:ss]

I MLP 0.999 0.999 0.998 0.999 00:20
1D CNN 0.999 0.999 0.999 0.999 09:01
RNN LSTM 0.991 0.986 0.989 0.988 17:23
InceptionTime 0.999 0.999 0.999 0.999 39:16
XceptionTime 0.997 0.997 0.996 0.997 38:03

XCM 0.999 0.999 0.999 0.999 19:15
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2nd MLP 0.947 0.968 0.938 0.952 00:20
1D CNN 0.952 0.976 0.941 0.958 08:47
RNN LSTM 0.989 0.985 0.987 0.986 16:39
InceptionTime 0.953 0.976 0.942 0.959 37:21
XceptionTime 0.952 0.977 0.941 0.959 37:41
XCM 0.951 0.975 0.941 0.957 15:01

However, this is not confirmed in the accuracy and loss curves of the training and validation
data, especially for the second experiment without the air pressure values (see Figure 19). With
the exception of the XceptionTime algorithm, the validation loss curves are very noisy and no
longer decrease steadily, but increase again after some time. This is characteristic for overfitting
and indicates that the algorithms cannot apply the learned information to new, unknown vali-
dation data. Exceptions are the XceptionTime and the RNN algorithm. Both algorithms

achieved the best results overall with high performance metrics and good robustness against

overfitting.
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Figure 19: Training and validation loss plots of the used ML algorithms with the main dataset (according to [II],
Copyright Elsevier).

The effectiveness of the XceptionTime as well as the RNN algorithm was then validated again
with the ablation dataset in two experiments, with and without air pressure values, but only the
XceptionTime algorithm achieved very good classification results with about 97.0% accuracy
as well as excellent training and validation loss results (see Table 8 and Figure 20). In this way,
an effective classification of 3D printing condition classes could be enabled. As a further result

of the investigations, however, it was also found that the computing times of the individual
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algorithms increase with increasing complexity and that XceptionTime in particular required

the most computing time.

Table 8: Performance metrics for the RNN LSTM and XceptionTime algorithm for the classification of sensor

data at the FDM process for all investigations with the ablation dataset (see full table in publication [II], Copy-

right Elsevier).
Experi- Model Accuracy  Macro Avg Macro Avg Macro Time
ment Precision Recall F1-Score [mm:ss]
s RNN LSTM 0.741 0.750 0.632 0.686 03:41
XceptionTime 0.972 0.973 0.827 0.894 07:17
2nd RNN LSTM 0.676 0.683 0.670 0.676 03:16
XceptionTime 0.969 0.970 0.830 0.895 07:09
Ablation study Ablation study
RNN LSTM Training and validation loss XceptionTime Training and validation loss
Le ] e r Lst Validation loss |
1.6 1 1 147 ===- 1st Training loss 8
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Figure 20: Training and validation loss plots of the RNN LSTM (left) and XceptionTime (right) algorithms with
the ablation dataset (according to [II], Copyright Elsevier).

4.1.4 Evaluation of a proof of concept data analysis method for classifying 3D printing

conditions (from [II])

In a first proof of concept, the results of the promising XceptionTime data analyses were com-
pared with optical 3D scan part quality investigations. For this purpose, the FDM components
printed during the individual print jobs were first optically scanned and compared with their
CAD reference geometry in order to subsequently determine the dimensional deviations result-
ing from the printing process and also to be able to derive the 3D printing condition classes (see
Figure 21). However, the dimensional deviations in the 3D printing conditions studied are usu-
ally relatively small and difficult to detect visually.

Yellow and green areas in the 3D scans represent very small to small negative deviations, blue
areas visualize larger negative deviations compared to the CAD reference and red areas maxi-

mum positive deviations. Gray areas could not be detected by the scanner. The set 3D printing
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conditions with the associated FDM process properties can be found in Table 6. All 3D scans,
with the exception of defect 05, look very similar at first glance. Only a closer look reveals
minor deviations. The "normal 01" print condition forms the reference with optimum print set-
tings and a maximum deviation of +0.10 mm to -0.32 mm. In comparison, the "defect 01" print
condition has a slightly higher negative deviation of -0.34 mm. The 3D printing conditions
"defective 02" and "defective 03" again show slightly higher positive deviations of +0.11 mm
to "normal 01", but are visually indistinguishable from each other. The "defect 04" condition
deviates slightly more from the optimal conditions, both positively with +0.15 mm and nega-
tively with -0.35 mm. Overall, the differentiation of 3D printed conditions based on the 3D
optical scans is difficult. The results of ML data analysis of environmental sensor data show a

more effective alternative in this respect.

(normal 01) (defect 01) (defect_02)

[mm]

[mm] [mm]
H i 025

¥ o011

(defect 03) (defect_04) (defect_05)

Figure 21: Dimensional control with an optical 3D light scanner to compare the quality of the printed parts with

the different printing conditions (according to [II], CC BY 4.0 (https://creativecommons.org/licenses/by/4.0/)).

4.2 Blockchain-based additive manufacturing quality management (from [III])

The publication [III] addresses the second research focus of this dissertation, the development
and exemplary implementation of a blockchain-based, cross-company digital QM for all qual-
ity-relevant data in the AM value chain. In addition, the third research focus of this thesis, the
conceptual linking of blockchain-based QM and data-based QA to a digital quality assurance

system, is again addressed in detail.
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4.2.1 Development and implementation of a basic digital quality assurance concept as

a blockchain-based additive manufacturing part record (from [III])

ML analyses of image and sensor data leads to large volumes of data, analysis results and qual-
ity insights that need to be managed securely, traceably and increasingly digitally inside and
outside of a single company as part of QM and QA. For this purpose, this data must also be set
in relation to the existing QM as well as the conventional QA in AM and merged with the
present structure. To this end, a concept was developed (refer also section 3) that digitally maps
the value chain of the metal FDM process via a dApp based on a smart contract and blockchain-
based as well as decentralized data processing and data storage solutions. The objective here is
to digitally record the data of all physical and digital manufacturing process steps as part of an
overarching digital quality assurance system. This quality assurance system was implemented
as a prototype in the form of a digital AM part record in which all quality-relevant data of an
additively manufactured part are summarized in a tamper-proof, traceable and transparently
accessible manner. The manufacturing documentation of the digital AM part record for a me-
tallic FDM part was thereby divided into four processes with the associated data (see Figure
22). In a development, manufacturing, sintering and control process, quality-relevant data is
recorded, collected in special documents and stored cryptographically in the decentralized off-
chain storage system IPFS. References to the file storage location, as well as specific manufac-
turing data and events of all participants, are also captured via a smart contract and then stored
separately as well as automatically on the Ropsten Ethereum testnet blockchain on-chain. Via
the blockchain explorer Ropsten Etherscan, the current on-chain part data is available to the
customer or downstream service providers after each manufacturing process.

The general architecture of the AM part record is based on the value chain of the metal FDM
process and consists, on the manufacturing side, of the QM and QA of the parties involved in
the value creation, of a dAapp composed of web application, decentralized storage, blockchain
and smart contract, of the transport transactions as well as, on the customer side, of the manu-
factured AM part, the transparent access to the quality documentation data via the blockchain
explorer Ropsten Etherscan as well as the final acceptance decision of the customer (Figure
23). Within this architecture, all involved actors, applications and processes of the digital AM

part record, as well as their respective interactions with each other, are digitally linked.



Results 44

|Development process _— —_— |Sinter process

Debinding Sintering

j i Slice data
Project data Design data data data Part transfer
AM part record
i : i Off-chain data (IPFS)
. + .
* Project No. * Design date * Slicing date = Material docs * Printing date = Postprocessing = Debinding * Final guality ® Acceptance
* Order date * Designer * Slicing files = Batch No = Printer info date detalls control date Information
= Part title » STL file * Print file = Certificates = Data = Part treatment = Sintering = Inspector = Owmership
] i = Quality repert T details * Quality report T transfer
* Quality reperts ® Payment
H H ¥ H i
On.chaln data | Part title | | IPF5 CID string |
(E’thel’eum} I Addresses | | Transactions |

Post
>"8Wﬂﬂ| data >> M?::La:tt‘nr- >> PW':;::MG >> Part Imnsfer> Quality data Part transfer > Part delivery >

| Manufacturing process | Control process

Figure 22: Manufacturing processes of a digital, secure and trustworthy AM part record with important parame-

ters to be stored on a blockchain (according to [III], CC BY 4.0 (https://creativecommons.org/licenses/by/4.0/)).
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Figure 23: Architecture and process flow for the proposed blockchain-based digital AM part record.

The digital implementation of the developed quality assurance system as an AM part record

was usefully shown in a demonstration study on a metal FDM process. All system components



Results 45

and processes were successfully tested and evaluated using three sample parts. Ultimately, all
quality-relevant data of the AM value chain of the parts under consideration were digitally rec-
orded and stored decentrally in individual part records. The references to the decentralized stor-
age locations as well as specific process events were successfully captured via a smart contract
and automatically stored on the Ropsten Ethereum Blockchain. Via Ropsten Etherscan, this on-
chain information can be retrieved at any time in a transparent, traceable and tamper-proof
manner by specifying the address of the smart contract.

In addition, concrete objectives were defined, which could also be almost completely imple-
mented with the digital quality assurance system, to enable an evaluation of the AM part record
with regard to digital integrity, costs, efficiency, traceability, availability and expandability. It
was shown that the AM part record enables both digitized part and FDM process documentation
as well as decentralized storage of conventional quality documentation processes (e.g. paper-
based logs and certificates, etc.) across multiple companies. The costs incurred in the process
were evaluated and documented in the demonstration study using an example part. Depending
on the blockchain used as well as the data traffic available there at the time of data storage,
transaction costs of approximately €17.72 were incurred. The AM part record thus offers an
economical alternative or relatively low-cost supplement to existing solutions, such as time-
consuming paper-based documentation processes or expensive process management software.

However, the solution is not yet effective enough, especially for decentralized storage of large
amounts of data. For this aspect, the AM part record must still be conceptually expanded and
implemented accordingly in the future. In this context, a concept was first developed that rep-
resents an intelligent evaluation of manufacturing data by means of ML algorithms and only
stores the results of the analyses decentrally. The actual manufacturing datasets are stored cen-
trally. With regard to traceability, it could be shown once again that a detailed, traceable and
tamper-proof documentation of the entire value chain and the information flow is possible
through the AM part record. In addition, this form of quality assurance offers constant and
location-independent availability of data as well as relatively fast updating of production and
quality information for all parties involved. Finally, the AM part record also has good expansion
possibilities. By integrating certification facilities and regulatory authorities into the digital pro-
cess flow, certification processes for AM parts could be simplified or accelerated, for example,
by providing these parties with digital access to the QA data immediately after decentralized

storage.
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4.2.2 Integration of machine learning methods and blockchain technology into a digital

quality assurance system for additive manufacturing (from [I] - [III])

Conventional QA methods (e.g., checklists and reports) have already been considered in the
development of the AM part record as well as in the printing of sample parts as part of the
demonstration study. In data-driven QA, e.g. through ML analyses, key elements such as data
acquisition and data storage have also already been considered. Analogous to the image analysis
in the SLS process, here images of each individual FDM print layer were captured via a camera,
and also analogous to the FDM environmental data analysis, in-situ process data were captured
via an environmental sensor. The data generated in the process very quickly comprises several
gigabytes of storage capacity, which rules out storage on the blockchain from the outset due to
storage limits and costs. Decentralized storage of large amounts of data has also been shown in
the studies to be inefficient and unsustainable due to cryptographic security principles involved
in frequent digital transmission and duplication of data. Instead, the FDM manufacturing data
was stored on a central server and only the online address of the records was noted in the AM
part record.

Based on this, a more efficient solution was conceptually discussed, which also considers the
data analysis and the storage of the ML-based analysis results in the AM part record. Here,
manufacturing data is captured outside the AM part record by the manufacturing company (e.g.,
in a digital twin), stored locally and analyzed by ML algorithms, and only the analysis results
extracted from the data are then stored decentrally in the part record and shared with other
stakeholders. This eliminates the need for decentralized storage of large amounts of manufac-
turing data, which significantly improves the efficiency and sustainability of the part record.
With an adapted data processing structure, corresponding ML analyses can thus also be carried
out in real time and process irregularities and quality defects can be quickly detected. As part
of a closed-loop quality control system, the printing process can then be automatically opti-
mized via direct process feedback. To do this, trusted sensors that are constantly connected to
the Internet must send sensor data in a traceable and near real-time manner to a cloud-based
database, where it is evaluated directly via automated analysis scripts and pre-trained Al algo-
rithms. The results can then be retrieved in real time and alarms triggered directly when thresh-
olds are exceeded or sensor signals are absent. In turn, these messages must be automatically
captured via an extended smart contract and stored on-chain on a blockchain. Ultimately, the
data remains local in the cloud and only the analysis results are stored in the AM component

file.
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5 Discussion

In this chapter, the three main research areas of the thesis are discussed. For this purpose, the
results from the attached publications are considered and related to the overall objective of the

dissertation.

5.1 Development of non-destructive quality assurance methods for additive

manufacturing processes based on machine learning (from [I] and [II])

During the investigations on non-destructive quality assurance with methods of artificial intel-
ligence, findings were obtained in the publications [I] and [II], which on the one hand can be
assigned to AM as well as especially to the QA of AM processes, but on the other hand also
provide information on the development of ML algorithms. In section 5.1.1, these aspects are
subsequently considered based on the findings from [I]. Section 5.1.2 discusses the individual

findings based on the results from [II].
5.1.1 Machine learning for defect detection in selective laser sintering

The ML-based method for defect detection of powder bed images during selective laser sinter-
ing delivers excellent results, so that it enables in principle a very well-functioning non-destruc-
tive quality assurance of AM parts. From the results of the 1% experiment in Table 5 with algo-
rithm pre-training and data augmentation, it can be concluded that the VGG16 model architec-
ture has better performance than the Xception architecture. Thus, the developed VGG16 CNN
architecture is more suitable for making predictions about the quality of unseen powder bed
images.

The results of each experiment from Table 5 show the influence of pre-training and data aug-
mentation on model performance. The results of the 2™ experiment show that the pre-trained
VGG16 model without data augmentation even achieves slightly better performance metrics
than the 1% experiment with data augmentation. This is basically understandable, since the data
augmentation extends the relatively small image dataset in the 1% experiment by special opera-
tions (image rotation, image mirroring, etc.) and thus has a larger training base with increased
complexity and lower similarity of the individual images compared to the 2™ experiment, which
ultimately complicates the image classification for the ML models. According to Chollet [100],
this is also a desired effect to allow better generalization of the models and to avoid overfitting.
For the Xception model, it is obvious in the 2™ experiment that no learning effect has occurred
and the model cannot classify the data without data augmentation. This is due to overfitting,
which may have occurred because the model learned misleading or irrelevant information for

classification during training, or because it has a too complex structure to learn from a smaller
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database. A similar behavior is seen for both ML models in the 3™ experiment, where there was
no pre-training but again data augmentation. With both model architectures, no learning suc-
cesses could be achieved, which can also be attributed to overfitting, which probably also oc-
curred here due to the too small data basis as well as a too short training time.

So, in summary, the presented method with data augmentation and a pre-training with the
ImageNet dataset is beneficial to achieve better classification results and to implement more
robust models. Data augmentation effectively avoids overfitting by increasing the size of the
database and the complexity of the data. Pre-training with the weights from the ImageNet da-
taset also saves significant computational effort, since it has already been done there and the
models can build on it. Furthermore, it could be shown that both investigated CNN model ar-
chitectures can learn features from the image data as described in the literature (see also Figure
10 as an example) in order to be able to automatically evaluate the quality of the powder bed
images afterwards. This can provide data-based support for conventional QA of additively man-
ufactured parts, e.g. as a supplement to downstream, non-destructive evaluation of part quality
or also as in-situ monitoring of the AM process.

The activation maps created were also used to show how the algorithms identify and locate the
defects in the powder bed. Figure 17 again shows that the VGG16 model architecture was able
to identify the defects more accurately than the Xception architecture and is therefore more
suitable for image analysis for QA in SLS. One reason for the better performance could ulti-
mately be the complexity of the model. The VGG16 model used has a large number of model
parameters (about 138 million) distributed over relatively few model layers (23), which allows
a very detailed analysis of the image data [170]. The Xception model comprises significantly
fewer parameters (approx. 23 million), which are distributed over much more layers (126)
[171]. Because of this deeper model structure, the Xception model also requires a larger amount
of data to learn sufficiently.

Accordingly, the lack of available data was a major problem in the developed ML classification
of powder bed defects. Usually DL models are trained with several 10000 image data [114].
Training CNN with a small dataset of a few 1000 images can easily lead to inaccurate classifi-
cations and affect the generalization ability of the models. The imbalance of the dataset with a
lack of defect images is also seen as limiting in the studies. The performance of the presented
models could be increased if more images with visible powder bed defects were available.
However, to evaluate whether more data actually lead to better and more resource-efficient

results, further studies should first perform a so-called ablation study [172].
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In addition to the lack of data, another difficulty with these studies was the interpretation of the
visualization results of the CNN models. A deeper understanding of the visual properties of a
digital image and the individual convolutional operations within the neural networks is required
to explain the predictions and visualization results in detail. The resulting activation maps were
included in this context and analyzed in a basic way, but further explanation is needed to un-
derstand why the model emphasizes certain areas of the picture. These interpretation issues

should be further investigated in the future, especially with larger datasets.
5.1.2 Machine learning for intelligent data analysis in fused deposition modelling

In addition to image analysis of SLS powder bed images, a second data-based ML method was
developed to also use sensor data to support conventional QA processes and to classify them
intelligently and automatically into special printing condition classes using FDM printing as an
example. Based on the results of the SLS image analyses, extensive datasets were directly cre-
ated here and an ablation study was performed.

With the experimental setup for data acquisition, various environmental sensor data such as air
pressure, humidity, temperature and special gas particles can be recorded directly at the extruder
during the FDM process and further processed in a simple way. Analysis of the acquired and
pre-processed data is then possible through a supervised learning classification approach using
state of the art ML algorithms. Thus, different 3D printing conditions can be characterized and
used for effective training of ML algorithms. Finally, the trained ML algorithms enable auto-
matic classification of the environmental sensor data into appropriate 3D printing condition
classes.

Not all environmental sensor data are equally important for ML analyses in this context. A
sensitivity analysis carried out showed that AM-relevant process parameters can have different
significance in the ML context. In particular, barometric air pressure is usually not of great
importance for the printing process, but it is for the ML analyses. In the studies conducted here,
it was the most relevant, followed by humidity, temperature, and gas particles. It should be
noted that the use of an open 3D printing system means that the external environmental influ-
ence on the data is more pronounced and thus changes in environmental conditions can be more
strongly reflected in the ML analyses than in a closed system. However, the strong relevance
of barometric air pressure to the ML analyses is ultimately understandable because the patterns
in this sensor parameter are relatively pronounced and thus dominant. Air pressure is always
fairly constant, and even small variations or differences in pressure between individual data
sequences are clearly visible to the algorithms. All other environmental parameters are noisy

and the patterns in them are less clearly visible.
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The importance of air pressure is evident in the results of the experiments conducted with and
without the barometric air pressure data included in the analyses (see Table 7 and Table 8). The
inclusion of the air pressure values irrelevant for the AM process (1% experiment) initially in-
creases the calculation effort slightly in principle. However, the performance of the ML algo-
rithms without the air pressure data (2" experiment) is always worse and tends to overfitting.
Thus, the barometric air pressure parameters basically have a stabilizing influence on the anal-
yses and contribute to a better generalization of the studied ML architecture. This in turn ulti-
mately has a positive effect on the classification of new, unknown data. Therefore, despite a
somewhat higher resource consumption, it may make sense to collect as many process param-
eters as possible with little effort in order to first investigate their respective relevance for ML
analyses and their influence on their generalization capability.
Furthermore, the investigations with the main dataset show that all algorithms classify similarly
well (see Table 7), whereby simpler algorithms require significantly shorter computing times
and are therefore more resource-efficient. However, considering the susceptibility to overfitting
(see Figure 19), only two algorithms, the simpler RNN LSTM and the more complex Xception-
Time, achieve really good results with effective classification. But, this effectiveness could only
be confirmed for XceptionTime in the ablation study with the smaller ablation dataset (see Ta-
ble 8). This modern algorithm copes with less and at the same time more differentiated data
much better than the RNN LSTM, where no classification took place and already in the 1%
experiment (with the stabilizing air pressure values) an overfitting of the training data occurred
(see Figure 20). In accordance with this finding, the following further conclusions can be de-
rived specifically from the ablation study performed:
e For effective classification of sensor parameter sequences, larger datasets with as
many recorded sensor parameters as possible are useful.
e For small datasets, modern and more complex ML algorithms are more effective than
simple algorithms in classifying sensor data sequences.
e With little data and no air pressure values, the XceptionTime algorithm classifies very
effectively and is also robust against overfitting.
e XceptionTime also generalizes very well with more complex data and basically al-
lows effective classification of 3D printing conditions with environmental sensor data.
Overall, the results of the ML analyses can make a productive contribution to QA in AM. The
trained algorithms can, for example, analyze data in parallel with process monitoring and pro-
vide information relatively quickly about the current and further expected print quality. Fur-

thermore, based on the presented ML analysis method, intelligent online services can be
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developed in the future that interact with 3D printers connected via the Internet and continu-
ously monitor the printing process as well as automatically optimize it. In addition, the gener-
ated ML results can also serve as a supplement to conventional QA or even replace established
quality assurance procedures such as optical 3D scans. A 3D scan can usually only be used
superficially and only after the part has been manufactured, and is also very poor at distinguish-
ing between different printing conditions. ML, on the other hand, is much better suited to clas-
sify printing conditions with special algorithms. Corresponding ML analyses also enable QC
for external as well as internal part structures and can be performed faster, more precisely, more
simply and integrated into production. ML data analysis are also non-destructive, relatively
inexpensive to implement, and enable process-integrated, 100% QC as well as documentation
in near real-time.

However, for a corresponding industrial application of the presented methods, improved and
increasingly automated data processing and data analysis procedures must first be developed.
In addition, more and more diverse 3D printing data needs to be included in the algorithms'
database to ensure a more robust classification. Finally, in view of the constantly growing vol-

umes of data, aspects of data management must also be considered.

5.2 Development of digital quality management for additive manufacturing

based on blockchain technology (from [III])

The management of manufacturing data was considered in the development of the digital qual-
ity assurance system in the publication [III]. In this context, the combination of AM and block-
chain technology for quality improvement was also fundamentally investigated and a block-
chain-based QM for digitally mapping the value chain of a metal FDM process was initially
designed. In the course of this, all physical and digital data of the individual manufacturing
process steps, in particular also image and sensor datasets for ML analyses, are also recorded.

The digital quality assurance system was then implemented as a prototype in the form of an
AM part record, based on the concept of a digital QM (see also section 3, Figure 13), and vali-
dated in a demonstration study on three concrete part examples. In this context, the AM part
record represents the practically implemented and functional development status of the digital
quality assurance system, which in principle enables cross-company digital QM of data along
the entire AM value chain and also includes data from conventional and data-based QA meth-
ods. The definition and implementation of concrete goals, which are to be achieved with the
new digital quality assurance system and have also been largely achieved so far, show that the

quality of AM can already be fundamentally increased through the use of the AM part record.
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Due to the unchangeable storage of all manufacturing-relevant events and protocols on-chain
on the blockchain or traceable and tamper-proof off-chain in the IPFS, every transaction and
documentation of the FDM value chain can be digitally tracked and traced. This enables, for
example, detailed process reproducibility and repeatability, a high degree of certainty with re-
gard to process conformity (to standards, guidelines, customer specifications, etc.) and in-
creased confidence in manufacturing and supply chains (with regard to the raw materials used,
qualification of the employees deployed, compliance with time specifications, etc.). In addition,
the data is no longer managed centrally by one party, but decentrally by its respective originator.
In this way, the originator can determine for himself with whom he shares which data, which
ultimately makes data manipulation more difficult and also serves data security. Moreover, the
risk of complete data loss is reduced because if one storage location fails, the data is still avail-
able elsewhere. However, the technological implementation is initially relatively demanding
and even a good implementation of the solution then still depends on physically correct and
conscientiously executed processes. Furthermore, the storage of erroneous information in the
blockchain cannot be automatically prevented, so that these errors are subsequently documented
in an immutable manner.

The cost analysis of the entire production documentation according to the functions defined in
the smart contract shows the cost efficiency of the digital documentation process. The creation
of a smart contract, the execution of a transaction, and the storage of data on the blockchain
incur costs in this context. Here, the creation of the smart contract is the most expensive step,
all other costs are comparatively low. The entire documentation of a metal FDM sample part
according to the prototypically implemented digital quality assurance system generates an ad-
ditional financial burden for QA processes in the amount of €17.66, which is distributed among
all parties involved in the manufacturing process and the smart contract. For smaller, low-cost
parts, this is a major cost point in conjunction with the normal manufacturing effort. For expen-
sive parts with higher unit costs, however, this is less significant, so that the AM part reord
represents an economical solution for the digital management of quality data here in particular.
In addition to the pure costs, there are also other aspects to be considered. For example, the use
of the AM part record enables transparency and security between the individual parties, it re-
duces the coordination and discussion effort through automatically executed transactions, and
it avoids miscommunication and unnecessary consumption of resources by being able to react
to changing boundary conditions and errors at an early stage. Ultimately, the solution is only
implemented as a prototype and still needs to be adapted for a performant function. The use of

another blockchain network should also be provided for, as the Ropsten test network is only for
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development purposes. Faster blockchain networks such as Hyperledger [173] or Polygon
(MATIC) [174] are recommended as alternatives.

When a smart contract function is executed, the blockchain address of the function caller is
always stored securely in the blockchain. The function caller can then be tracked at any time
and is accountable for his actions [175]. This means that all those involved in the value chain
already have detailed digital documentation of the transaction processes during the manufac-
turing process, which can be used to quickly identify the individual responsibilities in the event
of irregularities. However, it should be noted that the developed AM part record currently works
with the publicly available Ropsten Ethereum blockchain and, accordingly, privacy, confiden-
tiality, and trade secret issues must be considered. This is because the information stored on the
blockchain is cryptographically secured in principle, but in the current concept it can be de-
crypted by a specially programmed function in the smart contract. In this regard, the future use
of a private blockchain such as Hyperledger or the use of a transparent zero-knowledge proof
system such as ZK-STARK [176] could contribute to both better data protection and greater
acceptance of the developed AM part record.

The transaction processes and all other on-chain data are stored decentrally on the network
nodes involved in the network. This means that the information is redundantly backed up and
is still accessible even if a node fails. With the blockchain explorer Etherscan, this data can be
accessed at any time and from any location via the Internet. The fast update of the data depends
on the execution of the functions in the smart contract. In principle, digital documentation can
therefore take place immediately after the physical process has been carried out and can also be
viewed via Etherscan within a few seconds. This is much more effective than conventional
procedures, which require agreements to be made, data to be exchanged, partners to be informed
and, if necessary, authorized to view the data. In addition to data protection aspects and the
public accessibility of the data, however, it must also be considered that the blockchain network
is generally not self-governing and that unwanted changes, e.g., through updates, can occur at
any time.

Overall, the digital quality assurance system therefore currently covers only specific documen-
tation and storage processes on-chain. However, the system can be extended. For example, reg-
ulatory stakeholder (authorities) or certification bodies can also be integrated into the digital
quality assurance system. They will then also have transparent, traceable and secure access to
manufacturing and quality information, on the basis of which part certificates or process quali-
fications can subsequently be issued more quickly and easily. In order to make this possible,

the AM part record must find sufficient acceptance in the AM industry and be able to represent
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as many AM processes and procedures as possible in a suitable manner. Furthermore, legal
foundations for data protection must be clarified and solutions found for the lack of control over

the blockchain network.

5.3 Digital quality assurance system consisting of data-based quality assurance

and digitalized quality management (from [I] - [III])

In addition to general acceptance, the functionality and efficiency of the digital quality assur-
ance system are very important to be considered as a serious alternative for industrial AM ap-
plications. Functionally, an attempt was already made during the development of the AM part
record to enable a combination of blockchain-based QM and data-based QA through ML anal-
yses, and at least to map the data into the AM part record as well. However, this has proven to
be inadvisable in terms of efficiency, as the resulting data volumes are too large to store effec-
tively and sustainably on- or off-chain. There are also still limitations in the real-time evaluation
of the decentrally stored data, both in this respect and in general [177].

For this reason, a more efficient solution was designed in which data-based QA acts as a link
between conventional QM or QA and AM part record (see section 3, Figure 13). Thus, in the
future, an intelligent evaluation of manufacturing data is to be carried out by ML algorithms,
as has already been demonstrated in principle for image and data analyses in the SLS and FDM
process. The adaptation and optimization of the algorithms developed in [I] and [II] in combi-
nation with the building of a comprehensive AM training database can enable an intelligent and
automated evaluation of large amounts of data, extracting from the data of a manufacturing
process an overall result in terms of part and process quality, which is subsequently stored in
the AM part record. This eliminates the need for decentralized storage of large amounts of
manufacturing data, which would greatly improve the efficiency of the AM part record. Large
amounts of manufacturing data can then be stored locally as part of a digital twin, and stored as
before with a reference to the storage location in the part record. With powerful Al algorithms,
automated real-time analysis of AM process data is then already possible during the manufac-
turing process to quickly detect the occurrence of quality defects and process irregularities and
automatically correct them as part of closed-loop control by optimizing the process parameters.
In the future, in order to make this local process secure and traceable, the datasets and data
analytics must also be included in some form in the AM part record. Sensor data can be
streamed to a cloud and monitored in near real-time via special, trusted sensors that are always
connected to the internet. In the cloud, the data can then be evaluated directly by automated
analysis scripts and pre-trained Al algorithms and the results visualized. The exceeding of

threshold values, the detection of critical part defects or the failure of sensor signals can then
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trigger an alarm message, which in turn is stored transparently in the AM part record. In prin-
ciple, the large datasets and extensive analysis results remain locally in the cloud and only the
extracted alarm messages with references to further information are stored on the blockchain in
the event of irregularities. In this way, production data can be recorded immediately in the
future based on the adapted digital quality assurance system, evaluated and displayed almost in

real time based on data, and at the same time documented securely, transparently and digitally.
5.4 Summary and delimitation

In this cumulative work, a digital quality assurance system for AM was developed that extends
existing QM and QA processes with digital solutions based on blockchain technology and ML
methods. To this end, an overall concept was first developed that combines the general AM
value chain and the current QM and QA structures with a complementary digital QM and data-
based QA based on ML. The functionality of the digital quality assurance system was then
demonstrated and evaluated in detail in individual scientific publications through the practical
implementation of sample solutions. For this purpose, the digital QM was implemented in the
form of an AM part record based on blockchain technology, which can be used to digitally map
the AM value chain across company boundaries. In the context of data-based QA, two different
implementation examples for selected AM processes were presented. Thus, an image-based
defect detection for the SLS process and a completely different sensor-based print condition
classification for the FDM process were developed and successfully implemented. The inves-
tigations show that the implemented solutions offer new possibilities for all quality-relevant
AM aspects, both individually and in the context of the overall system, and contribute to a more
predictable and reproducible 3D printing process.

However, the digital quality assurance system is currently limited to the ML solutions and AM
processes under study. Extensive investigations on possibly more efficient ML approaches as
well as the implementation on further AM processes are no longer part of this work. Neverthe-
less, the transferability of the digital quality assurance system to other AM procedures is possi-
ble with isolated adaptations. In the developed digital quality assurance system there are cur-
rently also further technological limits in the areas of data processing and data storage, the
optimization of which outside the implementation examples is also no longer part of this work.

But even these limits can be overcome in the future through conceptual adjustments.
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6 Conclusions

Digital technologies such as blockchain or artificial intelligence (Al) systems have great dis-
ruptive potential to improve the quality of additive manufacturing (AM) and the repeatability
and reproducibility of AM processes with new methods and procedures. Different machine
learning (ML) algorithms have already been studied in the literature in this context, but could
not show detailed implementations as quality assurance processes. A blockchain-based AM
quality management that digitally maps the entire value chain of an AM process has not even
been explored yet.

In this work, a digital quality assurance system for AM is developed based on blockchain-based
quality management (QM) and data-based quality assurance (QA) through ML analyses. With
the implementation of data-based QA methods, a blockchain-based QM and the conceptual
linking of both aspects, three main areas of investigation were addressed in this context.

In this regard, different ML algorithms for data-based QA were first developed, implemented
and evaluated with respect to their performance. The suitability of special convolutional neural
networks (CNN) such as VGG16 for defect detection and image classification in powder bed
images in selective laser sintering (SLS) has been demonstrated, as well as the effectiveness of
state-of-the-art ML algorithms such as XceptionTime for the classification of sequenced envi-
ronmental sensor data in fused deposition modeling (FDM). Effective implementations of these
algorithms may ultimately provide complementary or alternative methods for nondestructive
in-situ QA.

Based on this, a digital, cross-company and blockchain-based quality assurance system for AM
was conceptualized and prototypically implemented as an AM part record for the value chain
of a metal-based FDM process. For this purpose, a digital QM consisting of a web application
for data collection, a decentralized data storage, a smart contract for automated processing of
manufacturing events and an Ethereum Blockchain for data documentation was developed first.
The solution, declared as an AM part record, thus enables digital QM with transparent, tamper-
proof and traceable documentation of all quality information along the AM value chain based
on cryptographic principles. The cost-effectiveness of the solution as well as its digital integrity,
traceability, accessibility and extensibility could be proven in a demonstration study. All these
aspects ultimately contribute to greater digitization and quality improvement in AM part pro-
duction. Deficits were only identified with regard to the effectiveness of decentralized storage
of large volumes of production data.

However, as part of the development and implementation of the AM part record, it has already

been conceptually investigated how these deficits can be remedied by linking data-based QA
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and blockchain-based QM to form an adapted digital quality assurance system, in order to en-
able real-time process data analyses and effective data storage and documentation processes in
the future as well. Through the ML-supported analysis of large amounts of data stored locally
in a digital twin extracts an overall result of the part and process quality from the data of a
manufacturing process, which is then stored in the AM part record in a tamper-proof and trace-
able manner. The use of sensors connected to the internet also makes the adapted digital quality
assurance system even safer and enables automated real-time analyses in principle.

This is where future research should start in order to implement, analyze and evaluate the de-
signed expansion of the digital quality assurance system. In addition, certification functions
should be implemented, authorities and certification bodies should be involved via the smart
contract, and an extension of the AM part record to other AM process chains and process flows
should be made. Especially in the ML context, the analysis efficiency and performance of fur-
ther algorithms need to be investigated to possibly achieve even better classification and defect
detection results. It should also be further investigated which data have which influence on the
AM process in order to better understand the AM process on the one hand and to be able to
evaluate the ML analysis results in a more differentiated way on the other hand. Moreover,
further data should be collected and summarized in increasingly complex training datasets to
continuously optimize the ML algorithms. Finally, the automation of the individual process
steps such as data acquisition, preparation, analysis, evaluation and presentation are also an
important research aspect in order to enable comparable and reproducible processes and results.
In this context, the development and definition of new standardization procedures is particularly

useful.
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Table A-1 : Test methods of additive manufacturing processes and parts.

Method

Type

Description

Visual inspec-

tion

Infrared thermal

imaging test

Penetration test

Eddy current
test

Ultrasonic test

Computed to-
mography (CT)

scan

Acoustic emis-

sion test

3D imaging

non-destructive,

ex-situ

non-destructive,
in- and ex-situ
non-destructive,
ex-situ
non-destructive,
ex-situ
non-destructive,

ex-situ

non-destructive,

ex-situ

non-destructive,

in- und ex-situ

non-destructive,

in- und ex-situ

Visual inspection is usually carried out with the naked eye, if necessary supported by aids such as magnifying glasses or mirrors, in

order to check surfaces, external structures and dimensions non-destructively and to draw conclusions about their origin [178].

Infrared thermal imaging can be used to non-destructively detect differences in the thermal radiation intensity of shapes and contours

in AM parts and clearly identify defects compared to the surrounding material [179-181].

A colored or fluorescent penetrant is applied to the surface of a non-porous AM part, penetrates surface defects by capillary action,

and can then be non-destructively visualized by the addition of a developer [10,179].

Electromagnetic induction on conductive AM parts induces eddy currents whose changes, e.g. due to surface defects, can be measured

non-destructively [179,182].

Ultrasonic waves are transmitted via a transmitter or a laser into a metallic AM part. Inside the part, the sound waves propagate and

are reflected differently at interfaces (e.g. cracks, melt defects, pores), which in turn can be detected non-destructively [179,183].

X-ray computed tomography (CT) can be used to create three-dimensional images of an AM part non-destructively by taking many X-
ray images around a rotational axis and using them to reconstruct a 3D model, for example, to identify internal pores and structural

irregularities [184,185].

Acoustic emission sensors can capture acoustic information of the AM process and infer different emission sources (such as cracks,

pores, specific process parameters, etc.) using different frequency spectra [186,187].

Using cameras and 3D scanners, the surface topography of AM parts can be digitally reconstructed with sometimes high precision and
then analyzed on a computer to characterize defects, deviations and geometries relatively quickly [188]. Mostly cameras are used to
observe the AM process [189]. Other 3D imaging techniques include interferometry, laser triangulation, structured light 3D scanners,

laser line scanners, and photogrammetry [188,189].
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Method

Type

Description

Data analytics
and machine

learning

Density and po-
rosity measure-

ments

Mechanical tests

non-destructive,

in- und ex-situ

non-destructive /
destructive,

ex-situ

non-destructive /
destructive,

ex-situ

ML and data analysis algorithms are increasingly used for non-destructive defect detection and in-situ monitoring in AM [137]. Vari-
ous 1D data (e.g. spectra), 2D data (e.g. images) and 3D data (e.g. tomography scans) are collected, analyzed and used to train ML
algorithms, which subsequently lead to an artificial control system and improve the quality of the AM part or, in the case of closed-

loop feedback to the AM machines, also minimize quality problems during the printing process [190,191].

Knowing the density and porosity of AM components is critical for quality assessment, but there is no preferred standard measurement
method for this purpose [192]. Commonly used measurement principles include microscopic analysis, CT scans, gravimetric analysis,

and gas pycnometry.

The analysis of the mechanical properties of AM parts forms the basis for comparison with conventionally manufactured parts in order
to assess the suitability of AM for use [193]. Typical mechanical test methods include hardness testing, tensile and compressive

strength testing, surface roughness measurement, fracture toughness and fatigue strength analysis.
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Appendix B - Functionality of neural networks

Artificial neural networks are modeled on the signal transmission between biological neurons
of the human and animal brain (see Figure B-1, left) [126]. To represent this natural model
artificially, contiguous layers of artificial neurons are usually represented (Figure B-1, right).
Neurons ‘ Layer 1 Layer 2 Layer 3
sl 7
N e -

Signals

Inputs Outputs

Figure B-1: Multiple interconnected neurons (left) and representation of an artificial neural network (right) ac-

cording to [126].

The model shown in Figure B-1 consists of three layers, each with three artificial neurons or
nodes. Each node here is connected to other nodes of the previous or following layer to form a
network. In order to learn, the strength of the connections between the nodes must now be
adjusted. For this purpose, each connection is first assigned a weighting (see Figure B-2). In
this regard, a low weight weakens a signal and a high weight strengthens it [126]. It follows
that not all nodes have to be connected to every other node of each layer, because some weights
can also become almost zero as the network learns. In concrete terms, this means that these
signals cannot pass at these points and the network has learned that these signals are not that

important.

Layer 1 Layer 2 Layer 3

_— —_—
Inputs Outputs
— —
—_— —_—

Figure B-2: Weighted neural network related to [126]. The small numbers illustrate the signal progression, e.g.

W, 3 means the signal goes from node two in one layer to node three in the next layer.
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The learning process for a small neural network is shown in Figure B-3, left. The output values
X of the next layer is calculated with randomly selected input values I and weights W of a layer

using matrix multiplication and activation function:

X=W xI (1)

<(input1 X wy) + (input, x W2,1)> _ (W1,1 Wz,1) (input_l) 2

(inputy X wy,) + (input, X wy,) Wiz W2z input_2
The activation or step function accepts the summed input signals and finally controls the output
of the output signal, taking a threshold value into account. If the combined input signal is not
large enough, the threshold function suppresses the output signal from passing through. How-
ever, when the input signal is large enough and reaches the threshold, the artificial neuron fires
and transmits the output signal [126]. A frequently used activation function is the sigmoid func-
tion, which does not have an abrupt jump but is smoother and thus appears more natural and

realistic:

1
Y= Grey )

The result of the activation function then represents the output of the node. For the nodes of the

second layer from Figure B-3, right it follows from equations (1) and (2):
_ ((1.0 x 0.7) + (0.5 x 0.9)) _ (115
X= ((1.0 x 0.3) + (0.5 x0.4)) ~ (0.5 ) @
The output signals from each node are then determined from the combined inputs and using the

sigmoid function of equation (3):

= (-6205) 0

These relatively complex calculations can be performed quickly with computers, which means

that much larger and more complex networks can also be used.

Layer 1 Layer 2 Layer 1 Layer 2
input_1 output_1 1.0
_— —_— —_—
input_2 output_2 0.5
—_— _— —_—

Figure B-3: Basic input, weight and output values of a neural network (left) and a calculation example with ran-

domly selected input values, weights and the calculated outputs (right).
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After the input signal has passed through the neural network, the resulting output signal is com-
pared to a training sample to determine an error or difference e between the determined output

value o and a known training value t:

en = t, — op. (6)
Based on the error, the neural network must be refined so that the output values obtained are
closer to the true values, so the network must be constantly trained and optimized. The training
is done by feeding the output errors back into the network according to the weighted node con-
nections against the output signal calculation. This method is called backpropagation [126].
Figure B-4, left shows the backpropagation of the output errors using a simple neural network.
In Figure B-4, right the previous calculation example is continued, where with known training

data t, the output layer error e is calculated for each node according to equation (6).

Layer 1 Layer 2 Layer 1 Layer 2
iy "/ﬁ 1.0 / \ W, ,=0.7 t,=1.0
E— ° € E— /, —* 0, =0.7595
I /\ e,,= 0.2405
Output Wl =03
error W _0'9
iz 0.5 / \ —.‘\ t,=0.3
> e, _— 2 ) —»0,=06225

Wz,l \\ / W2,=04 \_/ €., =-0.3225

Figure B-4: Backpropagation with output error (left) and continuation of the calculation example with concrete

calculation values (right).

Then, the backpropagation of the output error e, back to the previous layer is performed. Here,
the error of each node is first divided proportionally among the weighted connections w accord-

ing to the following equation:

Win
Win+ Wop (7)

e, = €,
The error of the previous layer er is then given by the sum of the divided output errors of the
connections €,. For more complex neural networks, the error backpropagation can again be
expressed as a matrix multiplication and computed more quickly via a computer code. In the
following, Figure B-5 only continues the previously considered computational example with a

simple neural network for a basic understanding.
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Layer 1 Layer 2

1.0

Figure B-5: Backpropagation with error calculation based on the calculation example.

The errors of node one of the first layer determined by backpropagation are calculated according

to equation (7) and summarized as follows:

0.7
. 0.2405 x 72755 | _ (0.105). ®
~0.3225 X —= 0.135
09+ 0.7

Subsequently, the sum of the weighted errors for each node and thus the summarized error of

the respective node for the first layer is formed. For node one this results in:

Ye;; = 0.105 + 0.135 = 0.240. 9)
For node two of the first layer, the calculation of ey is analogous to equations (8) and (9) with
the values of e,z and the weights associated with this node.
Once the errors have been attributed to each layer of the neural network, the weights of the
network must be updated in order to optimize the output signal generated by the network. For
this purpose, mathematically the method of gradient descent is used, with which the error of the
network can be represented and minimized. A well understood explanation of the gradient de-
scent method can be found in [126]. The derivation of a so-called error function for the adjust-
ment of the weights is also described there. This is because in order to improve the neural net-
work, the errors must be reduced by the network adjusting its weights. The calculation of the
error increase results from the change of the error E depending on the change of the weight wjx

as follows (detailed derivation in [126]):

0E
aW]"k

= —(ty — 0p) X sigmoid(ijj,koj) (1 — ssigmoid(ijj,koj)) X 0. (10)
In Figure B-6, the known example is now supplemented by the weight adjustment. If the cal-
culation from equation (10) for updating the weights w1, of the first node of the first layer is
carried out step by step, the following values result:

e The term (t, — 0y) is the error e,; = 0.2405 (see already Figure B-4, right).
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e The sum of the sigmoid function X;w; ,0; gives (0.7 X 1.0) + (0.9 X 0.5) = 0.315.

Substituting into the sigmoid function 1/(1 + e~%31%) yields the intermediate result
0.578, which in turn is substituted into the mean expression: 0.578 X (1 — 0.578) =
0.244.

e The last element is the output of the node that is before the weighting, in this case the
input signal o; = 1.0, since the weighting w11 is considered (the error er is not yet
considered in the input layer).

Multiplying all three terms results in an error increase of -0.059. In the neural network, the
updates of the weights are usually multiplied by a so-called learning rate o to better represent
certain problems and to avoid overshooting of the updates due to bad training examples [126].

This ultimately results in the following weight adjustment:

0E
w; = Wjp— a X . 11
Jk new Jk W (11)

Thus, for a learning rate of, for example, 0.1, adjusting the weighting w1 according to equation

(11) leads to:

Wi1new = 0.7— 0.1 X (=0.059) = 0.7059. (11)
The individual weight changes are relatively small, but over hundreds of iterations, stable
weight configurations eventually result, producing a well-trained neural network that generates
output signals that match the training examples and predict accordingly realistic outputs even

for new data without available training examples.

Layer 1 Layer 2
e, =0.240

1.0

— | —>

e, =0.2405

0.5

— e

e,,=-0.3225

//}

Figure B-6: Back propagation with calculation of error increase and weight adjustment based on the calculation

example.
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ARTICLEINFO ABSTRACT

Eeyword: Part defectz and irregularities that infloence the part gquality iz an especially large problem in additive
Addisive manufacturing manufacturing (AM) processes such as selective laser sintering (SL5). Destructive and non-destructive testing
Selective laer dintering procedures are currently mostly used for quality control and defect detection of AM parts after production. In this
P“"“’I_ml_ context, machine lsarning (ML) algorithms are increasingly being used to enable computer-aided defect detee-
c Intiomal neqral : tion through automatic classification of manufacturing data. Convolutional neural networks (CHNN) based on ML

methods are widely used for thiz task. In thiz paper, complex transfer learning (TL) methods are presented, which
enable the automatic classification of powder bed defects in the SLS process using very small dataszetz. The
propozed methods uze the VGG16 and the Xeeption CWN model with pretrained weights from the ImageMet
datazet as initialization and an adapted clazzifier to claszify good and defective image data recorded during part
manufacturing. Enown performance metrics were determined to evaluate and compare the performance of the
models. The VG516 model architecture achieved the best results for Accuracy (0.958), Precizion (0.939), Recall
(09800, F1-5core (0.959) and AUC value (0.982). Theze resultz show the effectivenesz: of defect detection based
on CNN and can offer an alternative method for non-destroctive quality assurance and manufacmuring docu-

mentation for additively manufactured parts.

1. Introduction

Az one of the most popular additive manufacturing (AM) processes,
selective laser sintering (SLE) 1z well suited for the production of indi-
vidual, complex and topology-optimized parte for various mndustrial
sectors. With the SLS process, powder particles are locally fused using a
heat souree (e. z. a laser). The laser sintering of a defined contour and
the layer wise repetition of the sintering procese then create a three-
dimensional (3D) part.

The 5LS process usually processes polyamides (PA) such az PA 11 and
PA 12, polystyrene (PS), thermoplastic elastomers (TPE), polypropylene
(PP) and certain polyearbonates (PC) or variations thereof [1]. The
connection of the Individual powder particles to one another takes place
through thermal influenee, fusion and subsequent solidification of the
material. This process leads to high-quality part properties of the laser
sintered structures that meet the requirements for functional compo-
nents. According to Schmid [2], there are inereased requirements inter
alia for:

* Correzponding author.

# a reproducible quality,
# process security and
# the automation of production processes.

In order to establizh itself az a serious production process, quality
controls and quality management must be developed, implemented and
optimized for the entire SLE process chain in order to be able to compare
the manufacturing process with other production techniques in terms of
quality standardz [2]. The quality of the parts manufactured by means of
SLS iz not only determined by the fusion of the powder particles of
successive layers, but also by the integrity of the powder bed and the
stability of the powder application [3]. A uniformly distributed powder
bed, without irregularities, iz desirable for a good part quality, see for
example Fiz. 1(a) and (c). However, various Irregularities such as
foreign bodies, part edges, powder accumulations and powder trenches,
collectively referred to az powder bed defects, can oceur in the powder
bed, as shown in Fig. 1(b) and (d). These powder bed defects can lead to
deficiencies In the part quality amd the part properties up to
quality-related rejects of the parts, which in turn results in considerable
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additional costs, material waste and ties up machine capacity [3]. This
affects acconding to Xiao etal [3] the widespread application of SLS az a
profitable production technique in which constant quality, reprodue-
ibility and cost as well az waste reduction are eritical By detecting
powder bed defects as early as possible during the production process,
corrective measures can be initiated immediately, thereby ensuring
quality az well as the reduction of costs, waste and capacity utlization
[3]-

The approach of the work presented here iz to monitor the SLS
powder bed for signs of defects using machine learning (ML) methods.
For these complex methods, the recording of large amounts of image
data iz necessary, since a ML algorithm iz trained using this data instead
of being explicitly programmed [4]. ML methods are then a possibility to
evaluate thiz amount of data almost in real time and to identify complex
non-linear relationships in the datasets [5]. Conventional ML techniques
are, according to Baumgart] et al. [5], divided into the three categories
of supervised, semi-supervised and unsupervised learning.

These conventional ML techmiques are only able to process un-
structured data in ite raw form (for example images, natural language
ete} to a hmited extent [6]. Using modern state-of-the-art ML algo-
rithms based on deep learning (DL}, such raw data can also be processed
and features extracted from it automatically [6.7]. For this process,
convolutional neural networke (CNN) are almoest always used in DL,
because they are very effective in discovening complex structures in
large amounts of data and can process unstructured data such a= color
images [4,6]. However, the key aspect of DL 15, according to LeCun et al.
[6] that a functional extractor is not designed by human developers, but
ig learned from data using a general learming process.

In thiz work complex ML algonthme based on deep learning and CHNN
were iImplemented. Process images were recorded as raw data during
gelective laser sintering using an Inexpensive camera setup and pre-
processed In a defined manner. The image data were then used to train
two different CHNN architectures for the classification of powder bed
defects and thus to develop an automatic method for process assessment
and decumentation. Established evaluation metrics such as accuracy,
precision, sensitivity and Fl-Score were used to assese the performances
of the CNN models. In addition, metrics such as the receiver operator
characteristic (ROC) curve as well as the area under the curve (AUC) and
heat maps were used to evaluate and wisualize the results of the ML
modele.

2. Related work

ML methods have already been used in various AM processes and
different AM procedures for error detection. Xiao et al. [2] have devel-
oped a CHNN for the detection of three different types of powder bed
defects dunng selective laser sintering. For this purpoee, images of the
powder bed were recorded with a digital camera and analyvzed using a
two-stage CNN. In the first module of the CHNN, the location of the defect
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was identified and in the second module, error masks were generated for
each specific location of the error. Compared to other methods, the ac-
curacy of the error detection has been significantly improved by using
the two-stage CHNN model. However, the datasets have alzo been espe-
clally preconfigured to a considerable extent in order to simulate special
error cases. Detailed statements on the accuracy of the two-stage CNN
with real manufacturing datasets are not given.

Seime and Beuth [2] used grayvscale areas from images of an inte-
grated camera of a laser powder bed fusion (LPBF) machine to differ-
entiate between metal-based powder bed wregulanty classes. The
classes were subsequently used to develop an ML algorithm for n-situ
process monitoring and to analyze powder bed images. The algorithm
deseribed works in principle for the LPBF process, but has to be
improved with regard to the classification aceuracy.

Gobert et al. [9] used a high resolution digital single-lens reflex
camera for layer-by-layer imaging in order to record images for a su-
pervieed learming of defects during a metal powder bed fusion (PBF)
process. CT scans were then used to assess the resulte of ML detection.
The resulting accuracies of the error detection algonthme during the
manufacturing process reached wvalues of up to 85%, but refer exclu-
sively to the metal PBF process. In addition, a linear support vector
machine (SVM) algorithm wazs used for error detection instead of a CNN.

Baumgartl =t al [5] uwsed a combmation of thermographic and
off-axie in-gitu imaging in a LPBF system. The images served az a data
souree for a DL-based CNN to identify printing errors. The model 1z well
suited for thermographic in-situ defect detection in LPBF processes and
achieves accuracies of over 96%. However, this CNN model can only
detect spatter and delamination defects in metal LPBF. Other types of
defects such as cracks, pores and unmelted powder, az well as additional
processes such as SLS were not inveshigated.

In the review by Yadav et al. [10], further methods for automated
in-gitu process error monitoring and detection were listed and examined
with regand to current progress in the field of process data analysis.
Furthermore, the working prineciples of the most common in-situ sensor
syetems and commercially available n-situ momitoring solutions for
metal LPBF systems were considered. The review article shows that the
in-gitu process recording iz still at an early stage. Much of the research
carried out actually focuses on the metal LPBF and the development of
in-gitu sensor systems to better understand this process. Detailed in-
vestigations into other PBF processes such as selective laser sintering
with plastics as well as iInvestigations for error detection in real time for
both the SLS and the LPBF process shll have to be inveshigated.

3. Materialz and methods

In thiz section, the experimental setup used in this research 1= first

deseribed 1n detail. After that the dataset used in this paper iz discussed.

Thereby the peneration, extraction and preprocessing of the data 1=
deseribed az well az zome performance mmdicators used for the

(c)
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Fig. 1. Image examples from the datazet of a SLS print job with: (a) a powder bed without sintered elements and irregularities; (b) a powder bed without sintered
elements with irregularites; (c) a powder bed with a sintered element without irregularities and (d) a powder bed with a sintered element and irregularities.

Original images are available in a public repository (hotps:

2

doiorg,/ 1017632/ 2yzimp52fw. 1) (The DIOT of the datazet is reserved, but not active).
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classification task plus evaluation and visualization techniques.
Furthermore, CNN architectures are presented and the approaches and
architectures used for this work are considered.

3.1. Experimental setup

The SLS process was monitored in real time with a high-resolution
camera and recorded using a simple setup consisting of a high defini-
tion (HD) Universal Series Bus (USB) webcam and a single-board com-
puter in order to obtain image data of the powder bed. An S2 laser
sintering system (Sintratec AG, Brugg, Switzerland) was used for selec-
tive laser sintering. The laser sintering system has a 10 W diode laser
with a laser wavelength of 1064 nm and a round powder bed shape with
an effective printing area of 130 mm in circumference and a maximum
build height of 360 mm. The build chamber can be heated up to 180 C
and does not require any operating gas during the entire printing pro-
cess. The material used for printing is PA 12, which was printed with a
layer thickness of 100 m. The laser spot size was 145 m and the scan
speed 3 m/s.

The setup for recording the image data consisted of a simple Plusonic
HD USB webcam (Allnet GmbH, Gemering, Germany) with a resolution
of 3 megapixels and a 3.6 mm focal lens as well as a Raspberry Pi 3B
(OKdo Technology Limited, London, UK). A 128 GB 3.0 Ultra USB stick
(SanDisk Corp., Milpitas, US) was used to store the data and a 5.1 V with
2.5 A power adapter unit (TT Electronics IoT Solutions LTd., Woking,
UK) was used for the power supply. In addition, a 7-inch Raspberry Pi
touchscreen (OKdo Technology Limited, London, UK) was used for
operational control and a standard camera tripod for positioning of the
webcam. The camera was then mounted on the tripod and positioned as
well as focused in front of the machine display of the laser sintering
system. The high-resolution camera built into the S2 system was used to
monitor the powder bed directly from above in real time and a live
stream was shown on the system display, which in turn was recorded via
the webcam. The recordings were made with a resolution of 640 480
pixels (px), whereby the recorded build area had physical dimensions of
approx. 250 150 mm. The recordings were processed with self-
written python programs. The open source programming language py-
thon, version 3.7.9 (python software foundation, Fredericksburg, US)
was used for programming.

3.2. SLS powder bed dataset

The dataset used in this work was extracted from video recordings of
the powder bed surface, which were recorded on an SLS printing system
with a frame rate of two frames per second during manufacturing. In
order to obtain individual images of the powder bed surface, the
recorded Matroska (MKV) video files were broken down into individual
frames without video compression and with a resolution of 640 480
px. Every 20th frame has been saved as a JPEG image and compressed or
cropped to a size of 300 300 px to remove unnecessary information
and image areas such as time stamps and image resolution
specifications.

The dataset generated in this way comprised 9426 powder bed im-
ages. Extraneous images were then initially removed from the dataset (e.
g. images with recording anomalies, images where the powder distri-
bution unit of the system was also recorded, images with unfavorable
light reflections). The remaining images were then manually divided
into two different classes, OK and DEF, using process knowledge and
additive expertise. Both classes together result in the adapted dataset
with 8514 images. All images that showed a uniform powder bed surface
without defects were classified into the OK class. This class contained
7808 images. All images on which an uneven powder bed surface with
defects (cracks, ditches, foreign bodies etc.) could be seen were classi-
fied into the DEF class. As a result, 706 images were divided into the DEF
class.

The dataset can be downloaded from the following address under a
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creative commons attribution 4.0 international license: https://doi.org/
10.17632/2yzjmp52fw.1.

3.2.1. Class imbalance problem

In a binary classification problem with data from two classes, a class
imbalance occurs when one class contains significantly fewer samples
(minority class) than the other class (majority class) [11,12]. In the
dataset used here, the two classes OK and DEF also have a different
number of images. The imbalance ratio (IR) of the dataset can be
calculated as follows:

®

Liu et al. [13] examined various datasets related to the IR. The IR
ranges from 1.7 to 24.3 and can, according to Wu et al. [14] also achieve
values such as 10°. The IR of this SLS powder bed dataset is:

_ — @

Compared to the considered datasets examined by Liu et al. [13], an
IR of 11.06 is not uncommon, but it is already one of the more imbal-
anced datasets.

This data imbalance must always be considered in intelligent clas-
sification algorithms. When evaluating the classification results, stan-
dard metrics such as accuracy and error rate are used most often, but
these are unsuitable for class imbalances since the result is dominated by
the majority class [11,12]. In this way, a data distribution of 1% positive
examples to 99% negative examples, the accuracy of a classification can
be 99%, in that the classifier simply evaluates all examples as negative.
Because of this, special metrics are required to evaluate imbalanced
classification tasks. In addition, there are also various techniques that
can be used to deal with imbalanced problems. These are described in
detail in Section 3.2.2 below.

3.2.2. Techniques for class imbalanced data

The imbalance between two classes can be reduced by changing the
data imbalance or by changing the underlying learning and decision-
making process of the model to increase sensitivity to the minority
class [11]. According to Johnson and Khoshgoftaar [11], the methods
for dealing with class imbalances can accordingly be divided into
techniques at the data level, methods at the algorithm level and hybrid
approaches.

Data level techniques include oversampling, undersampling and
modifying the data distributions to compensate for the level of imbal-
ance [11]. The simplest forms of these methods are random under-
sampling (RUS), in which data is randomly removed from the majority
class and random oversampling (ROS), in which data from the minority
class is randomly duplicated [15]. In previous experiments it was found
that RUS led to good results overall and often exceeded ROS [11].
Methods at the algorithm level do not change the data distribution.
Instead, according to Johnson and Khoshgoftaar [11], either the
learning process is adapted so that the importance of the minority class
increases, or the decision threshold is shifted so that the tendency to-
wards the majority class is reduced. Hybrid approaches combine data
and algorithm methods in different ways. For example, one approach
involves first data sampling to reduce the imbalance and then applying a
shift in the decision threshold to reduce the influence of the majority
class [11].

In this work a combination of RUS and ROS method was used. RUS
was used to randomly remove data from the OK class and ROS to
randomly duplicate data from the DEF class. As a result, 5808 images
were removed from the OK class and 1294 images were added to the DEF
class by duplicating the existing image data, thus balancing the OK and
DEF classes. The dataset ultimately used for this work thus contains a
total of 4000 images.
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3.2.3. Image preprocessing and data stucture

The images of the SLS powder bed dataset were created using a
simple preprocessing procedure according to Paza et al. [16] processed
further, in order to obtain only the especially interesting image area with
as much relevant information as possible. The preprocessing stepe per-
formed here are azs follows:

# Remove any black stripes from the edges of the images.
# Resize the image so that the emaller edge (in this caze) is 180 px long.
# Extraction of a centered equare image area of 180 = 180 px.

These stepe were carried out automatically by a simple, self-
programmed python script An example of the preprocessing proced-
ure and a preprocessed image 1= chown in Fig. 2. With this procedure, an
attempt was made to use only relevant information in the image and to
only supply the CNN with pixels of interest (preferably no black borders,
since no useful information for the mtended classification task can be
extracted from it and the caleulation times take longer). It should be
noted here that the square printing area (or the usable powder bed) of
the laser sintering system iz displayed vertically distorted as a result of
the image recording (Fiz. 2(a), red dashed border) and therefore could
not be completely covered by a square image area (Fiz. 2{a), blue
border) without including undegired black border areas in the image
recording. It 1= important to understand that equare images are more
beneficial for the ML model architectures. Fiz. 2(b) thus shows an
optimized square image of the powder bed printing area of the laser
sintering syetem.

The dataset balanced with the RUS and ROS methods consiste of
4000 mmages, which are automatically divided into 2000 different OK
and 2000 partially different and partially duplicated DEF images using a
simple, self-programmed python seript. The data structure of this data-
set was further subdivided according to [17] by creating three sub-
groupe, cach with separate directories for both classes: a training dataset
with 1000 automatically selected images in each class, a vahidation
dataset with 500 images in cach class and a test dataset with alzo 500
images in each clazs. The 500 OK images cach for the validation and test
dataset were again randomly and automatically selected by a
gelf-programmed python seript from the 2000 OK images and moved to
the appropriate directory. A slhightly different method was used for the
500 DEF immages of the validation and test dataset, az 1z must be ensured
that no image appears twice in the individual subgroupe and sub-
directonies, otherwize the results of the elassification could be distorted.
For this reason, the original 706 individual DEF images were randomly
and automatically divided by a python ecript and accordingly 306
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images were assigned to the DEF directory of the traiming dataset and
200 DEF mmages cach to the DEF directonies of the vahdation and test
dataset. Another python script randomly selected DEF images in the
respective DEF directories were then automatically copied until the di-
rectorics contained the defined size of 1000 DEF training images and
500 DEF vahdation and test images each. Fig. 3 chows a general flow
chart for ereating the data structure deseribed.

The preprocessed image data from the individual subgroups and
directories of the dataset were then checked again manually for correct
assignment. Incorrectly assigned images (which were overlooked during
the imitial assignment or for which a classification was unclear) were
removed manually and replaced with other images that were randomly
selected by an addibonal python seript according to the respective
directory.

3.2.4. Data augmentation and hyperparameter tuning

Data augmentation was carried out as a regulatory mechanizm in
order to avold an immediate overfithing of the model to the training
data. Thiz would have a negative impact on the model performance on
newly viewed data. With data augmentation, various operations are
performed on the traiming dataset in real time. These operations are:

# Reecaling factor of 1/255 for normalizing the image data
Honzontal fhip of the images

Zoom range of image area 0.15

Width shift 020

Height shift 0.20

Shear rate 0.15

Fill mode “nearest™

Random image rotation of + 20 degrees

. 8 B B B 8 @

The principles and operations of data augmentation are described in
detail by Shorten and Ehoshgoftaar [18] and aleo in the Eeras library
[12]. In addition to the preprocessing of the image data and data
augmentation, the settings of the hyperparameters were an essential
part of training the CNN models. The best model for classification of the
powder bed Images was only achieved after various iterations and
configurations of the hyperparameters. The hyperparameters of the CNN
models used in this work are listed in Table | and are explained in detail
by Hutter =t al. [20].

3.3, Comvolutional neural network

Claszsic ML approaches to image recognition consist of two separate

(b)

Flg. 2. Preprocessing stepes that were applied to all images of the powder bed datazet (a) The previously cropped powder bed image of the size 300 = 300 px with
zschematically thown printing area (red) and a maximum relevant square image area (blue); (b) the final image with the maximum square dimensions of 180 =« 150
px. (For interpretation of the references to colour in thiz figure legend, the reader iz referred to the web verzion of this article.)
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Fig. 3. General procedure for creating the data structure described from the powder bed dataset.

Table 1

CNN hyperparameters.
Cost function Learning rate (Lr) Optimizer No. Epochs Batch size Lr decay Early stopping
Binary cross entropy 1 10° Adam 1 09 2 0.999 30 64 patience 5 patience 20

steps [4,6]. In the first step, in what is known as feature engineering, an
attempt is made to extract relevant data structures from the raw image
data using various algorithms. In the second step, what is known as
classification, an ML algorithm then attempts to learn a pattern that can
map the data structures and a target variable. However, these patterns
must have previously been extracted during feature engineering for
learning. This approach often leads to unsatisfactory classification re-
sults [6].

For this reason, CNN have been widely used in recent years to solve
various complex computer vision problems [16,21,22]. These modern
ML architectures are also used specifically to monitor and classify
certain additive manufacturing processes [3,5,8,9]. CNN are based on
the complex structures of real human brain structures of the visual
cortex and are one of the latest methods of DL in the field of image
recognition [5,6,23]. According to Baumgartl et al. [5], the fundamental
difference between a CNN and a classic ML approach lies in the com-
bination of feature engineering and classification.

3.3.1. Transfer learning

The training of a CNN model from scratch requires a lot of data to get
a good predictive model [21]. However, often insufficient data is
available, which requires complex techniques that can produce accept-
able prediction results with less data. Transfer learning (TF) offers such a
technique. In the case of TF, the features of an already trained CNN
model are used as initialization for training the CNN used for the actual
classification. According to Tsiakmaki et al. [24], it is an effective ML
method to use a CNN model that was previously trained on a very large
dataset and the features generated in this way as an initialization for a
new CNN model on a much smaller dataset and reuse it with a different
purpose. This method is often informative, even if the new classification
task is significantly different from the one for which the original model
was trained.

There are two methods of using TL [4]. On the one hand, you can use
a previously trained CNN model as a feature extractor for a completely
different classifier. On the other hand, you can partially use the model
again and carry out what is commonly known as a fine-tuning (FT). For
this purpose, the top layers of the previously trained CNN model are
trained again and optimized in order to better adapt the features
generated there to the new dataset.

3.3.2. CNN architectures used in this work

As previously mentioned, a common and very effective approach for
DL with small image datasets is to use a pretrained network. In this work
two different CNN models are used for feature extraction and the results
are compared. For this purpose, both networks are instantiated with
pretrained weights and implemented with a new classifier. Before
training the CNN models with the powder bed data, the individual layers
of the models are frozen or defined as non-trainable so that the pre-
trained weights are not updated again during the new training cycle and
thus destroy the previously learned features. With this setting, only the
weights from the layers of the new classifier that were added to the CNN
models are trained. After the training run, the networks are fine-tuned.
For this purpose, individual layers of the respective network are again
defined as trainable and used for feature extraction. These layers are
then trained again together with the classifier. This re-uses the previ-
ously pretrained features of the CNN models to make them more rele-
vant to the new problem. Thus, in such an approach, this investigation
enables a better classification of SLS powder bed images. The CNN
model architectures presented below enable a production-integrated
method for the continuous detection of defects in recorded powder
bed images during selective laser sintering and for classification into
good and bad production images. The information generated in this way
can then contribute to the assessment of the manufactured part quality.
Both CNN models first analyse manually preselected image data using
special computational operations and learn layer by layer possibly
interesting image features. These learned features are then used to
evaluate unknown images and thus enable automatic, intelligent image
classification.

A CNN model that is used here for feature extraction is the VGG16
architecture, which was developed by Simonyan and Zisserman [25] in
2014. It is a simple and widespread CNN architecture, but which, in
principle, no longer corresponds to the current state of the art. A more
modern, state-of-the-art CNN architecture, which was also used here as a
comparison, is the Xception model designed by Chollet in 2016 [25].
Some important details of the pretrained CNN models that are used with
the additional classifier inserted over both architectures are explained
below.

The VGG16 architecture is a pretrained CNN from the Visual Ge-
ometry Group (VGG) at Oxford University. The model was developed to
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significantly increase the depth of the existing CNN architectures and
uses 16 network layers for object recopmition [25,26]. According to
Simonyan and Zisserman [25], 224 x 224 px RGB images are provided
az mnput, which are then passed through a block of convelution layers
with a very small filter size (matrix) of 3 » 3 and a convolution step of 1
px. After the respective convolution layers, five Max-Pooling layers with
a2 x 2 px window and a convelution step of 2 px are embedded in order
to compress the spatial representation of the input data [25]. The con-
volutional layer blocks are followed by three fully connected layers, of
which the firet two each have 4096 channels and the third iz used for
clagzification and has 1000 channels for 1000 different classes. A soft-
max layer followed as the last layer. Fiz. 4 shows the structure of the
VGG16 network architecture.

Bazed on the VGG16 architecture, the Xeeption CNN architecturs
was developed, which iz schematically similar in some areas. Xeephion is
based entirely on the approach of the depthwise separable convolution
(DWSC) layers [23]. This iz a more up-to-date approach than the pre-
viously frequently used separable convolutions, which were desenibed
by Mamalet and Gareia [27] mn 2012. Sifre [28] developed depthwize
separable conveolubions in 2013 at Google Inc. and listed detsaled
experimental results in his doctoral thezie. The DWSC therefore not only
deals with the spatial dimensions in neural networks, but also with the
depth or the number of color channels of an input [28].

The Xception architecture consists of 36 convolution layers that
enable feature extraction. These layers are structured in 14 modules
(one module i1z repeated eight times), all of which, except for the first
and the last module, have linear direct connections to one another. The
DWSC iz a spatial convolution that iz executed independently of one
another in parallel via each input channel and iz followed by a point-by-
point 1x1 convolution that projects the cutput of the channel onto a
new channel [23]. According to Chellet [23], thiz results in deeper
models that are extremely efficient. Another advantage of thie network
architecture iz that fewer operations are performed, which means that
the computational coste of the model iz lower. The Xception model has
many more parameters compared to the VGG16 network, but 1z usually
more cfficient and faster [23]. The general structure of the Xeeption
CMN architecture 1z chown in Fig. 5.

Both the VGG16 and the Xeeption architectures are firet instantiated
with pretrained weights from the ImageMet dataset Thiz dataset iz a
very large benchmark dataset for the detection of objects [29,30]. The
respective classification layers of the two models are not loaded in order
to enable an efficient feature extrachon. A new classifier 15 implemented
for thizs purpose. Furthermore, the layers of the CNN models are frozen
or made untrainable to prevent the pretrained weights from being
updated. The new classifier 1= then trained with the powder bed image
data. After thiz first training run, defined layers of the CNN models are
made framable again and used together with the classifier for
fine-tuning and retraiming. The classifier 1= identical for all in-
vestigations in thizs work and consistz of a fully connected layver with
1000 channels, a dropout layer with a retention rate of 0.25 and a batch
normalization operation. Finally, ancther fully connected layer with
only one channel and a sigmeid activation funchon was provided to
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predict the probability of the classes or to perform the binary classifi-
cation between the OK and DEF classes. Fiz. 6 shows a flow chart of the
entire TL process.

All caleulations were carried out on a local workstation computer,
which provides a Windows environment with 32 GBE RAM and a GPU
Mwvidia GeForce RTX 2080 Ti with 11 GDDRG VRAM.

3.4, Experimental test execution

After video files of the SLE process were recorded, broken into in-
dividual frames and eropped, the resulting dataszet was cleaned up and
the imbalance problem between the two classes was fixed using different
techniques. The processed images were then divided into a defined data
structure and checked again with regard to their correct classification.

After these stepe, the VGG16 and the Xeeption CNN model were
learning framework TensorFlow [21], which provides an interface for
programming ML algorithms and an implementation for executing
them. TensorFlow aleo includes a data preprocessing tool that iz appli=d
to the training and validabion groups. After preproceszing the data, the
respective network and an additional elassifier were trained on the data
and then optimuzed by fine-tuning. These optimized model vanants were
mn turn used to classify the test data and compared with suitable eval-
uation metrice and wvizualization methods. Lastly, heat maps were
generated to locate the defects in the powder bed images using the Grad
CAM process. The experimental procedure and the proposed method-
ology can be summanzed as follows:

1. Recording and preprocessing of SLS image data

2. Implementation of the CNN models in TensorFlow.

3. Tramn the respective architecture with the traming and vahdation
data_

4. Fine-tuning of the top network lavers to improve performance.

5. Enter test data into the trained network to obtamn eclassification
results.

6. Evaluation and comparizon of the claszification resulte of the
networks.

7. Uze Grad-CAM to create a heatmap to point to poesible defect loca-
tions In the test image data

3.5. Performance measures

At a classification tazk, the results can be presented and summarized
in the form of a special matnix, the confusion matrix (CM) [11]. This CM
iz chown in Table 2 as an example. In the caze of a binary classification,
the CM containe the following information:

# Number of examples that are predicted to be recogmized as true
positive (TF)
# Number of examples that are predicted to be recogmized as true
negative (TN)

14 14 x 512

TuTx512
1x1x4096 1x1x3096

1alnifdd 1x1x1000

— e

Flg. 4. VEG16 CNN model for the detection and classification of powder bed defects at the SLS.
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Fig. 5. Xception CMN architecture for the detection and classification of powder bed defects at the 5LS. (a) Shows the general structure of the Xception model; (b)
block. Each block iz numbered, the first being the kemel size, the second being the number of filters in the particular block, and the last being the zize of the
convolotion step.
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Flg. 6. Flow chart of the TF with the powder bed data.
# Number of examples that are predicted to be recognized as falze Further metries for evaluating the performance of a CNN model can
positives (FP) then be derived from this CM. The accuracy 1= the most frequently used
# Number of examples that are predicted to be recognized as falze metric for binary elassification and evaluates the overall effectivencss of
negative (FN) a clagsifier or indicates the proportion of correct predictions. The ae-

curacy is further explained and defined by Johnson and Ehoshgoftaar
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Table 2
Confusion matrix according to Johnson and Khoshgoftaar [11].

Actual positive Actual negative

Predicted positive
Predicted negative

True positive (TP)
False negative (FN)

False positive (FP)
True negative (TN)

[11] as well as by Branco et al. [32]. Especially when working with an
imbalanced dataset (but also for balanced datasets), other metrics are
often used to evaluate performance. The most frequently used are then
precision, recall (formally also referred to as sensitivity) and the
F1-Score [11,32].

A graph such as the ROC curve and the associated AUC measure are
other useful metrics for evaluating and visualizing the performance of a
CNN model in the case of imbalanced data [32,33]. The ROC curve is a
graphic representation of the true positive rate (TPR) against the false
positive rate (FPR) for all possible prediction thresholds. In other words,
it visualizes the trade-off between correctly classified positive examples
and misclassified negative examples. The terms used for the ROC curve
and the AUC value are defined and further explained by Johnson and
Khoshgoftaar and Branco et al. [11,32]. ROC curves, in and of them-
selves, do not offer a comparable performance indicator [32]. A corre-
sponding value is determined by the AUC. The AUC value is a
summarizing performance measure for all possible prediction threshold
values and is, according to Branco et al. [32], often used to compare
performance between different models.

In most cases, accuracy and loss or respectively cost functions are
also recorded to evaluate the performance of the DL [19]. The accuracy
graph shows the performance of a classification as a percentage. The loss
graph considers the uncertainties of a forecast based on how much it
deviates from the actual value. There are several loss functions, not
expressed as a percentage, that represent the sum of the errors made for
each data item in training or validation sets. This value should always be
minimized during training. Both diagrams thus characterize the training
process and provide initial information about the effectiveness of the
selected hyperparameters and how they should be changed for more
efficient training. A commonly used loss function is cross-entropy loss,
and especially for binary classification tasks (such as the classification of
OK and DEF SLS powder bed images), binary cross-entropy loss [34,35].

In this work, the performance of the CNN models was additionally
assessed using the gradient-weighted class activation mapping (Grad-
CAM) method according to Selvaraju et al. [36], which offers a heat map
for localizing possible powder bed irregularities. Grad-CAM is a tech-
nique for the visual description of CNN models, that creates a rough
localization map, which highlights the areas of interest in the image for
the prediction.

4. Results
4.1. Validation results

Two experiments (the first with the data augmentation described
under 3.2.4, the second without) were carried out using the proposed
method with the pretrained VGG16 and Xception networks and the
additional classifier. For this purpose, the resulting CNN architectures
were first trained with the training data and then validated with the
validation data. The experiments were also set up in two stages. In the
first step, the pretrained network including the classifier was trained
with the data and, in a second step, it was optimized through fine-tuning
and renewed training.

A third experiment was performed with VGG16 and Xception net-
works as well as the additional classifier, which were not trained in
advance (by ImageNet). For this purpose, the untrained networks
including the classifier were trained with the balanced data and the
proposed data augmentation and then optimized through fine-tuning
and retraining to compare the results with the other experiments.
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In this context, Fig. 7 shows the course of accuracy and loss of all
three experiments for both the training and the validation data during
fine-tuning.

The smoothed curves were presented in the graphs using the expo-
nentially weighted moving average (EWMA). The EWMA course is a
weighted representation of the data points of a time series. There the
weights decrease exponentially, so that newer data points are weighted
more heavily than those that are further back in time [37,38]. The
weighting factor on which the EWMA representations are based is 0.75.
The two CNN architectures were each trained over 30 epochs and then
trained again over 30 epochs in the course of fine tuning.

For the first (1st) experiment with data augmentation, the training
accuracy of the VGG16 model was then about 91%, that of the Xception
model approx. 94% (see Fig. 7(a), upper graph). The training loss was
around 0.24 for the VGG16 architecture and around 0.14 for the Xcep-
tion architecture (Fig. 7(a), lower graph). In terms of validation accu-
racy, the VGG16 network architecture achieved with approx. 90% better
results than the Xception architecture with approx. 80% (Fig. 7(b),
upper graph). With the validation loss, the values of the VGG16 model
with approx. 0.25 are ultimately also lower than with the Xception
model with approx. 0.5 (see Fig. 7(b), lower graph).

For the second (2nd) experiment without data augmentation, the
training accuracy of the VGG16 model was 100%, that of the Xception
model was also 100%, but was stopped after 21 epochs due to the
defined early stopping hyperparameter (see Fig. 7(a), upper graph). The
training loss for the VGG16 model was almost 0.0 and for the Xception
model architecture also around 0.0 with a stop in the calculation after 21
epochs (Fig. 7(a), lower graph). In the validation accuracy, the VGG16
network architecture without data augmentation achieved with approx.
98% much better results than the Xception architecture, which was
stopped after 21 epochs with exactly 50% validation accuracy (Fig. 7(b),
upper graph). At validation loss, the values of the VGG16 model with
approx. 0.1 are very much lower than with the Xception model with
approx. 464 after an early stop at 21 epochs (see Fig. 7(b), lower graph).

For the third (3rd) experiment with networks that were not previ-
ously trained, the training accuracy of the VGG16 model was then about
51%, that of the Xception model was about 77% (see Fig. 7(a), upper
graph). The training loss was 0.7 for the VGG16 and about 0.5 for the
Xception architecture (Fig. 7(a), lower graph). The validation accuracy
of the VGG16 network architecture was slightly better with 51% than
with the Xception architecture with approx. 50% (Fig. 7(b), upper
graph). In the validation loss, the values of the VGG16 model with
approx. 0.7 are significantly lower than with the Xception model with
approx. 9.0 (see Fig. 7(b), lower graph).

4.2. Test results

As described above, the powder bed dataset contains preselected test
data consisting of a predefined number of 500 OK and 500 DEF images,
each selected at random from the total dataset. DEF images were also
copied randomly during oversampling to achieve the predefined number
of images. After the training, optimization and validation of the two
CNN model variants with the training and validation data, the test image
data were examined with the models. The same data was used for both
models and all experiments. The results are displayed in Table 3 in the
form of Confusion Matrix, Precision, Recall (TPR), FPR, F1 Score and
AUC values. The best results for each parameter are printed in bold.

To enable a more precise comparison of the two CNN models, the
respective ROC curves are, according to Johnson et al. [17], a manda-
tory part of ML and are also shown in Fig. 8.

First, the individual experiments are considered. It can be stated that
the VGG16 model from the 2nd experiment, without data augmentation,
initially delivers the best results. The accuracy (0.971) and the ROC-AUC
value (0.993) are better than the accuracy (0.958) and the ROC-AUC
value (0.982) for the second-best result, which was achieved in the 1st
experiment using the VGG16 model architecture with data
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Flg. 7. Accuracy and loss of the used and optimized CMN model architectures and experiments in EWMA representations. (a) shows the courze of accuracy (abowe)
and loss (below) in the training data. (b) shows the courze of accuracy (abowve) and lozz (below) for the validation data

Table 3
Confusion matrices and performance parameters for the examined CMN architectures for the classification of powder bed defects at the SLS process for all experiments
carried out
Experiment Model Confumion matrix Accuracy Precizion Recall (TPR) FFR Fl-Score ROC-alC
lat Voal6 450 10 0.958 0.939 0.950 0064 0.959 0.932
32 460
Xeeption 459 41 0.594 0.876 0918 0.130 0.697 0.934
65 435
2nd vagle 496 19 0.971 0.963 0.9850 0.038 0.972 0.993
10 481
Xeeption 500 o 0300 1.000 0300 0300 0.667 0514
500 o
Brd Voal6 150 320 0515 0.360 0.522 0459 0.426 0.525
165 335
Xeeption 500 o 0300 1.000 0300 0300 0.667 0.526
500 o

The best resultz for each parameter are printed in bold.

augmentation. The results of the 3rd experiment achieve accuracies of
approx. 0.5 and ROC-AUC wvalues of about 0.52 for both models
coneidered. These results are therefore well below the values of the other
two experiments. In the following, the results of the 15t experiment are
dizcussed In more detail, as these values were obtained using the pre-
viously proposed method.

The test results of the 15t experiment show that the values of the CM
and the performance metries derived from it for the VGG16 model are
higher than those of the Xeeption model and thus enable a better clas-
sification of the test data. Essentially, the accuracy allowe a first direct
comparison of the performanee of the models, whereby the VGG16 ac-
curacy of 0.958 1z well above the Xeepbion accuracy of 0.894. The
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Filg. 8. ROC curves and AUC metrics of the implemented modelz for every three experiments. The linear dazhed linez represent the ROC curve of a completely
random classifier and that of a perfect clazzifier. (a) shows the plot of the ROC curves of the implemented models; (b) shows a zoomed in version of the top part plot.

precicion shows the correspondence of the correct class with the
correctly classified predictions of the model and shows a significantly
better value for the VGG16 model with 0.939 than for the Xeeption
model with 0.876. The recall indicates the efficiency of the model for the
claszification of the relevant class, here the DEF clase and with the
VGG16 model with 0.980 it 1z above the value of the Xception model
with 0.918. In thiz examination with the powder bed mmage data, the
most Important thing iz to correctly identify all images where defects
appear (high recall values). In this way, good component quality can
always be guarantesd. But, exclusive consideration of the recall without
considering the precision is not recommended. For example, high pre-
cizion with a low recall results in a very precise but incomplete classi-
fication. For thiz reason, the Fl-Score was also caleulated. [t specifies a
harmonic mean between precision and recall and defines how precizely
and robustly the models perform on the test data. In prineiple, a higher
Fl-Score means a more powerful model. Accordingly, the VGG16 model
with an F1-Score of 0.959 allows for a much better and more effective
claszification of powder bed images than the Xeeption model with a F1-
Score of 0.897.

The ROC curves of the model architectures shown In Fiz. & were
created after fine-tuning the models of cach experiment. For thiz pur-
pose, the TPR was plotted over the FPR and an AUC value was deter-
mined. The maximum AUC value (0.982) was achieved by the VGG16
CNN architecture. The Xeepton architecture achieved a lower AUC
value (0.934), which iz reflected in a flatter ROC curve.

For better wvisnahzation and explanation of the test results, a
gradient-weighted Class Activation Mapping was created for selected
test images. The Grad-CAM technology iz used to ereate “visual expla-
nations” of the CNN modelz [36]. According to Selvaraju et al. [356]
quently lost in fully connected layers. In thiz way, semantic,
clasz-zpecific image information can be searched for in the convolution
layers (e.g. for object components such az eves, ecars, cracks ete.).
Grad-CAM then uses the gradient information flowing into the final
convolution layer of the CMNN to generate importance wvalues for a
particular property of interest.

In thiz work, the activation mape of the VGG16 and the Xeeption
model were presented and highlighted using the gradients of the last
convelution layer. This made it possible to locate areas of the image that
are of most interest for the CNN networks to make decisions. The areas
of the image that are most interesting to the CNM are highlighted in red
and the less interesting image areas are highlighted in blue. In the case of
a DEF powder bed image, the visible defecte in the powder bed were
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recogmized by both model architectures and a correct prediction was
then made (zee Fiz. 9).

In the OK powder bed images, the CNN models partially recognized
different, nvizsible image anomalies, which then partially influenced the
prediction accuracy of the models (s=e Fiz. 10)

5. Discussion

As chown in the 1st experiment mn Table 3, the method desenibed
here for detecting and classifying powder bed defects works very well
with selective laser sintering and produces excellent results. From these
results it can be deduced that the VGG16 model architecture provides
the best results with an AUC value of 0,982, an Fl-Score of 0.959 and a
test accuracy of 0.958. As a result, the developed VGG16 CHNN archi-
tecture was best able to make predichons about the quality of unseen
powder bed images. Unfortunately, there are no comparative values in
the current hiterature to relate the results obtained to further CNN an-
alvzes of powder bed images during selective laser sintering. Howewver,
Gobert et al. [2] analyzed CT zeans of powder bed mmages during the
SLM process for powder bed defects using an SVM algonthm, with a
maximum accuracy of 0.85 being achieved.

The 2nd experiment in Table 3 showe that with the method proposed
here and the VGG16 model without data augmentation with an AUC
value of 0.993, somewhat better resulte can be achieved at first glance.
Thae iz basically comprehensible, sinee the data angmentation extends
the relatively emall dataset through special operations (image rotation,
image mirrering ete_) in order to obtain a larger training basze. For that,
the complexity of the dataset inereases, the individual images are no
longer as similar as before and classification iz more difficult for the
model Aeccording to Chollet [4], thiz iz a desired effect in order to enable
a better generalization of the models and to aveid overfithng. Especially
for the 2nd experiment in Table 3, it can be seen from the curves in Fiz. 7
(a) for the VGG16 model that the maximum values for accuracy and loss
were already reached after a few traimng periods. This means that the
moddel has learned patterns that are specifie to this training data and can
claszify them almost perfectly. Sinee the validation and test data are very
similar, the model was also able to achieve very good values there. In
contrast to this, in the first experiment with data augmentation, a larger
and more complex database was used for training, which resulted in
somewhat poorer results, but the models generalize better and are better
suited for larger datasets with less similarity among the individual im-
ages. For the Xeeption model from the 2nd experiment, it 1 immediately
apparent that no learming effect has taken place and that the model
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chitecmures. With the VG516 model, a more precize localization of the effects could be achieved than with the Xeeption model. (For interpretation of the references to

colour in thiz figure, the reader iz referred to the web wversion of thiz article.)
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Fig. 10. Activation maps for powder bed recordings during the SLS process without visible powder bed defects. Image anomalies were detected and localized by the
CMM architectures. Various anomalies were identified in the WGG16 model and localized relatively precizely. For the Xeeption model, larger image areas were
identified az anomalies and the actual irregularities in the powder bed could therefore often be localized lesz precizely.

cannot classify the data without data augmentation. This means that the
model behaves completely differently than the VGG16 model, but this 1=
due to an overfiting after considering the curves from Fiz. 7. The
Xeephion mode]l may have learned mizsleading or irrelevant information
for the Xception model from the 3rd experiment. Data augmentation was
carried out there, but the models were not trained in advance with the
ImageMNet dataset. Az a result, no learning successes could be determined
in this experiment in the 30 observed epochs either. The same applies
here to the VGG16 model. However, based on the curves of the valida-
tion accuracy and the validation loss in Fiz. 7, an overfitting can also be
concluded, which has a negative effect on the claszification.
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In summary, from the investigation of all three experiments it can be
determined that the presented method with data augmentation and with
pretraining with ImageNet 12 advantageouz in order to achieve better
results and to implement more robust model architectures. The data
augmentation iz particulady mmportant for the generalization of the
with the weights from the ImageMNet dataset saves a considerable
amount of computational effort, since this has already been carned out
reduces the nsk of overfitting, since a much larger database was
considerad when ealeulating the model weights.

Thiz work also showed that both inwvestigated CNN model
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architectures could learn interesting features from the image data in
order to be able to then automatically assess the quality of powder bed
images. In the future, this can support the quality assurance of additively
manufactured components, e.g. as a supplement to the downstream,
non-destructive assessment of the part quality, but also for in-situ
monitoring of the additive manufacturing process. Compared to the
studies by Xiao et al. [3], real production datasets with real powder bed
defects were used for this, while no powder bed irregularities were
artificially introduced.

The activation maps generated in this work can specifically identify
and localize powder bed defects. This was also shown in the work by
Baumgartl et al. [5] for thermographic images during the SLM process,
where possible delamination defects in the part layers were localized
and detected through different temperature ranges. In this work, the
VGG16 model architecture identified the defects more precisely than the
more modern Xception architecture and is therefore better suited for
image analysis for quality assurance in selective laser sintering. One
reason for the better results of the VGG16 model may be that in this
model a large number of model parameters (approx. 138 million) are
distributed over relatively few model layers (23) and thus enable a more
detailed analysis of the individual image data. In the Xception model, for
example, there are far fewer parameters (about 23 million) that are
distributed over a large number of layers (126). Another reason, how-
ever, is the relatively small amount of data, which can result in the
Xception model not being able to learn sufficiently due to its complexity.

The lack of available data is a major problem in the basic classifi-
cation of powder bed defects in selective laser sintering. Normally, DL
models are trained over several thousand image data. Training CNN
with only a small amount of data can easily lead to an inaccurate clas-
sification and can impair the generalization ability of the models. The
adjusted powder bed dataset contained more than 8500 images, which
were very unevenly distributed. It contained only 706 images with
visible defects for the model to learn from. The lack of DEF data is
therefore the main problem of the approach presented here. The per-
formance of the models presented could increase as more DEF image
data become available. This can first be evaluated with a so-called
ablation analysis in a way that conserves resources [39]. According to
Fawcett and Hoos [39], algorithms with many influencing parameters
are examined with ablation studies to determine which parameters
contribute most to changes in performance between two configurations
of the algorithm and which changes in the standard configuration of the
algorithm actually lead to better performance. For example, if an abla-
tion study on a model architecture with less data achieves a performance
comparable to that of a larger dataset (with the same parameter
configuration), no significant increases in performance are expected
from an even larger database.

Furthermore, the problem of image preprocessing must be consid-
ered. By cropping the images to a size of 180 180 pixels, it is not
possible to capture the entire cylindrical build area of the SLS system
without capturing undesired black border areas. This should be opti-
mized through more suitable camera positioning and better camera
focus.

Another difficulty in this investigation was the interpretation of the
visualization results of the CNN models. A deeper understanding of the
visual characteristics of a digital image and the individual convolutional
operations within the neural networks is required in order to be able to
explain the predictions and visualization results in detail. The resulting
activation maps were recorded and fundamentally analyzed in this
context, but further explanations are required in order to understand
why the model particularly highlights specific areas of the image. These
interpretation problems may be resolved in the future through larger
datasets and more detailed research.

6. Conclusions

In this paper, we introduce different machine learning architectures
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that can be used to automatically differentiate between good and bad
powder bed images during selective laser sintering. There, good images
without visible defects in the powder bed are marked as OK and images
with visible defects and irregularities as DEF. The investigated methods
used techniques of transfer learning with pretrained weights of the
ImageNet dataset, which served as initialization for the VGG16 CNN
model as well as for the Xception CNN model. Then a new classifier was
provided consisting of a fully connected layer with 1000 channels, a
dropout layer with a retention rate of 0.25, a batch normalization
operation and another fully connected layer with only one channel and a
sigmoid activation function. The images used were preprocessed in a
defined manner, divided into classes and reproduced using established
methods in order to generate a balanced dataset. With transfer learning
it was then possible to work effectively with the small dataset. The
VGG16 CNN architecture achieved the best results and clearly out-
performed the results of the Xception architecture. With the VGG16
approach and a special data augmentation, a test accuracy of 0.958 was
achieved, as well as a precision of 0.939, a recall of 0.980, an F1-Score of
0.959 and an AUC value of 0.982 for the VGG16 ROC curve. The results
were visualized with the Grad-CAM method and compared for both
methods. Both neural network architectures were able to recognize and
localize powder bed irregularities.

As regards future work, so-called ablation studies should first be
carried out in order to evaluate the CNN architectures presented and to
examine the performance of the models with even smaller datasets. If
performance results similar to those in this study are achieved, no sig-
nificant increases in performance can be expected for these model ar-
chitectures, even with larger amounts of data. Otherwise, investigations
should be carried out on a larger dataset in future work. In particular,
more DEF image data needs to be included in the examinations and the
impact on the analyzed results considered. In addition, the effects of
various data preprocessing steps and methods should be investigated
and various hyper parameter configurations should be tested to further
improve the performance of the models. Moreover, further CNN model
variants and classifiers should be investigated with the powder bed data
in order to generate even more powerful and faster transfer learning
variants. Finally, according to the ImageNet dataset, a special dataset
should be created with various classes and image examples on process
irregularities and part defects in additive manufacturing, with which the
respective model architectures can be trained in advance. This should
significantly increase the effectiveness of CNN models in terms of error
detection in various additive manufacturing processes.
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The authors regret the typing errorin section "4.2 Test results", which
shightly changes some values in Table 3 (page 9) and thus even shghtly
improves them in terms of accuracy and precision. The updated Table 3
with the correct values iz shown below.

Due to the changes in some values in Table 3, some references in the
manuscript aleo change. The old text references and the new, updated
text passages are listed below.

List of text references that need to be updated due to the changed values in

Table 3:
the typing emror in -~ in the mamsoripe are ax follows:
.
“Abotract™ The V3016 model The V3016 model
(page 1 architecture achieved the architecture achieved the
beat regults for Accuracy best results for Accuracy
(0.958), Precizion (0.939), {0.958), Precizion (0.950),
Recall (0.980), F1-Score Recall (0,939), F1-Score
(0.9559) and AUC value (0.959) and AUC value
(0,962 (0.982).
“4 3 Test results™ The acowracy (0.971) and the  The acowracy (W977) amd
(page B} ROC-AUG value (0.993) are the ROC-ALUGC valoe (0.993)
better than the accuracy are better than the accuracy
(0.958) and the ROC-AUC (0.958) and the ROC-AUG
wvalue (0.982) for the second-  valoe (0.982) for the second-
beat regult, ... best resule, ..
“4 2 Test results™ The precizion shows the The precizion chows the
(page 100 correspondence of the corresponidence of the
{contirred or next column)
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The authors regret Reganding the old references The new updated references

the typing error in in the mamuocript: are an follows:

pection:
correct clase with the correct clam with the
correctly clamified correctly claszified
predictions of the model and  predictions of the model and
shows a cignificantly better shows a significantly better
value for the V3016 model value for the YOO16 model
with 0.939 than for the with 0.980 than for the
Xception model with 0.876. Xeeption model with 0.915.
relevant clags, here the DEF relevant clase, here the DEF
claza anid with the VGO16 clam and with the VOG16
msdel with 0960 it iz abowe moidel with 0,939 it iz above
the value of the Xception the value of the Xception
msdel with 0.918. muoidel with 0.B76.
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Table 3
Confusion matrices and performance parameters for the examined CNN architectures for the classification of powder bed defects at the SLS process for all experiments
carried out.

Experi-ment Model Confusion Matrix Accuracy Precision Recall (TPR) FPR F1-Score ROC-AUC
Ist VGG16 490 10 0.958 0.980 0.939 0.021 0.959 0.982
32 468
Xception 459 41 0.894 0.918 0.876 0.086 0.897 0.934
65 435
2nd VGG16 496 4 0.977 0.992 0.963 0.008 0.977 0.993
19 481
Xception 500 0 0.500 1.000 0.500 0.500 0.667 0.514
500 0
3rd VGG16 180 320 0.515 0.360 0.522 0.489 0.426 0.525
165 335
Xception 500 0 0.500 1.000 0.500 0.500 0.667 0.526
500 0
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ARTICLE INFO ABSTRACT

Keywords: Procesz and environmental parameters that infloence manufacturing processes and results are of great impor-
Addisive manufacturing tance in additive manufacturing processes such as Fused Deposition Modeling (FOM). The recording and analysis
Mmm"ﬂ“"’ of these parameters iz an important tazk of quality assurance (QA). For this purpose, sensors are increasingly
Machine lesrming used, which continnously record the environmental data during the printing process. Subsequently, algorithms
%ﬁi:??ﬁi. for machine leamning (ML) are suitable for the data analysiz of data sequences as well az for the inrelligent

clazsification of the results in defined 3D printing condition claszez. In this paper different state-of-the-art ML
algorithms are prezented, which enable a supervized learning classification approach of environmental sensor
data (temperature, humidity, air pressure, gaz particlez) in the FDM process. For thiz purpose, a new data
preparation method was developed which sequences different senzor time series data. FDM zensor parameters of
wvarigus 30 printing conditions were recorded, preprocessed accordingly and saved in two differently sized
datazers. Furthermore, a sensitivity analyziz was carried out in order to examine the influence of the individual
sensor parameters on the ML analyses. Interestingly, the air pressure values were characterized az being most
relevant to the analyzes. Better results were alwayzs achiewed with the air pressure values than without. The air
pressure values hawve a stabilizing effect on the analyzes and reduce overfitting. In the further course of the in-
wvestigations, testz were carried out on the two datasets of different sizes with all considered ML algorithms as
well az testzs with and without the air pressure values. There, the modern XceptionTime architecture has proven
to be the most effective and robust againzt overfitting. XeeptionTime can achieve excellent results with a min-
imum of 95% accuracy with both a small and a large databaze. The Macro Fl-Scores are alzo always abowve 89%
and indicate a good classification for all 3D printing conditions examined. The ML investigations were then
compared in a proof of concept with 3D szcan examinations established in guality assurance. The 30 scans of the
printed FDM components could not provide any clear information about the different printing conditions and
only the component surface could be analyzed. The ML analyzes, especially with the XeceptionTime architecture,
enable an effective alternative to guickly and easily differentiate between different 30 printing conditions. The
ML time series classification presented in this work iz accordingly well suited for use in an industrial environment
andd, with special optimizations, can be effectively applied in practice to support quality assurance in additive
manufacturing. Thiz quality assurance approach iz completely new and offers immense potential to increase st
in and acceptance of additive manufacturing procezzes.

1. Introduction well as to a large extent by non-industrial home users, the method of
material extrusion defined in accordance with I50/ASTM 52900, which

Additive manufacturing (AM) or 3D printing iz a term for the layer- 1z alzo known under the brand name Fused Depostion Modeling (FDM],
by-layer manufacturing process of components from three-dimensional iz often used. In the FDM process, a filament material 15 melted and
computer-aided design (CAD) files [1]. In research and industry, as selectively applied to a print bed through a nozzle, creating the desired

* Correzponding author.
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contour and the three-dimensional (3D) component in layers [2].

With the FDM process, various thermoplastics such as polylactide
(PLA), acrylonitrile butadiene styrene (ABS) and polyamide (PA) can be
used [2]. Moreover, high-performance plastics such as polyetherimide
(PED) and polyetheretherketone (PEEK) can be processed with special
FDM systems [3]. This means that the process is also of interest for ap-
plications in the aerospace and medical technology sectors. However, in
order to be perceived as a serious production process in these regulated
industrial sectors, special quality assurance (QA) and quality manage-
ment (QM) requirements must be met.

In AM processes in general and especially in FDM, there are a large
number of process and environmental parameters that influence both
the printing process and the printing result and have an impact, for
example, on geometric, mechanical or surface properties as well as
process stability [4]. Reliable detection and analysis systems have to be
developed to characterize these parameters in order to ensure a stable
AM process with optimal process specifications, process results with
defined quality requirements as well as a certified QM [5].

Machine learning (ML) is increasingly being used to monitor the
manufacturing process in order to analyze image and process data and to
derive predictions about the expected component quality [6,7]. With the
help of cameras and sensors, special process data can initially be
recorded and monitored on site [8,9]. Using process analyses based on
artificial intelligence (AI), computer-based learning processes can then
be performed. These are then trained to evaluate the recorded data or to
predict future data courses and can thus provide early conclusions about
the printing process and the component quality. In addition, the
manufacturing results can also be examined after the printing process by
means of optical 3D scans and evaluated in terms of their component
quality [4].

In this paper, a supervised learning strategy based on different
intelligent ML algorithms are developed and compared with regard to
their performance in order to detect irregularities in environmental
sensor data in the FDM process. The overriding goal is then to use the
analysis results to identify various 3D printing condition classes and
process errors at an early stage and thereby achieve better process
reliability, repeatability and QA in FDM. The findings are then corre-
lated with the results of optical 3D scans of the printed components and
the effectiveness evaluated with regard to the classification of different
printing conditions.

2. Related work

In the field of AM, ML is already used in a variety of ways and in
various sub-processes, for instance to monitor processes, evaluate pro-
cess images or detect process errors. For example, a prediction method
for warping in FDM was developed based on thermal time series data
that was recorded from the print bed via thermocouples and evaluated
using a K-nearest neighbors algorithm [10]. The prediction method
works, but the classification accuracy still needs improvement.
Furthermore, no comparisons with other algorithms were undertaken.

In another publication, a monitoring solution for the processing of
ABS using the FDM method was developed, in which environmental
parameters in the form of volatile organic compounds (VOCs) are
recorded and analyzed by an intelligent Support Vector Machine (SVM)
algorithm [11]. The results are then used to predict that a defined
threshold value for the VOC concentration will be exceeded. However,
the component quality achieved was not assessed in this way, but the
exposure to potentially harmful environmental parameters during the
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printing process was monitored.

An ML methodology based on regression algorithms was developed
by Charalampous et al. [4] to investigate the dimensional deviations of
CAD models and the manufactured physical components. For this pur-
pose, a database with optical 3D scan data was created in which printed
components with various printing parameters were stored as a data basis
for regression analyses and thus different correlations between printing
parameters and dimensional deviations can be shown. These in-
vestigations are limited to the regression algorithms and do not use
manufacturing process data, but optical evaluations of the printing re-
sults after the manufacturing process. This means that internal part areas
in particular cannot be mapped using this method.

Wu et al. [8] developed an in situ monitoring of FDM machine
conditions using acoustic emission data in order to detect normal and
abnormal system conditions using an SVM algorithm. In another pub-
lication, Wu et al. [12] also developed a principal component analysis
(PCA) with the acoustic data, which significantly reduced the
complexity of the computation. Acoustic signals have also already been
examined in a metal-based powder bed fusion (PBF) process with
complex, efficient and widespread neural network architectures in order
to enable the printed structures to be classified [13]. All investigations
recognized that the evaluation of acoustic process data is effective
identifying different operating states of the systems used, but only one
specific acoustic parameter was recorded in each case.

Another application of ML is to analyze process parameter sets of a
metal PBF process via optical image data in order to find clusters that
represent a high-quality print result [14]. Such a process was also
developed for selective laser sintering (SLS) with plastics [7]. There,
image data were analyzed with complex transfer learning methods so as
to develop an automatic classification of powder bed defects during the
SLS process. These ML applications are very complex and require more
powerful computing hardware, which means that the computing costs
are relatively high and the analysis times are relatively long. In addition,
the return of the analysis results for the intelligent optimization of the
production system is, in principle, more complex than with sensor-based
approaches.

Image-based error detection systems based on convolutional neural
networks (CNN) are already available especially for the FDM process,
which can analyze the process in real time and detect incorrect printing
conditions [15,16]. Both investigations are limited to clearly recogniz-
able geometry defects that were analyzed using a CNN algorithm. Jin
etal. [17] have linked a corresponding CNN architecture with a modern
localization algorithm in order to enable the localization of printing
defects in addition to the detection of unfavorable printing conditions.
This optical analysis method is very effective, but does not allow direct
analysis of the process parameters.

Further comprehensive studies on quality control and in situ process
monitoring with one-, two- and three-dimensional data (e.g. sensor,
image and tomography data) in AM can also be found in the literature, e.
g. clearly in the publication by Kim et al. [5] and Qi et al. [9] collected as
well as especially for FDM in the review of Fu et al. [18].

Overall, it can thus be stated that various ML methods are used in the
literature to differentiate between machine and printing conditions in
AM systems. Among other things, special sensor data are also used,
which already enable very effective classifications between quality-
related aspects. However, this work is about the development of a
strategy and method for evaluating larger amounts of environmental
sensor data and the efficient classification of this data as a coherent
process. In addition, the findings are used to support quality assurance
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Fig. 1. FDM nozzlez with different degrees of wear and clogging (which, in
principle, were alzo used for the investigations). Left- a completely new nozzle,
right: a used nozzle with ower 50 h of printing time.

(a)

(k)
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ML analysiz of several different environmental parameters in combina-
tion with different ML algonthms has not yet been carried out and, based
on the previous literature results, represents a very interesting approach,
e.g for FDM. In the following, thie study develops and desernibes an ML
approach in which four environmental eensor parameters (temperature,
humidity, air pressure, gas particles) are recorded together, evaluated
using different ML algorithms and then compared to optical 3D scans.

3. Materials and methods

The experimental setup used in this study, the data acquisiion and
the generated datasets are deseribed in detail below. In addition, the
data preprocessing, the ML algonthms and finally the performance
metrics that are used are explained.

3.1. Experimental structure and data acquizition

The FDM process was connected to a system consisting of an envi-
ronmental sensor and a single-board computer and thues monitored
mline. An 13 Mega S low-cost FDM printer (Anyeubic Technology Co.,
Shenzhen, China) was used for production. A 0.4 mm nozzle and a

Flg. 2. Experimental setup of the zensor and preparation on the FDM printer. (a) shows the senzor board with the printed howsing. (b) shows the mounting near the

print nozzle. (c) vizualizes the flow opening of the howzing.
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Fig. 3. Data preprocessing steps carried out for the ML investigations.
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Flg. 4. Visualization of four different standardized environmental sensor parameter time seriez over the printing time for one nommal FOM manufacturing process.
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heatable zlage plate print bed were used for printing. The printing ma-
terial was PLA4 (Filamentworld, Meu-Ulm, Germany) with a filament
diameter of 1.75 mm. A simple gearwheel with a base diameter of 35
mm and a height of 30 mm was constructed as the print object. The CAD
program Autodesk Inventor Professional 2019 (Autodesk Inc., San
Rafael, USA) wae used for the design. The printed gear iz shewn in
Section 4.2 in Fig. 9.

software Ultimaker Cura version 4.8.0 (Ulimaker B.V., Utrecht,
Metherlands) and adapted to different 3D printing conditions. The
printing conditions result from the setting and vanation of epecial print
process parameters that are very relevant for the prnt quality in the
FDM process (see Table 1). Basically, a distinetion 12 made between one
normal ("normal’) and five different, deviating (here referred to as
"defect”) 3D printing condibions. The normal printing condition
(normal 01] is the basic setting for the investigations and 1z made up of
recommended process parameter sethnge for printing temperature and
printing speed (recommended by material and system manufacturers) as
well as filament and nozzle conditions usually present in production
environments (we assume that due to continuous production and ma-
chine usage, there are always relatively new filament material and
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Flg. 7. Training and validation loss plots of the used ML algorithms with the main datazet.
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Flg. 8. Training and validation loss plots of the RNN LSTM (left) and XeeptionTime (right) algorithms with the ablation dataset.

(a)

Fig. 9. Geometry specoum of the dezigned and printed parts. (a) CAD dezign, (b) normal printed part, (c)) printed part with clearly visible geometric defects.

retracted, used nozzles).

In terme of filament condition, a distinetion iz made between “new”
(filament taken directly from an unopened onginal packaging, opened
for a maximum of 7 days) and “old™ (filament stored openly in a normal
production environment for at least 12 months). The nozzle condition 1=
divided between “new” (unused up to a maximum of 10 manufacturing
hours of the nozzle used) and “used™ (at least 15 manufacturing hours of
the nozzle). The background to this 15, on the one hand, that the nozzle
wears out continuously in the course of itz use [19]. On the other hand,
we aleo suspect that it iz simultaneously clogged with bumt filament
particles (eee also Fiz. 1). It iz therefore assumed that a used nozzle
releases more gas particles, which affects the ML analyees. Thus, a new
nozzle in FDM rezults in a different 3D printing condifion. However, due
to the assumption of contimuous production, a new nozzle i1z a relatively
rare and uncommon condition and 15 therefore considered below az a
(defect) condition that deviates from the normal 3D printing condition

(b)

(c)

The printing temperature i= measured indirectly via the air temperature.
It 1z assumed that, for example, the printing temperature ranges ree-
ommended by the filament manufacturers and temperature ranges that
deviate from them can be recorded relatively easily. Enowledze of
whether or not the recommendesd printing temperature ranges have
been adhered to can then be used both to certify the printing process
and, iIn combination with other sensor parameters, to characterize
different 3D printing conditions.

The deviations from the normal state were set to simulate irregu-
laritiez and printing errors or rather to enable different 3D printing
conditions. Te do this, the filament condition was firet changed from
“normal 01" by using an old filament. Thiz 3D printing condition class iz
then referred to as "defeet 01", In addition, the condition of the nozzle
was changed by uzing a new, unused nozzle for the printing tests. This
printing condition class iz characterized as "defect 027, Another vana-
tion iz "defect 037, in which a new nozzle was used and a higher printing

Table 1

Procecs parameter Uit normal 01 defzct 01 defect 02 defect 03 defect 04 defect 05
“optimal settings™ “old filamens™ “new Mozzle™ “higher temp” “higher gpesd” “blocked nozzle™

Nozzle - used zed new new new noed

Filament - new old new new new ald

Print temperature G 210 210 210 240 210 240

Print opeed mum, sec 50 S0 50 50 100 50
‘Constant parameters over all printing condibions

Layer thickneos mm 0.z

Infall % 100

Filament fow L] 100

Bedl temperature °G 60
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Table 2
Bosch BME680 environmental sensor parameter specifications [20].

Parameter Temperature Humidity Air pressure Gas particle
resistance
Operation -40 85 C 0 100% r. 300 1100 50 300000
range H. hPa
Accuracy 1C 3% r.H. 0.6 hPa 2 5%
Resolution 0.01 C 0.008% r.H. 0.18 Pa 0.08%
Noise 0.005 C 0.01% r.H. 1.4 Pa 1.5%

temperature was set. A new nozzle was also installed for "defect_04" and
the printing speed was increased. "defect_05" is a special condition class,
as aregular printing error due to a partially blocked nozzle was recorded
here during the production. All printing process parameters for the
different printing condition classes are listed in Table 1. Only exemplary
combinations of the printing process parameters considered were
examined, as otherwise the production and time expenditure would
have been too high. This work is also not a 3D printing study, but an ML
study with special method development, in which the consideration of
exemplary sample cases is sufficient.

The environmental sensor data was recorded using a Bosch BME680
environmental sensor (Bosch Sensortec GmbH, Reutlingen, Germany),
which was already installed on a development board (SIMAC Electronics
GmbH, Neukirchen.Vluyn, Germany) and a Raspberry Pi 3B (OKdo
Technology Ltd., London, UK). A 128 GB USB stick (SanDisk Corp.,
Milpitas, US) was used for data storage. The technical data of the sensor
with the specifications of the individual measured variables are defined
in [20] and listed in Table 2. In addition, a self-developed and
3D-printed sensor housing made of PLA was designed to accommodate
the sensor board and mount it on the printing extruder in such a way that
all sensor parameters can be measured as close as possible to the fila-
ment extrusion (see Fig. 2). For this purpose, the sensor was placed next
to the printer nozzle in the air flow of the component cooling. In order to
protect the sensor from excessive high temperatures and soiling by
plastic threads, it was installed facing away from the nozzle and pro-
vided with a flow opening.

The Raspberry Pi serves as a voltage source and for data transmission
with the environmental sensor. The data transfer was provided via Inter-
Integrated Circuit (12C), with the Raspberry Pi acting as the master of the
12C communication. Concerning the hardware, the connection is
implemented via copper cables with DuPont connectors, which are fixed
with strain relief to ensure reliable communication.

For the interaction between the single board computer and the
environmental sensor, a computer program was written with the pro-
gramming language Python Version 2.7.16 (python software founda-
tion, Fredericksburg, US). In addition, a special BME680 software
library (Pimoroni Ltd., Sheffield, UK) was implemented in order to be
able to use predefined functions for I2C communication, sensor config-
uration as well as measuring and reading out the data. This was then
used to set oversampling values for the temperature, air pressure and
humidity recording and to define the temperature and heating duration
of the gas particle measurement. The basic values from the BME680 li-
brary were used as the starting point for the sensor configuration. The
resulting python program saves the detected data during the measure-
ments in a comma-separated values file (CSV file).

For further processing of the recorded environmental sensor data, a
web server was installed on the Raspberry Pi which enables internet
access to the CSV files via an internet protocol (IP) address and a web
browser. Using the Secure File Transfer Protocol (SFTP) it is then
possible to transfer encrypted data between the Raspberry Pi and an
external computer. The open-source program FileZilla version 3.53
(FileZilla-Project.org, Cologne, Germany) was used to the securely
transfer the CSV sensor files.
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3.2. Environmental sensor datasets

In this work, two datasets are used for supervised learning. A larger
dataset with labeled data and an unbalanced structure (approx. three
times more data of the "normal" 3D printing condition class are recorded
than for the other printing condition classes) for the main investigations
(main dataset) and a smaller dataset with labeled data and a balanced
structure (all printing condition classes have the same number of data)
for a subsequent ablation study (ablation dataset). According to Bie-
denkapp et al. [21], the ablation study aims to examine the influence of
certain parameter meanings or analysis conditions (in this case the size
of the dataset and the distribution of the data) on the changes in per-
formance of the ML algorithms.

The datasets used in this work are composed of the environmental
sensor parameters recorded by the environmental sensor during the
additive manufacturing process on an FDM printer. During the process,
constant current time stamps of the environmental sensor values as well
as the environmental sensor parameters temperature at the sensor, hu-
midity, air pressure and resistance of the gas particles were detected
with a recording rate of 2 Hz. We initially assume that each of the
environmental sensor parameters recorded has sufficient influence on
the printing process, which can then be recorded by the ML algorithms.
Since we initially have no system knowledge about the influence of the
respective parameters on the ML analyses, we do not categorically
exclude any parameters from the investigations in advance. Moreover,
the effort required to record all the environmental parameters examined
here is low. However, as part of the scope of the investigations, a feature
importance analysis was also carried out to determine the relevance of
the individual sensor parameters for the ML analyses.

All data of a manufacturing process were then written to a CSV file.
The main dataset generated in this way consists of 19 individual CSV
files with the recorded environmental sensor data for each production
process. This results in 19 physically printed components, with ten
components being manufactured with the process parameter configu-
ration "normal 01" and three components each with the configurations
"defect_01", "defect_02" and "defect_03". The ablation dataset is smaller
with a total of six CSV files and only contains one CSV file each for the
process parameter configuration "normal 01", "defect_ 01", "defect 02",
"defect_03", "defect_04" and "defect_05".

3.2.1. Data preprocessing and data structure

For the planned investigations in this paper, the data must be pre-
processed. To do this, they are first detected during the manufacturing
process and saved in a CSV file. The data files are then manually cropped
to remove the start and end data values. Accordingly, the exact time of
the start of printing of the first printing layer and the exact end time of
the last printing layer were recorded for each production process. All
values before and after were deleted from the CSV file. In addition, the
first two minutes of the production process were also deleted, since, at
this point, there was not yet a stable and consistent printing process in
place. This results in CSV files with exactly 20000 value pairs for the
main dataset, which represent a stable production process of approxi-
mately 2 h 48 min. For the ablation dataset, CSV files with 12000 value
pairs were created, which represent a production process of approxi-
mately 1 h 40 min. Then, using a python script, the cropped data records
are automatically divided into sequences with exactly 500 consecutive
value pairs and a title line for the column names. This results in 40 se-
quences for the main dataset and 24 for the ablation dataset. The se-
quences are then manually divided into the respective 3D printing
condition classes of "normal" and "defect" and assigned a corresponding
binary identifier. The classified and marked data are then merged to
form a new overall dataset. After this step, the main dataset comprises
380000 pairs of sensor values and the ablation dataset 72000, which are
then analyzed by ML algorithms for special features. The individual
preprocessing steps are listed in Fig. 3 below.

For the classification and training of the ML algorithms, this results
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Table 3
Hyperparameter settings for all ML algorithms used in this work.
Cost Function Learning Optimizer  No. Batch Lr Decay
rate (Lr) Epochs size
Categorical 1 108 Adam 20 64 patience
Cross entropy 5

in a data structure based on individual manufacturing process data, each
of which is subdivided into time-dependent sequences with always 500
successive pairs of sensor values and one line of text. The sequences are
then marked and merged to form larger datasets. The manufacturing
process data, the data structure of the resulting datasets and the indi-
vidual sequences are accessible online in a data repository: https://doi.
org/10.17632/pprxj2yfby.1.

3.2.2. Data distribution and hyperparameter settings

The main dataset and the ablation dataset each have a different data
distribution. The main dataset is created with a data imbalance and the
ablation dataset with a data balance. A (binary) data imbalance occurs
when one class contains significantly more values than another class
[22]. Accordingly, a data balance characterizes a uniform data distri-
bution over the classes to be classified. However, the main dataset
generated here does not exhibit a binary imbalance problem because it
contains more than two different classes. This problem is, according to
Tanha et al. [23] described as a multi-class imbalance. In this case, the
dataset is imbalanced if the number of values in a class is significantly
above or below the number of the individual remaining classes [23,24].
In the main dataset, the class with the normal values is more than
three times as extensive as the remaining defect classes. Within the
ablation dataset, all classes are evenly distributed and have the same
number of sensor values. The data distribution must therefore be taken
into account when evaluating the investigations, as there are different
techniques for balanced and imbalanced problems [24]. The evaluation
techniques used in this work are described below in Section 3.5.1.

So-called hyperparameters are used to vary certain settings in ML
algorithms. For the training of the ML algorithms investigated in this
research, suitable hyperparameters were determined in preliminary
tests and then held constant throughout all investigations. The hyper-
parameter settings used are listed below in Table 3 and are described by
Hutter et al. [25] in detail.

3.3. Artificial intelligence and machine learning

Al is defined as the automation of intellectual tasks normally per-
formed by humans [26]. ML takes a relatively new approach to Al
development, in which computer algorithms perform analyses, which in
turn enable computer programs to automatically improve themselves
through experience [26,27]. Correspondingly, according to Chollet
[26], a ML system is trained rather than explicitly programmed. A lot of
data for a task to be examined is then considered by the ML system and
analyzed in terms of a statistical structure, which then enables the sys-
tem to develop rules for automating the task at hand. In the process, ML
is used, for example, to identify objects in images, to convert speech into
text or to make predictions from data. All these applications increasingly
make use of a special class of techniques, which in turn are referred to as
deep learning (DL) and are a sub-area of ML [28]. In this context, DL is a
new way of looking at learning information from data, with a focus on
learning from successive layers of increasingly important data repre-
sentations [26]. Learning with these layer representations takes place
using models that are referred to as artificial neural networks [26].
These neural networks are relatively easy to implement, computer-based
computational models that were inspired by the neurosciences and are
used for a variety of problems such as pattern classification and pattern
recognition [29]. Artificial neural networks are one of the most powerful
ML methods and are extremely suitable for processing large amounts of
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data [30].

A multilayer perceptron (MLP) is the simplest and most original form
for DL architectures and is also referred to as a fully-connected (FC)
network which consists of a linear stack of completely connected
network layers, since every neuron in one layer is connected to every
neuron in a next layer [31]. Because of this property, the number of
network parameters (such as neurons with their adapted weightings and
the respective threshold value) can become very high and tend to have
redundancies. Another disadvantage is that spatial information is not
considered, e.g. each time stamp has its own weighting, whereby the
time information is lost and the time series elements are treated inde-
pendently of each other [31].

One of the most popular DL implementations for modeling spatial
and temporal correlations is the convolutional neural network (CNN)
[32]. CNN implementations are state-of-the-art in image and speech
processing [33]. However, it is also possible to use it to evaluate
time-correlated measured values of time series signals. [34]. In this
context, a convolution can be viewed as a filter that is applied and
shifted over the time series, whereby the filter has only one dimension
(time) instead of two dimensions as with images (width and height)
[31]. The classification of activities or peculiarities in the time series is
then based on the extraction of special distinguishing features in the
one-dimensional time series, which are recorded by sensors [35]. There,
it is important, on the one hand to have strongly correlated, temporally
close measured values [32] and, on the other hand, appropriately
designed feature representations of sensor data and suitable classifiers
[35].

Another frequently used DL implementation for the analysis of large
amounts of data is recurrent neural networks (RNN), which are capable
of learning long-term dependencies in sequential data [36]. A modern
RNN architecture with very good performance, inter alia when evalu-
ating raw time series data, is the long short-term memory (LSTM) ar-
chitecture [37,38]. The LSTM architecture has a very good learning
capability and corresponds to the state-of-the-art in several areas, both
practically and theoretically [39].

Other modern DL implementations for time series analyses are partly
based on known network architectures that are already successfully used
in image analyses. These include, among others, InceptionTime [40] and
XceptionTime [41]. New models for extracting information from time
series based on compact convolutional neural network elements are also
being developed. This includes in particular the eXplainable Convolu-
tional neural network for Multivariate time series classification archi-
tecture (XCM) [42]. All of these modern networks have a very deep and
complex structure, which enable high accuracy, good generalization and
scalability, but also require more computing power and possibly
computing time.

3.4. Machine learning structures used in these investigations

In this work, different ML models were used to detect specific ac-
tivities in sequenced environmental sensor data. Fig. 4 shows excerpts of
the recorded and standardized environmental sensor parameters of a
normal FDM printing process, which are then analyzed by the archi-
tectures described below. In this process, all examinations were under-
taken using a local workstation computer with a Windows 10
environment, a Nvidia GeForce RTX 2080 Ti GPU with 11 GDDR6 VRAM
and an Intel Core i7 9700k CPU with 3.6 GHz, 8 cores and 32 GB RAM.

All ML algorithms used were implemented with the open-source DL
package tsai [43] in python version 3.7.7. This means that current
state-of-the-art time series classification models based on scientific
publications are utilized, which can be applied in a comparable and
reproducible manner. The basic process flow from the input of the sensor
data to the output of the classification results is the same for all imple-
mented algorithms and is shown in Fig. 5.

A simple MLP was used as the first ML architecture for the in-
vestigations. The basic structure of the MLP developed in this work is
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based on the architecture developed and proposed by Wang et al. [44].
There, the network consiste of three layers, all of which are completely
interconnected. Then a relatively simple 1D CNN was used. The archi-
tecture was again developed by Wang et al. [44]. By that, the 1D CNN
has a very compact structure with three convelution blocks consisting of
a convolution, a batch normalization and a RelLl activation layer. The
batch normalization accelerates the convergence speed and helps to
improve the generalization of the network and to avoid overfiting. The
features of cach classification category extracted from the convolution
blocks are then vectorized by a global average pooling operation (GAF)
[45] and transferred to the output layer with a softmax classifier. With
GAP, the clazsification of the network is easier to interpret and less prone
to overfithng than the FC layers otherwize commonly used [45]. A third
neural network architecture is based on an LSTM architecture in
accordance with Hochreiter and Schoidhuber [37]. The model consists
of three LETM layers with an input unit, an output unit and a eell block,
which can be thought of as a complex memory cell that regulates the
flow of information and ecan run through several time steps without
losing the information and weightings recorded in the proeess [36]. The
L5TM generalizes well for many problems, which iz good for aveoiding
overfitting and also results in more stable runs and faster learning times
than other algorithmes [37].

The InceptionTime, XceptionTime and XCM architectures were used
to compare the models deseribed before with these recent state-of-the-
art DL implementations. IncepionTime generalizes well to real data-
sete, reduces the dimensionality of the time series as well as the model
complexity, whereby overfitting can be reduced with a sufficiently large
number of training data [40]. XeeptionTime is wery robust against
temporal interruptions in the input and independent from the length of
the input. In addition, the use of the depth wise separable convolutions
makes it far less complex and less prone to overfiting [41]. The XCM
architecture extracts information directly from the input data (with 1D
and 2D filters) and thus enables good generalization to both small and
large datasets with little susceptibility to overfiting [42].

3.5. Performance measures

Three aspects are analyzed in this study. One 1z the sensitivity of the
environmental sensor parameters in the ML examinations. Another 1s the
performance of the developed ML algorithms and the last is the com-
panson of the recording of the part quality with the printed test parts. In
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order to examine the sensitivity of the senzor parameters, a permutation
feature importance analysis iz carnied out. To evaluate the algorithme,
specific performance metnes are used to present and summanze the
results. To evaluate the part quality, an optical 3D measurement of the
compenents is carried out with a 3D scanner to enable a quality com-
parizon between the different 3D printing condition classes.

3.5.]. Neural network evaluation metrics

The selection of a suitable metric for examining and differentiating
the performance of different classification algorithme iz an important
aspect in ML, because the correct selection of the metric ensures that the
claszification training of the algonithms iz umiformly evaluated accord-
ing to suitable croteria [46,47]. There are balanced and unbalanced re-
cords in the data on whach the classification tasks are based. The man
dataget results in an unbalanced dataset with a multi-class problem. For
the investigations of the ablation datazet, a balanced dataset was created
in which each class iz equally likely. For classification tasks, the results
can still be displayed in a specific confusion matrix (CM) [42]. The CM is
a crosstab that records the number of specific cases between the present
classes and between two critenia (predicted and actually oceurred) [47].
A basic example for the CM of the investizations carried out in this work
iz given in Table 4. The most important are the True Positive (TF) values,
which represent the correctly classified sequences. True Negative (TN)
values are all other, incorrectly classified sequences. False Positive (FF)
and False Negative (FN) values are the summed, mizsclassified elements
performance metrics.

It should be noted that there iz a multi-class classification for both
generated datasets and correspondingly adapted caleulation bases are to
be used. For thiz reazon, Accuracy, Macro Average Precizion, Macro
Average Recall and Macro Fl-Score were used for the investizations
carried out in thiz work. These metrics are defined below and explained
in detail by Sokolova and Lapalme [49] as well az Grandim et al. [47]:

m™w + 1IN
™ + TN + FP + N

Accuracy (1)

- Y

= @)

Macre Average Precision

K
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Macre Average Recall e
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) (4)

Table 4

Macro Average Precision '+ Macro  Average Recall ™

Principal CM scheme for the examinations in thiz work. The red border characterizes the CM for examinations with the main datazet and the blue border characterizes

the examinations with the ablation dataset.
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To find out more information about the sensitivity of the environ-
mental sensor parameters to the ML algorithms, a permutation feature
analysis is performed. This feature importance measurement was
introduced by Breiman [50] especially for random forests. In principle,
the increase in the prediction error of the respective model is determined
after individual values of a feature have been swapped [50]. The
importance of a feature is measured accordingly, with a feature being
important when the model error increases (the characteristic is impor-
tant for a good classification) and unimportant when it decreases (the
characteristic leaves the model error unchanged and is of limited rele-
vance for the classification). This is a common way of measuringthe
sensitivity of input characteristics in ML.

3.5.2. 3D Scan for part quality measurement

In order to enable an optical quality comparison between the
different 3D printing condition classes, a dimensional check was carried
out on the printed components with a 3D light scanner with ATOS Core
Sensor (GOM GmbH, Braunschweig, Germany). This method has been
used in previous publications to compare the impacts of printing

Table 5
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parameters on the respective dimensional deviations of the printed parts
[4]. The optical scanning system used has a camera resolution of
2448 2050 pixels at a frame rate of 7 Hz and 5 million measuring
points per scan. The system is therefore suitable for capturing details and
even the smallest geometrical deviations in the printed components. For
the overall result, several individual scans were performed to reproduce
the surface topography of the components as completely as possible.
GOMscan software (GOM GmbH, Braunschweig, Germany) was then
used to convert the individual point clouds into complete scan views.
Surface comparison measurements were made between the printed
components and the designed CAD reference models to evaluate the
effects of the various 3D printing condition classes and to make quali-
tative statements about the print quality. The surface comparisons then
provide a colored representation of the inspected surface areas, which
show their deviations from the CAD reference model.

4. Results
4.1. Permutation feature importance analysis

The sensitivity analysis of the sensor parameters was carried out with

Performance metrics for ML algorithms for the classification of sensor data at the FDM process for all investigations with the main dataset.

Experiment Model Confusion Matrix Accuracy MacroAvg Precision MacroAvg Recall Macro F1-Score Time [mm:ss]
1st MLP 793 2 0 0 0.999 0.999 0.998 0.999 00:20
0 236 0 0
0 0 240 0
0 0 0 239
1D CNN 795 0 0 0 0.999 0.999 0.999 0.999 09:01
0 235 1 0
0 0 240 0
0 0 0 239
RNN LSTM 795 0 0 0 0.991 0.986 0.989 0.988 17:23
0 231 5 0
0 0 236 4
4 0 0 235
Inception 795 0 0 0 0.999 0.999 0.999 0.999 39:16
Time 0 235 1 0
0 0 240 0
0 0 0 239
Xception 793 0 0 2 0.997 0.997 0.996 0.997 38:03
Time 0 235 1 0
0 0 239 1
0 0 0 239
XCM 795 0 0 0 0.999 0.999 0.999 0.999 19:15
0 236 0 0
0 0 240 0
0 0 1 238
2nd MLP 725 0 70 0 0.947 0.968 0.938 0.952 00:20
2 234 0
4 0 235 1
0 0 3 236
1D CNN 724 0 71 0 0.952 0.976 0.941 0.958 08:47
0 235 1 0
0 0 239 1
0 0 0 239
RNN LSTM 793 2 0 0 0.989 0.985 0.987 0.986 16:39
1 231 4 0
0 235 5
4 0 0 235
Inception 726 0 69 0 0.953 0.976 0.942 0.959 37:21
Time 0 235 1 0
0 0 239 1
0 0 0 239
Xception 722 0 71 2 0.952 0.977 0.941 0.959 37:41
Time 0 236 0 0
0 0 240 0
0 0 0 239
XCM 724 0 71 0 0.951 0.975 0.941 0.957 15:01

1 235 0
1 0 238 1
0
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the larger main dataset. The four recorded values of temperature, hu-
midity, air pressure and gas particles were declared as features. The
result is a representation of the relative importance of the individual
environmental sensor parameters for the analysis and is shown in Fig. 6.

The feature importance analysis shows a clear gradation of the
relevance of the individual sensor parameters for the ML analyses. The
air pressure has the greatest influence, followed by the humidity, the
temperature and the gas particles, which are least relevant for the
classifications. This order is unexpected and also illogical from the point
of view of AM, since barometric air pressure is usually not a relevant
influencing variable for the printing process. In the ML context, how-
ever, this feature is much more important, which in turn is under-
standable, since even minor changes in air pressure are clearly
noticeable in the generally relatively constant air pressure curves and
generate a fairly easy to analyze and quite meaningful pattern of the
feature. This feature then superimposes all other features and is
weighted more heavily by the algorithms.

Since the context of AM is of great interest in this work, experiments
with and without air pressure are conducted as a result of the feature
importance analysis. By that, this characterizes on the one hand the real
influence of the air pressure on the ML analyses and, on the other hand,
examines the performance of the algorithms without the air pressure
parameters that are irrelevant for 3D printing.

4.2. Time series classification results

Using the described ML architectures and the recorded environ-
mental sensor data, two examinations were carried out; a classification
of data structures on the main dataset and a classification of the data on
the ablation dataset as part of an ablation study and to validate the re-
sults. Two experiments were carried out again for each examination; one
experiment with all recorded environmental sensor data (temperature,
humidity, air pressure, gas particles) and a second experiment without
the air pressure values.

In the process, all algorithms were first trained with 80% of the data
from the datasets and then validated with the remaining 20%. This is an
established method to, for example, detect overfitting. The results and
relevant performance metrics of the examinations for the main dataset
are listed in Table 5 below. In addition, Fig. 7 shows the accuracy and
loss curve of the examinations for the training and validation data of all
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ML architectures with the main dataset.

All ML algorithms perform very well with the main dataset, with
efficient classification of the individual 3D printing condition classes
(see Table 5). The accuracies of the 1st experiment are always over 99%.
Only very few sequences are classified incorrectly by the algorithms,
which means that all other metrics consistently achieve very good values
of at least 98%. If one also considers the training and validation losses
from Fig. 7, the results can at least be confirmed for the training data. In
the 1st experiment, the training loss gradually decreases in all models
and reaches very low values of almost 0. This suggests that all algorithms
found a relatively good fit for the training data in the course of the
training. The validation loss also gradually decreases to very low values
for all models after four epochs at the latest and remains there. As a
result, the ML architectures also perform very well on unknown data,
which is ultimately also mapped in the CM (see Table 5). It is also
noticeable that the algorithms have longer computing times with
increasing complexity.

In the 2nd experiment, in which the air pressure values were not
included in the analyses, the performance values were consistently
lower. The accuracies here are only about 95%, only the RNN LSTM
performs a little better with approximately 98%. However, the classifi-
cation of the sequences is still very effective overall. With all algorithms,
with the exception of the RNN, the greatest uncertainty is clearly in the
distinction between the states "normal 01" and "defect_02", which can be
seen in Table 5 about the CM values. Both states are actually compa-
rable, but differ in the state of the nozzle. Since the air pressure is not
considered in the 2nd experiment, the differences can in principle only
be detected via the gas particles. Since this parameter is least relevant
for the ML algorithms according to the feature importance analysis, it is
likely that many sequences of both classes are the same for the algo-
rithms and are classified incorrectly.

The loss plots from Fig. 7, however, provide somewhat more differ-
entiated insights into the effectiveness of the individual algorithms.
While the training loss of all models continue to run as expected and
gradually decrease, the validation losses no longer behave as expected.
For all algorithms, they do not achieve as low values as with the training
data and, with the exception of XceptionTime, are relatively noisy. At
the MLP, there is no decrease of the validation loss, and with the 1D
CNN, InceptionTime and XCM, the values for the validation loss peak
after just a few epochs and then begin to increase again. This is

Table 6
Performance metrics for the RNN LSTM and XceptionTime algorithm for the classification of sensor data at the FDM process for all investigations with the ablation
dataset.
Experiment Model Confusion Matrix Accuracy MacroAvg Precision MacroAvg Recall Macro F1-Score Time [mm:ss]
Ist RNN LSTM 45 0 0 0 0 0 0.741 0.750 0.632 0.686 03:41
0 46 0 0 0 0
2 4 16 0 28 0
0 0 22 23 5 0
5 0 0 0 40 5
4 0 0 0 0 45
Xception 44 0 0 0 0 1 0.972 0.973 0.827 0.894 07:17
Time 0 460 0 0 0 0
0 0 49 1 0 0
0 0 0 50 0 0
6 0 0 0 44 0
0 0 0 0 49
2nd RNN LSTM 40 0 0 0 0 5 0.676 0.683 0.670 0.676 03:16
0 41 5 0 0 0
0 0 19 0 31 0
0 0 0 7 43 0
8 0 0 0 40 2
0 0 0 0 0 49
Xception 45 0 0 0 0 0 0.969 0.970 0.830 0.895 07:09
Time 0 46 0 0 0 0
0 0 49 1 0 0
0 0 0 50 0 0
7 0 0 0 43 0
1 0 0 0 0 48
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charactenistic for overfithng and indicates that these algorithme adapt
too much to the specific patterns of the training data. Az a result, the
algorithms imitially do not generalize the information that has already
been learmed to the new, as yet unknown validation data. The never-
theless quite good performance values are probably due to the strong
similarity of the training and validation data. The validation loss courses
from the BRMNN and the XeeptionTime algorithm shows no obvious
complexity of the algorithms in thiz experiment, but are in prineciple
somewhat shorter than in the 15t experiment, which can be attributed to
the lack of air pressure data.

The examinations with the ablation dataset are based on a much
csmaller database than with the main dataset Thizs fundamentally in-
creazes the sk of overfithng. For thiz reazon, only the RNN LSTM and
the XeeptionTime algorithm are used for further investigations, as they
proved to be the most resistant to overfitting in the first experiment with
the main dataset. The results of the examinations with the ablation
dataset are listed for the performance metrice in Table 6 and for the
courses of training and validation loss in Fiz. 5.

For the ablation dataset, the performance between the two algo-
rithmes uzed is very different. In the 1zt experiment with the air pressure
data, the RNN LSTM architecture only has an accuracy of approximately
74% and m the 2nd expenment without the air pressure values, it 1z even
a slightly lower value of approximately 68%. But in view of the CM
values, there iz still a basically functioning classification, at least be-
tween special classes. If the Macro Fl score iz alzo included, which only
achieved values of just under 68-69% for both experiments, it can ul-
timately be concluded that the RNN LSTM algorithm predicte some
classes poorly with lhittle data and therefore does not work rehiably
overall. Looking at the loss profiles from Fiz. 2, one explanation for the

(defect_03)

Fig. 10. Dimensional control with an optical 3D light scanner to compare the quality of the printed partz with the different printing conditions.

(defect_01)

(defect 04)

11

Additive Mamtfecturing 50 (2022) 102535

poor performance, among other thingz, is overfiting. While the training
loss in the 1st experment gradually deerease and thus shows a good fit
for the training data, a peak iz reached in the validation data after nine
epoche, after which the loss values rise again and before stagnating.
training and the validation data are similar In addition, they de not
reach az low walues az in the lst expeniment and already indicate
overfitting in the training data_

areas in both the Jst and 2nd experiments. The accuracies here are
around 97% and the Macro Fl scores of around 90% indicate a good
claszification for all classes. Even more remarkable, however, are the
loes courses from Fig. &. Training and validation loss courses decrease
successively in both experiments, reach approximately the same mini-
mum values, are not very noisy and show no overfitting. Thizs iz optimal
behavior and interesting in that it was not previously achieved with such
clanty by any algonithm in the large main dataset.

4.3, Part quality resultz

In addition to the manufacturing parameter data and the ML algo-
rithme, the manufacturing results were also examined in more detail
For thiz purpose, the grometric specttum of the printed parts iz firet
analyzed, from the CAD reference geometry used (Fiz. 9, left) to a
relatively precieely printed part (Fiz. 9, middle) to a generated part with
clearly recogmizable grometric defects (Fiz. 2, right).

This iz followed by a quality comparizon with an optical 3D sean for
three components of every 3D printing condition class. The results of one
analyzed component of each of the different 3D printing conditions are
shewn in Fiz. 10. This should represent a first proof of concept, with
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which it is shown that ML analyses enable an effective alternative to
optical 3D scan examinations.

In the quality comparison generated in this work, the dimensional
deviations between the specified CAD reference data and the generated
part geometries are shown in color. The color representation is also
associated with a numerical indication of the dimensional deviations in
mm. Yellow and green areas correspond to very small to smaller de-
viations between the examined areas, blue areas visualize larger nega-
tive differences and red areas characterize maximum positive area
differences. The quality comparisons between the 3D scans of the
components printed with the individual 3D printing condition classes
are all quite similar except for defect 05 . At first, there is no clearly
visible difference that can be seen. However, on taking a closer look at
the legends of the 3D scan images, smaller gradations can be seen. The
printing condition "normal 01" forms the reference with the optimal
print settings and maximum deviations of 0.10 mmto 0.32 mm. In
comparison, the printing condition "defect 01" shows slightly higher
negative deviations of  0.34 mm. The 3D printing conditions

defect 02 and defect 03 again show slightly higher positive de-
viationsof 0.11 mm to normal 01 , but are visually indistinguishable
from one another. The condition "defect_04" deviates a little more from
the optimal conditions, both positive with  0.15 mm and negative with
0.35 mm. Overall, however, the differentiation of the 3D printing
conditions based on the optical 3D scans remains difficult. Only the
condition "defect_05" can already be clearly recognized optically, since
on the one hand the maximum deviations of 0.25 mmand 0.60 mm
are clearly above the optimal conditions and on the other hand a large
part of the component area was not captured by the 3D scan and is
therefore shown in gray in the quality comparison images.

5. Discussion

A large number of findings relating to various aspects of the inves-
tigation were generated from the research work previously carried out.

5.1. Findings related to additive manufacturing

With the proposed test setup, different environmental sensor data
can be recorded and further processed in a simple manner during the AM
process. The analysis of the detected and preprocessed data with state-
of-the-art ML algorithms is then possible with a supervised learning
approach. In this way, different 3D printing conditions that occur in
reality can be labeled and used for effective algorithm training, which
ultimately also enables automatic and intelligent classification of 3D
printing condition classes by the ML algorithms. Not all recorded envi-
ronmental sensor parameters are equally important for the ML analyses.
The sensitivity analysis carried out showed that AM-relevant process
parameters can have different relevance in the ML context. The baro-
metric air pressure in particular is usually not of great importance for the
printing process, but it is for the ML analyses. It is most relevant to the
investigations carried out, followed by humidity, temperature and gas
particles. It should be noted, however, that by using an open 3D printing
system, the external environmental influence on the data turned out to
be stronger and so changes in the environment of the printer might be
included in the ML analyses to a greater extent than with a closed sys-
tem. However, it can already be clearly seen here that differences in the
printing temperature result in very well differentiable data (see CM in
Table 5 and Table 6). The print status "defect_03" (higher temperature)
was almost always detected without any doubt.

5.2. Findings related to machine learning

The strong relevance of the air pressure for the ML analyses is un-
derstandable, since the patterns present in this sensor parameter are
relatively clearly recognizable and thus dominant. The air pressure is
always fairly constant and even small fluctuations or pressure
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differences between different data sequences are clearly visible. The
other environmental parameters are noisy and patterns are less clearly
recognizable. The importance of the air pressure becomes clear in the
experiments carried out with and without air pressure data from Table 5
and Fig. 7 included in the analyses. The inclusion of the air pressure
values, which are irrelevant for the AM process, initially increases the
computational costs slightly. However, the performance of the ML al-
gorithms is always worse without the air pressure data and tends more to
overfitting. The air pressure parameters therefore basically have a sta-
bilizing influence on the analyses and contribute to a better general-
ization of the examined ML architectures, which in turn is positive for
the classification of new, unknown data. It can therefore make sense to
record as many process parameters as possible, despite a slightly higher
resource consumption, provided that the effort involved is low, in order
to first examine their respective relevance for ML analyses and their
effects on the generalization. Furthermore, it can be seen that older and
at the same time simpler algorithms perform similarly to modern, more
complex algorithms. However, the simpler algorithms require signifi-
cantly shorter computing times and are therefore more resource-
efficient. If the susceptibility to overfitting is considered, both the
simpler RNN LSTM and the more complex XceptionTime architecture
achieve the best results with an effective classification for the larger
main dataset.

This effectiveness could only be confirmed for XceptionTime in the
ablation study with the smaller ablation dataset (see Table 6). This
modern algorithm copes much better with less and at the same time
more differentiated data than the RNN LSTM, where no effective clas-
sification has taken place and overfitting has already occurred in the 1st
experiment and there already in the training data (see Fig. 8). The
following findings can thus be drawn specifically from the ablation
study:

More data is better for an effective time series classification.
Modern and more complex ML algorithms for time series classifica-
tion perform better than simpler ones with smaller databases.

With little data and even without the air pressure values, Xception-
Time is very effective and robust against overfitting.

XceptionTime generalizes better with more differentiated data and
basically enables an effective classification of 3D printing conditions
with environmental sensor data.

5.3. Findings related to quality assurance

The results of the ML analyses can make a productive contribution to
quality assurance in AM. The trained algorithms can, for example,
analyze data in the respective printer software in parallel with process
monitoring and provide information on the current print quality rela-
tively quickly. Furthermore, based on the presented ML analyses,
intelligent online services could be developed which interact with 3D
printers connected via the internet and continuously monitor the
printing process. In addition, the generated results can serve as a sup-
plement to conventional quality assurance or replace established quality
assurance procedures such as optical 3D scans. The 3D scan can only be
used superficially and after the component has been manufactured and
is only very poorly suited to differentiating between different printing
conditions. ML, on the other hand, is much better suited to differenti-
ating the printing conditions with effective algorithms, as it can perform
quality control for all external and internal component structures faster,
more precisely, more easily and, above all, production-integrated. It is
also non-destructive, can be implemented relatively cheaply and can
also enable process-integrated, one hundred percent quality control and
documentation in almost real time. For a corresponding industrial
application of the presented methods, however, improved, increasingly
automated processes must be developed. In addition, more and more
diverse data must be added to the database of the algorithms to ensure
even more robust classification.
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6. Conclusions

In this work we present different simple and more complex state-of-
the-art machine learning (ML) algorithms for an intelligent classification
of manufacturing data, which was recorded during the Fused Deposition
Modeling (FDM) process. For this purpose, the environmental process
parameters temperature, humidity, air pressure and gas particles are
recorded by an environmental sensor, sequenced and pre-classified for
training the intelligent algorithms. A sensitivity analysis regarding the
relevance of the parameters was also carried out. The air pressure is the
most important parameter in the ML context and has the greatest in-
fluence on the analyses. The sequenced data were then stored into a
larger unbalanced and a smaller balanced dataset. The datasets then
served as the basis for data analyses using the deep learning techniques
as well as for two experiments with and without the weighty air pressure
parameters. The RNN LSTM and XceptionTime architecture obtained the
most effective results overall, achieving high performance metrics and
good robustness against overfitting with the large, unbalanced dataset.
The results were then validated in an ablation study using the smaller,
balanced dataset. The XceptionTime model performed best, with Ac-
curacy (0.969) and Macro F1-Score (0.895) as well as good robustness
against overfitting even on the 2nd experiment without the important
air pressure values. In this way, an effective classification of 3D printing
condition classes could be achieved. In a first proof of concept, the re-
sults of the data analyses were also compared with optical 3D scan
component quality investigations. For this purpose, the printed FDM
component samples were optically scanned and compared with a
reference geometry in order to determine the dimensional deviations.
However, the dimensional deviations for the various 3D printing con-
dition classes examined in this work are usually very small and difficult
to determine optically. The ML data analysis of the environmental
parameter data of the FDM process has proven to be more effective,
faster and more cost-effective in order to identify differences between
the various 3D printing conditions. Based on all results, the modern
XceptionTime architecture is the most effective and at the same time
most suitable for a future real-time evaluation of FDM manufacturing
data. It also enables an effective, inexpensive alternative to non-
destructive quality assurance with optical 3D scans and can also
enable process-integrated one hundred percent quality control.

In the future, the data analyses should be extended to include addi-
tional process parameters (e.g. acceleration and sound parameters) in
order to achieve even more precise and stable analysis results. Another
future task is to be able to perform data detection, preprocessing and
analysis even more automatically and inline during the production
process and to feed the results back to the production system in real
time. A semi supervised learning approach with pretrained ML algo-
rithms could be suitable for achieving automated, intelligent and self-
optimizing quality assurance with ML. This approach could automati-
cally divide new data into the trained classes and provide quality
assurance with a continuously growing database for decision-making.
This is of particular interest for the industrial use of ML algorithms, as
this could implement an artificial intelligence for quality assurance of
the printing process that does not need to be explicitly programmed or
regularly optimized. The structure of the data preprocessing should also
be optimized, e.g. improved data sequencing can contribute to simpli-
fied analyses and better results. Additional investigations with a larger
database can also contribute to better classification results and new
dropout and weight regularization operations can reduce overfitting.
The inclusion of different manufacturing data in the database is also
important in the future. A combination of the knowledge of the 3D
printing conditions and the actual resulting component quality could
also be beneficial for optimizing the classification results. For this pur-
pose, the training database would have to be continuously adapted after
the printing processes. Especially when comparing the ML analyses with
the optical 3D scans, the proof of concept presented here must addi-
tionally be validated and the results evaluated in the future. For this
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purpose, for example, a freeform part can be used, other manufacturing
parameters can be selected or a completely different additive
manufacturing process can be utilized.
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ARTICLEINFO ABSTRACT

Eeywords: Cuality management (M) of additive manufacturing (AM) processes iz currently immature in terms of trans-
Addisive manufacturing parency, traceability and security. In particular, quality-relevant documents are not documented and commu-
Q‘“’h‘?w nicated in a traceable and transparent manner, which often leads to quality deficiencies. However, combining
;:im AM with blockchain technology can enable a solution that maps the AM value chain digitally, mransparently,
Digital part recond maceably and zecurely in a part record. In thiz work, a quality assurance (JA) concept for the metal-based
Matesial . material extruzion (MEX) process iz developed that enables a digital representation of the value chain in the

form of an AM part record. The decentralized solution presented in thiz work uses an architecture consisting of a
web application for data acquisition, a decentralized storage solution for storing larger amounts of data, a smart
storage of blockehain data. The AM part record enables raceable and constantly available digital documentation
of quality information. The cost-effectiveness of the solution is alzo shown in a demonstration study. The research
resultz highlight the benefitz of a blockchain-based AM part record for digital manufacturing documentation and

represent an efficient alternative or extenzion to existing QM and QA solutions in ANM.

1. Introduction

Additive manufacturing [ AM), often aleo referred to as 3D printing, is
the generiec term for various manufacturing processes that build up layer
by layer for the production of geometrically complex parts from digital,
thres-dimensional files [1]. The technology 1= becoming increasmgly
important for both scientists and users in the industrial environment and
iz changing from a rapid prototyping tool to an established
manufacturing process in industrial production [2]. In the course of
Industry 4.0, the digitization of the manufacturing industry iz pro-
gressing rapidly, with AM in particular offering interesting digital
transformation opportunities [2]. According to Alkhader et al. [2], the
reduction in delivery times, the development of a decentralized and
more sustainable production through AM can be cited in particular. At
the same time, modermn digital technologies of additive manufacturing
alzo open up new possibilities for solving special process-specific prob-
lems. In particular, quality assurance (QA) and quality management
(M) =till have great optimization potential in AM [4]. According to
Yang et al. [4], the existing statuz quo of AM QM in particular chould be

* Correzponding author.
E-muail address: eril westphal@uni-rostock de (E. Westphal).
https://doiorg/10.1016,.jii. 2023. 100517

Available online 26 August 2023

improved towards a philosophy that consiste of emphasizing quality,
involving every stakeholder in the QM procese, communicating quality
problems transparently and effectively documenting all quality-related
aspects. Moreover, consensus on quality iz difficult to achieve in a sys-
tem of mutual distrust ameong stakeholders. Especially for decentralized
collaboration, where no actor owne all the data centrally. Thizs iz exactly
where blockchain technology can generate added value. According to
Christidiz and Devetzikiotis [5], a blockehain is ezsentially a distributed
database architecture based on eryptographically linked blocks of in-
formation contaiming consensus-checked datasets. It iz also the most
well-known form of Distnbuted Ledger Technologies (DLT) and prom-
izes to ensure the authenticity of digital information and manage data
ownership [6]. Thus, according to Kurpjuweit et al. [7], the combination
of blockchain and AM can be particularly promizing because:

1 The already highly digitized AM process chain can potentially be
transferred directly to a digtal infrastructure such az a blockehain.
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2 Data security risks in the digital process chain are minimized by
enabling data immutability and protecting sensitive manufacturing
information from manipulation.

3 Intellectual property risks and constraints can be managed.

4 Transparency in the AM supply chain is increased and more trusting
relationships are created between the individual transaction
partners.

If these aspects are specially adapted to the QM of AM processes,
digital, secure, unchangeable and transparent part documentation can
be made possible, for example. Klockner et al. [8] have already devel-
oped the basic idea of mapping the life cycle of a printed part on a
blockchain, including all relevant actors and work processes. In the
concept developed for this purpose, in addition to the actors involved in
the physical flow of parts (OEMs, material suppliers, printing and lo-
gistics service providers, customers), the actors involved in the flow of
information (external data generators, certification and regulatory au-
thorities, financial service providers) are also considered in a 3D print-
ing value chain.

This work builds on the previously mentioned, so far rather theo-
retical considerations about the combination of AM and blockchain
technology for quality improvement. The main focus is on the devel-
opment of a blockchain-based quality assurance concept for mapping an
AM value chain in the form of a digital part record. Specifically, a
concept solution consisting of a web application and a smart contract is
being developed, which includes relevant aspects of AM QM as well as
documentation of manufacturing and QA data of the AM printing pro-
cess for subsequent machine learning (ML) analyses. A corresponding
integration of ML analyses in real time is then analyzed within the
concept and discussed as a necessary extension. The specific goal of this
work lies in the elaboration of the QA concept as well as in the imple-
mentation and evaluation of a corresponding prototypical solution using
an AM example process. Furthermore, the research question was pur-
sued, which advantages the prototypical solution enables compared to
current systems and processes. Metal-based material extrusion (MEX) is
defined in ISO/ASTM 52,900 and also known under the brand name
Fused Deposition Modeling (FDM). MEX was chosen as an example
process, since additional post-processing steps (e.g. debinding, sinter-
ing) in this AM process result in traceable production and part docu-
mentation as well as QA across various stakeholders. For this reason, the
use of a blockchain-based QM solution seems particularly useful, espe-
cially in a production network of several production companies that are
connected via a supply chain.

2. Related work

Various research work on the use of blockchain in additive
manufacturing has already been carried out and some of the first
blockchain solutions have also been implemented. Klockner et al. [8]
conducted an investigation on the use of blockchain in AM to evaluate
the possibilities for business model innovations. Among other things,
they have developed and described a detailed concept of a blockchain
platform for the AM value chain. However, this concept was not
implemented for the application and examined for practical feasibility.

Alkhader et al. [3] designed a blockchain-based solution for the
traceability of additively manufactured products based on Ethereum
smart contracts and demonstrated the implementation in a simple form.
The solution guarantees secure and trustworthy supply chain manage-
ment between the network participants involved and automated
execution of transactions via smart contracts. Furthermore, the decen-
tralized storage solution InterPlanetary File System (IPFS) is integrated
to store and distribute design files, device data and product specifica-
tions [3]. However, the solution was not tested in a specific application
in practical use and does not have a functional interface for interaction
between the users of the solution and the Ethereum blockchain in the
background. The digital mapping of the value chain of a specific AM
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process to support QM was not considered in this work either.

A 3D printing platform for spare parts management based on
blockchain technology was developed by Zhang et al. [9]. The proto-
typical system developed in the process enables the coordination of
spare parts suppliers and the identification of their production standards
in order to be able to quickly qualify suitable suppliers. Furthermore,
on-chain and off-chain storage solutions have been implemented to
ensure data sharing while respecting property rights, and a product
traceability solution has been developed to ensure the safety and
transparency of spare parts. However, there is no comprehensive
documentation along the AM process and a digital QM based on the
prototype system has also not been implemented.

Mandolla et al. [10] have examined an additive metal manufacturing
process of a component using the example of the aircraft industry and
designed a digital twin for manufacturing using a blockchain solution. A
simplified blockchain model was developed to show how a digital twin
of the AM manufacturing chain can be technically implemented in the
aviation industry. However, the entire blockchain concept developed in
the work was not put into practice, only the area of part design was
considered in more detail.

A conceptual application of blockchain technology to manage
product information in the AM development process was presented by
Papakostas et al. [11]. In the concept study, a network is designed in
which network participants interact with a blockchain agent via trans-
actions. This demonstrates product lifecycle management that enables
data exchange between network participants through a low-cost mech-
anism, creates greater transparency of all transactions, enables better
traceability of operations and greater traceability of decisions. The
concept is evaluated based on a general AM application scenario and
implemented in a dedicated development environment. However, the
paper by Papakostas et al. [11] only conceptualizes the implementation
and does not describe it in detail. In addition, the presented use case is
not very detailed, thus, for example process-specific pre- and
post-processing steps were not sufficiently considered. Furthermore,
blockchain functionalities were implemented separately in the form of
an unspecified private blockchain.

Bonnard et al. [12] proposed and elaborated an object-oriented
model for developing a digital AM process chain. Thereby, process pa-
rameters from product development to post-processing and validation
are recorded and modelled in an object-oriented manner. Data stored in
this way is useful for combining application and database development
and enables a unified data model. In addition, the abstraction, inheri-
tance and encapsulation of quality-relevant process data is supported.
However, it is not a blockchain-based solution, which means that certain
security and trust aspects, among others, have not been considered.

Guo et al. [13] designed a framework that includes personalized part
production using AM techniques based on digital twins and blockchain.
Product lifecycle information such as design, manufacturing and service
data is stored as digital twin data in a blockchain. The blockchain then
enables the authentic transfer of the digital twin data between customers
and part manufacturers. However, the paper does not present an
exemplary solution based on practical implementations, and the trace-
ability and accessibility of the digital twin data between different pro-
cess stakeholders remains unclear.

Zhang et al. [14] have written a review of digital twins in AM.
Accordingly, digital twins are very helpful to better understand, analyze
and improve a product, service or manufacturing process. In AM, digital
twins are used primarily to collect data for process simulation, moni-
toring, and control, and to present this data in a form suitable for in-
formation retrieval. This is also used in the work of Witherell [15] to
better understand the AM process and, for example, to derive acceptance
criteria for AM components from digital twins. For the efficient use of a
digital twin, there is still a considerable need for research on suitable
hardware, databases, machine learning, data analysis and the interac-
tion of all components with each other [14]. In addition, the integration
of sensors for real-time data acquisition will also be required in the
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future [15]. In both studies, however, the focus is currently increasingly
on quality analyses that take place within a company and are summa-
rized, visualized and evaluated in a digital twin. The traceability and
accessibility of the digital twin data or the exchange of data across
company boundaries, for example to track supply chains, remains open.
Here, blockchain can be a useful addition to the concept of the digital
twin.

Further studies specifically on QM in AM have been conducted by Yi
etal. [16] and Schmid and Levy [17]. Both publications examine various
aspects of QM as well as QA in additive manufacturing and also consider
the costs incurred by these processes. General strategic approaches and
concepts for specific AM QM are also developed. However, these also
focus more on the AM production process within a company and address
less the necessary exchange of QM data between different companies.
Accordingly, the developed QM concepts are rather unsuitable for
cross-company QM, which is, however, necessary e.g. for the tracking of
supply chains. Here, blockchain can be a suitable solution to specifically
enable a secure, transparent and traceable data exchange between
different companies.

A comprehensive review on qualification and certification for metal-
based AM has been prepared by Chen et al. [18]. There will be a sum-
mary of the current state of standardization and challenges in qualifi-
cation and certification of metal AM components, as well as an outlook
on future research topics such as establishing trust and security in AM
using blockchain technology.

Another review on the general use of blockchain in supply chain
management was done by Chang et al. [19]. By analyzing various recent
publications, product traceability was cited as the most important cri-
terion for using blockchain in supply chain management. In addition,
there is a general steadily growing interest in blockchain technology,
especially in healthcare and government, but also specifically for supply
chain management. In these areas, there are also strong links between
Internet-of-Things (IoT) data and blockchain technology. According to
Chang et al. [19], future research activities should also focus more on
this area.

Specific studies on the use of blockchain in supply chain manage-
ment have been conducted by Giirpinar et al. [20] and Dietrich et al.
[21]. The studies show that blockchain projects in agriculture and food
supply chains are most commonly implemented in industry, followed by
production, pharmaceuticals, and healthcare [20,21]. The most com-
mon use cases are tracking and tracing, open information access and
fraud prevention [20]. With regard to supply chain management, a
trustworthy supplier relationship is an important goal here, as is order
fulfillment that is as automated as possible and transparent customer
service management. In this regard, a holistic architecture based on
smart contracts could be an important milestone in making the prop-
erties of blockchain technology accessible to complex production net-
works and supply chains [21].

3. Materials and methods

This research paper describes the design and development of a digital
part record for mapping the value chain of a concrete AM process. This
solution is intended to effectively support QM and QA to produce better
AM parts. To this end, the following section first describes the metal-
based FDM process used, defines quality-related AM processes, and de-
termines the Ethereum blockchain and the necessary evaluation criteria
for the solution. The envisaged boundary conditions, solution strategies
and development tools are also considered in more detail.

3.1. Metal-based fused deposition modeling process chain

This work utilizes an FDM process that uses a metal-filled polymer
filament in combination with special debinding and sintering steps to
create an all-metal part. The processing of metal filaments in the FDM
process is becoming increasingly important and enables cost-effective
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additive manufacturing of functional parts with simple desktop FDM
printers [22 24].

Accordingly, for the research conducted in this paper, a Makerbot
Method X (Makerbot Industries, Brooklyn, USA) desktop 3D printer is
used for fabrication. The material used was Ultrafuse 3161 stainless steel
composite metal filament (BASF, Heidelberg, Germany) with a metal
particle content of 80 wt% and a filament diameter of 1.75 mm. In
addition, a special experimental extruder (LABS Gen2, Makerbot In-
dustries) with a 0.4 mm nozzle was used for printing.

Various AM print objects were designed using the computer aided
design (CAD) program Autodesk Inventor Professional 2019 (Autodesk
Inc., San Rafael, USA) and prepared for the printing process using the
slicing software Makerbot Print version 4.10.1.2056 (Makerbot In-
dustries). The manufacturing process steps for metal FDM printing are
clearly shown below in Fig. 1. All QM-relevant data on the print jobs
performed as part of this work are stored in detail in a public data re-
pository [25].

The manufacturing process begins with the creation of a CAD design
of the part to be printed. This design is then transferred in what is known
as the Standard Tessellation Language (STL) file format to the slicing
software, where special process-relevant settings for the printing pa-
rameters, material and part positioning are made and the file is divided
into layers. A machine-readable print file is then created and transferred
to the 3D printer. The printer then creates the 3D part layer by layer,
which is initially called ‘green part . When the green part is printed, the
filament consisting of metal particles and polymer material partially
melts, with the polymer portion serving as a binder to bring the solid
metal particles into a defined shape. The green parts are then subjected
to a debinding process externally at a service provider, which removes
most of the polymer binder. The resulting parts are subsequently very
porous and are referred to as ‘brown parts . The brown parts are then
sintered in the final step under vacuum or hydrogen to burn out the
remaining binder content as well as to fuse the metal particles into a
dense form. After this step, dense metallic parts result, which can be
subjected to a final quality control.

3.2. AM quality-related processes

In the context of this work, various systems and processes for
ensuring and improving part and process quality in AM are considered.
First, a quality management system based on DIN EN ISO 9001 is
considered, in which requirements and measures for improving process,
product and work quality are defined. In the following, this is under-
stood to mean all quality-relevant processes before, during and after
component production. Part of these measures recorded in the QM
system is referred to specifically as quality assurance in the further
course and represents a further process for quality improvement. In this
context, QA primarily contributes to ensuring and controlling defined
quality requirements within a single company. This mainly involves
processes for improving part quality during the printing process, e.g.
through innovative data and ML analyses, but also conventional statis-
tical process controls or six sigma methods to ensure product or process
quality. Furthermore, according to Chen et al. [18], the terms qualifi-
cation and certification are relevant to quality. The aspects defined as
particularly critical - design, material, printing process, post-processing
and inspection - are recorded in great detail so that processes and parts
can be qualified and certified if necessary. For this, cross-company QM is
important, where quality-relevant data of the entire supply chain can be
efficiently tracked between different companies, e.g. via an 8D report to
ensure the product quality of a filament supplier or to accurately
document delivery processes. However, a correspondingly necessary
data transfer between the companies is complex. Since initially un-
known companies do not trust each other without further ado, secure,
transparent and traceable documentation of the QM data is necessary.
Here, blockchain can deliver significant added value for both QM and
certification processes. For QM within a single company, these
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Fig. 1. Metal-based FDM processing steps.

requirements are not as complex and data transfer 15 usnally simpler. For
thie reazen, the use of blockchain-based QM is of limited benefit there
and 1z not the mam focus of thiz worle

Section 4, a QA concept for the metal FDM process 1= designed that
effectively combines QM and QA and digitally maps them into an AM
part record. The new AM part record iz intended to fundamentally in-
crease quality in AM. The implementation of conerete goals to be ach-
ieved with the new QA concept enables an evaluation of the quality
improvement compared to conventional solutions. The goals to be
achieved are defined below both on the basiz of general evaluation
criteria found in other scientific publications [3,26] and on the basis of

specifically self-defined aspects:

» Digital integrity: Digitized documentation and decentralized stor-
age of conventional quality documentation processes of the FDM
process, such az paper-based preparation protocels, material certif-
icates, operator records, ete. across several companies.

# Costs: An economical alternative to current solutions.

# Efficiency: Comparct documentation of large amounts of data, such
as the manufacturing data of a print job, or efficient documentation
of ML-based evaluation results of printing data.

# Accountability: Holishie, detailed, traceable and tamper-proof
documentation of the entire value chain and information flow.

# Availability: A solution for constant, location-independent avail-
ability and timely updating of manufacturing and quality informa-

» Expandability: A way to simplify and speed up the certification of
AM parts.

3.3. Duimibwed ledgers, blockchain and Etherewm

This sechion defines and explane important terms related to DLT,
blockchain, and Ethereum that contribute to a better understanding of
thiz work. Table | provides an overview of the terms relevant in this
context.

Distributed ledgers are essentially identical copies of files that record
transactions, are stored In multiple locations, and are verified by a
consensus algorithm [30]. A popular DLT i1z blockchain, where the
distributed ledger 1z orgamzed as a chain of nformation blecks and sach
block 1z linked to the previous block wia a eryptographic reference
(hash). Thereby, each hash 1z unique and can be checked automatically,
which means that all recorded blocks can no longer be changed or
manipulated unnoticed [33]. If the content of a block were to be
changed, the hash would also change and no longer mateh the linked
hash of the previous block. This makes it possible to quickly detect
manipulations and changes to the blockehain imnformation.

The first known blockehain was released in 2008 as the Bitcomn
blockchamn [3]]. Howewer, thiz work 1z built on the decentrabized
Ethereum blockehain, which was coneeived in 2014 by Buterin [30] and
Wood [34]. Ethereum iz based on the coneept of the Biteoin blockehain
and can be seen as an extension that primarily enables the ereation of
digital contracts with the help of cryptography [20,35]. Through
appropriate consensus-enabled applications known as smart contracts,
custom rules for ownership, transactions, and state transiions can be

Table 1

Blockchain-related terms relevant to thiz paper.
Term Explanation
Dintributed ledger Syotem for digitally storing and synchronizing multipls
Blockchain Implementation of a DLT in the form of a

cryptographically linked chain of information blocks.
Haszh Cryptographic representation of data originally
mmniadmbeamdmablndmbnm.
that allown for emart contracts and decentralized
applications.
Proof-of-Wark based Etherenm Blockchain for testing
to gimulate own applications without wsing real
oryptocurrency [27].
Stah in distributed datn proceming in which all
participants in a network have agreed on the same data
values [25].
Computer programa that digitally execute and secure
procenses and user inputs in an automated manner over
computer netwocks [25].

Ethereum

Ethereum Ropoten Testnet

Solidity Object-oriented, turing-compl=te programming
language for implementing Ethersum mmart contracts.

Cryptoourrency Digital currency bazed on a distributed ledger to record
anil provve owmnerchip relations. &ypmnlmmnum
stored in crypto walletn such az M

Ether (ETH) Intringic currency of the Ethereum blochchaing used to
purchase computing power on the network.

Jaz Fee to be paid for performing caloulation steps of a
amart contract to awoid errors and infinite loopa [30].

dapp A decentralized application with code and data stored
on a distributed ledger.

Peer-to-Peer (F2P) Network in which nodes can exchange data directly

network with other nodes without having to involwe a third
party [31].

IPFS A decentralized gystem for tamper-proof storing and
transparent access to large amounts of data such az
files, images and videoa.

On-chain storage Storage of information on the blockchain itselfl with
accesgibility for all netwark participamts [32].

participants in a blockchain network [32].

defined to transform the entire transaction process through automated
contract execution in a cost-effective, transparent, and secure manner
[36]. The Ethereum blockehain was chosen for this work based on these
charactenetics, among others. In addition, Ethereum iz a fully decen-
tralized, public permissionless blockehain in which a very large number
of participants can read, write and validate information [37]. This has
the advantage that Ethereum-based solubions can be used by smaller
companies with only few potential network participants. Moreover, in
addition to the Ethereum mainnet, there are also several test networks
that can be used to experiment imitially and simulate well the real
deployment of solutions and smart contracts [27]. Howewver, it should be
noted that transaction costs are incwrred when using the Ethereum
mainnet and the performance of the framework iz limited by these
sometimes high costs and long transaction times due to high network
load [22]. However, according to Almeshal et al. [37], these costs are
not cntical factors for companies, as well az for this work, when
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choosing the Bthereum blockehain

To exccute a smart contract, so-called ‘gaz’ 1= consumed, which 1=z
required in the Ethereum network to execute computational stepe in the
contract code and to keep the network functional against programming
errors and hacker attacks [30]. Ethereum smart contracts are written In
a programming language such as Solidity and compiled into readable
machine code using a compiler. In this work, Solidity and the open
source program Remix IDE version 0.22_2 (remix-project.org) were used
to program the smart contract. Remix iz a web application that helps
write smart contracts and venify their imetionality. To interact with the
Ropeten Ethereum network via the smart contract and to manage the
individual user accounts, Metamask version 9.3.0 (ConsenSye Software
Inc., New York City, USA) 1= also used in thiz work. Metamask 1= an
open-source crypto wallet that also enables convenient connection of
smart contracts, erypto accounts and blockchain networks. Metamask
alzo provides users with a secure interface to perform blockehain-based
transactions.

The best-known application of a blockehain iz currently digital cur-
rencies, otherwise known as eryptocwrrencies [40]. In addition, the
development of decentralized applications (dApps) is growing strongly
as another use case of DLT [41]. dAppe are software applications whose
data and proeesses are stored in a blockchain. Decentralized storage
systems represent another application. These are the counterpart to a
centralized data storage server and consist of a peer-to-peer (P2F)
network of users, each stonng only a portion of the total data, ereating a
robust data storage and sharing system for larger datasets [42]. An
appropriate decentralized, low-cost off-chain storage solution for larger
data volumes iz, for example, the InterPlanetary File System [43]. Other
possible uses of blockehaing are listed in the work of Nuttah et al [44].
There, various technologies are explained that can be combined with
blockchain technology, such as edge computing, clowd manufacturing
and supply chain management. According to Almeshal et al [37],
blockchain will thus aleo dizmpt entire industries such as healtheare,
insurance as well as logistice. Especially in logistics in supply chain
management, tracking systems can be developed in combination with
blockchain technology to enable real-time traceability of products and
gecure information storage and distnbution, which iz already used in the
food industry [45] and medical technology [46], for example. However,
according to Nuttah et al. [44], in terms of solution Implementation,
blockchain technology is stll in the introductory phase of ite develop-
ment and 1z currently being fundamentally dizscussed mainly in the ae-
ademic hierature, while purely blockchain-based solubons are shll
limited at the industrial level Instead, hybrd sclution approaches that
combine distributed storage services and blockehain-based technologies
are increasingly emerging in the industrial sector [47].

The same approach is also followed in this work. For thiz purpose, a
combined application of blockchain, smart contract and decentralized
storage solution in the form of a dApp iz shown in Fiz. 2. In the first step,
data iz transferred to the decentralized data storage syetem IPFS version
0.12.1 (Protocol Labe, San Franciseo, US) via a web interface pro-
3.7.9 (python software foundation, Fredencksburg, US). The web
application data is entered by users via a frontend interface and stored in
a central MyS0QL database, which serves as a backend solution for the
web interface application. From the MyS0L database, all entered data
and information of a part 1= exported together via the web application in
the form of a JSON file and stored tamper-proof in a part folder in a
decentralized storage network. Other relevant data can then be stored
both in the central database as well ag in the decentralized storage space,
e.g. design files, eheer data and quality documents. Both the centralized
and decentralized storage solutions are necessary, on the one hand to be
able to quickly view all part data within a company via the central
Mw5S0QL storage, and on the other hand to be able to exchange part data
between different companies in the supply chain in a trustworthy and
secure decentralized manner [44]. In the second step, iInteractions with a
smart contract are performed by storing references to the location of the
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Fig. 2. Blockehain application in the form of a dApp.

decentrally stored data and other information in the smart contract via
the web interface. The references are based on the eryptographic hazh of
the stored content. This ensures that any subsequent change to the
stored content results iIn a new hash, malking changes transparent and
transactions more secure. The smart contract 15 then executed. The thord
step involves automated storage of the event and transacton data
[generally the storage of the hash values) on the blockchain, before the
fourth step enables the query of thiz data from the blockchain and
visnalization of the stored data via a web-based blockehain explorer.

4. Duality azsurance concept development

In the following, a blockchain-based QM in the form of a digital AM
part record for the metal FDM process is developed. For this purpose, the
generalized architecture of the concept 15 first presented, the imple-
mentation of the solution in the form of a demonstration study 1=
deseribed and the validation is shewn.

4.1. Generalized architecture for a digital, secure and tustworthy AM
part record

The generalized architecture presented here considers the wvalue
chain of the metal-based FDM process in combination with a dApp based
on a smart contract and blockehain-based az well az decentralized data
processing and data storage solutions. The aim of the architecture
developed i1z to digitally record the data of all physical and digital
manufacturing process steps as part of a comprehensive QA concept, to
map data inputs web-bazsed in the AM part record, to store them securely
and to make the results transparently accessible. Attention 1= always
paid to the immutability and accountability of the published informa-
tion, eo that after the implementation of thie architecture, the AM value
chain 1z available in the form of a trustworthy, digital part record for
ecach manufactured part. Fiz. 3 provides an overview of the
manufacturing processes documentesd in the QA concept, referred to
below az the digital AM part record.

The manufacturing documentation of the digital AM part record for a
metallic FDM part iz composed of four processes and the associated data
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Fig. 3. Manufacturing processes of a digital, secure and trustworthy AM part record with important parameters to be stored in a blockchain.

entries, which are subsequently stored in the part record in the form of
exported MySQL database entries as JSON files or documented reports,
sensor data and CAD files:

4.1.1. Development process

In this process, project-related data, construction-, design- and
slicing files are captured and stored in the central MySQL database as
well as tamper-proof off-chain via the IPFS decentralized storage system.
The printing material with the corresponding manufacturing process
and e.g. the production of the printer, which are also part of the value
chain, are not considered here to simplify the concept. The part name
and the reference to the location of the files in the IPFS (known as a CID
string, which is composed of the cryptographic hash of the files stored in
the IPFS) are then stored in a smart contract and saved on-chain on the
blockchain. In this architecture, the public Ropsten Ethereum testnet
blockchain is specifically used.

4.1.2. Manufacturing process

Takes place physically after the development process, but the process
data is stored together with the data from the development process.
Here, relevant data on the material used, the machine, the QA of the
manufacturing process and the post-processing are documented cen-
trally in the MySQL database and decentrally off-chain in the IPFS.
Moreover, the data for shipping to any service provider or subcontractor
as well as the Ethereum addresses of the respective participants are
tracked directly via a smart contract and stored as transactions on-chain
in the Ethereum testnet.

4.1.3. Sinter process

In this work, sintering is carried out externally by a specialized ser-
vice provider. Following the development and manufacturing docu-
mentation, the debinding and sintering process data is recorded off-
chain in the IPFS and a CID string is stored on-chain in the smart con-
tract. Prior to this, the arrival and acceptance of the parts delivered to
the sintering service provider and, following the sintering process
documentation, the return shipment to the part manufacturer are also

recorded via the smart contract on-chain.

4.1.4. Control process

After the parts have been returned by the sintering service provider,
a final inspection is carried out by the part manufacturer. For this pur-
pose, quality-relevant data is documented off-chain and the resulting
CID string is stored on-chain for localization of the data. Shipping data,
as well as data on the delivery of parts and the customer s acceptance or
rejection of the entire order, are also tracked via the smart contract on-
chain.

According to this concept architecture, information as well as files
related to the manufacturing process are thus continuously stored off-
chain and at the same time references to the files, transactions, and
parties involved are transparently documented on-chain via the Ether-
eum Ropsten testnet. The data from off-chain and on-chain storage
together then result in the AM part record. To represent such basic
system architectures in a simplified way, the Unified Modeling Language
(UML) is often used [48]. There, according to Gorski [48], special
attention must be paid to the exchange of information between different
systems, since business processes (such as supply chain processes in this
case) often cross company boundaries and still require cooperation be-
tween companies (or stakeholders). A very popular and recognized
model for software architectures is the "4 1 architectural view model
by Kruchten [49], which includes a logical, a process, a physical as well
as a development view of the software architecture. In recent years,
however, Internet technologies have evolved rapidly, and increasingly
decentralized (blockchain) solutions have emerged [50]. For this reason,
the more sophisticated "1 5 model of architectural views was
designed by Gorski [48], which considers the design of an IT system
taking into account the collaboration with distributed systems. The
model includes six different views of the software architecture, which
also describe the exchange of information between the individual sys-
tems. Furthermore, the "1 5 model introduces additional UML lan-
guage semantics to visualize the architecture of an IT system in terms of
business processes [48,50]. In the following, the development view ac-
cording to Kruchten [49] with certain extensions in a UML component
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diagram as well as the logical view according to Gorski [48] are
considered in more detail, in which the functions of the software system
specified in the applications are represented and explained via a UML
communication and sequence diagram in addition to the component
diagram. Moreover, the consideration also takes into account new re-
sults on the development of distributed information systems defined by
Aviv et al. [51] in terms of 16 architectural properties (AP).

The basic component architecture and process flow for implementing
digital manufacturing documentation are shown in the UML component
diagram in Fig. 4. The diagram shows the main components of the AM
part record and their relationships or interfaces to each other.

The presented architecture includes all involved stakeholders, IT
applications and processes of the conceptualized digital AM part record
as well as their interactions with each other. In a distributed environ-
ment, a manufacturer interacts with a shipper, a sintering service pro-
vider, and a customer. In this process, physically manufactured parts are
exchanged and, in parallel, digital manufacturing documentation is
carried out, which has two main tasks: on the one hand, the digital
recording of quality data and documents and, on the other hand, the
transparent, tamper-proof and traceable storage of these assets. To
realize this, a digital part record was designed, consisting of the
following subsystems: Web application to collect and process quality
data, centralized MySQL database for in-house storage and provision of
data, decentralized IPFS storage for distributed storage and publication
of data, smart contract and Ropsten Ethereum Blockchain for automated
distribution of data references, and a Blockchain explorer for tracking
and visualisation of data references. The resulting system architecture
includes some basic blockchain APs such as P2P connectivity, ledger
infrastructure, consensus algorithm, smart contracts, and the Ethereum
Virtual Machine as a state machine.

When a new part is produced at the manufacturer, all quality-
relevant data and documents are digitally recorded in parallel. The
manufacturer logs into a web application and can enter data during
production through the application s user interface (UI) and store it in a
central MySQL database. Finally, via the UI and the MySQL database,
the complete manufacturing documentation can be collected and

login
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exported with storage references. This export data consists of JSON,
image and document files and is then uploaded to the IPFS decentralized
storage system via a special IPFS client application as off-chain data.
There, the data or the part folder with all part-specific data receives a
unique and cryptographically secured reference in the decentralized
network, the CID string. The manufacturer then connects to the Ropsten
Ethereum blockchain and its crypto wallet via a browser as well as
Metamask. The Remix IDE is then used to invoke the smart contract,
which queries data to be stored via programmed transactions, triggers
events, and automatically stores the data and execution logs on the
blockchain. The data, now referred to as on-chain data, is then broad-
casted across the blockchain network according to the underlying APs
and can be read via the blockchain explorer Etherscan. The Etherscan
website can also be accessed via a browser. With a verified and pub-
lished smart contract on Etherscan, all transactions as well as the on-
chain data are then readable. The CIDs stored as on-chain data can ul-
timately also be used to retrieve the off-chain data stored in the IPFS. To
better illustrate the communication between and the flow within the
described system components of the AM part record architecture, a UML
communication diagram is given in Fig. 5.

4.2. Demonstration study of the proposed digital AM part record
architecture

This section describes how the previously designed AM part record is
implemented in the form of a demonstration study. Fig. 6 illustrates the
interaction of the individual participants in the production process
within the smart contract in great detail in a UML sequence diagram.
The smart contract process can be roughly divided into seven phases:

4.2.1. Manufacturing sequence

The manufacturing sequence includes both the development and the
manufacturing process, since in this concept both processes are carried
out by the manufacturer. However, the QM documentation with the AM
part record only starts after the part production with the common
storage of all relevant quality data in the IPFS. The IPFS CID, which is the
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Fig. 4. UML component diagram for the proposed blockchain-based digital AM part record.
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Fig. 5. UML communication diagram for the digital AM part record components.

hashed reference to the quality data, is then stored on the blockchain
along with other development and manufacturing information about the
smart contract. Finally, a request to ship the parts to the sintering service
provider is stored via the smart contract.

4.2.2. Shipment to sinterer sequence

The submitted shipping request is accepted by a shipping service
provider. The shipper then takes over the parts and transports them to
the sintering service provider. Once the shipment has been handed over,
the shipper stores corresponding information in the smart contract. After
receiving the parts, the sintering service provider also stores the infor-
mation about the receipt of the shipment in the smart contract.

4.2.3. Sintering sequence

After debinding and sintering of the parts, the sinterer stores all
quality-relevant data (e.g. date, sintering parameters, quality reports)
back in the IPFS. For this purpose, the folder already created by the
manufacturer is reused in IPFS. The reference of the folder is trans-
parently accessible to the sintering service provider. If data in the IPFS is
changed, the CID also changes. Accordingly, an updated CID of the
originally created folder is documented by the sinterer in the smart
contract. This allowed change of the CID can be transparently tracked
via the Etherscan history. Furthermore, the sinterer also stores a new
request to send the parts back to the manufacturer.

4.2.4. Shipment back to manufacturer sequence
The shipping request is in turn accepted and executed by the shipper.

After the shipment is handed over to the manufacturer, the shipper again
stores information in the smart contract, and the same applies to the
receipt of the shipment from the manufacturer.

4.2.5. Quality control sequence

The manufacturer then performs a final quality control and checks all
quality documents. A quality report is then created and saved in the IPFS
folder that has already been created. The CID, which is updated again, is
stored via the smart contract and a delivery request for the parts to the
customer is stored.

4.2.6. Delivery to customer sequence

The delivery order is accepted by the shipper, the parts are taken
over and delivered. The delivery is documented in the smart contract.
The customer also documents the receipt of the order via the smart
contract.

4.2.7. Customer decision sequence

The customer checks the parts as well as the quality documentation
of the AM part record and decides on their acceptance or rejection.
Access to the information and data of the AM part record takes place via
Etherscan and can in principle already be tracked from part production
onwards, provided that the customer is notified of the address of the
smart contract at an early stage.

Finally, this process ensures that all transactions are stored and can
be viewed and verified by all parties involved. This ultimately leads to
better quality and more confidence in the parts, as well as the supply
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chain and the supply chain participants. The smart contract is necessary
to define clear actions and events to be fulfilled without discussions and
room for interpretation. It reacts flexibly and immediately to inputs,
without manual intervention, and thus enables an automated execution
process, e.g. for the acquisition of data inputs, their storage in the
network and their distribution to all participants. This avoids discon-
nected data silos and the parties involved still retain their data sover-
eignty due to access rights programmed in the smart contract. This
reduces the coordination effort and saves a lot of time. The smart con-
tract is also necessary to determine who can read what information
under what conditions after decentralized storage on the blockchain.

4.3. Testing and validation of the implemented AM part record

To evaluate the functionalities of the developed QA system, real
manufacturing processes are run through in the demonstration study
and the data and transactions are recorded via the AM part record. All
developed applications and processes (web application, decentralized
storage, smart contract, data access via Etherscan) were tested and
validated in the process. The parties involved in the production sce-
narios and their Ethereum addresses as well as the address of the smart
contract are listed in Table 2. The most important tests are explained
below.

More detailed documentation of the AM part record as well as the
developed program codes, the additively manufactured parts and the
performed functional tests are provided in a public data repository [25].

First, the part manufacturer logs into the developed web application
and creates a part record for a new part (see Fig. 7). All relevant quality
information is stored digitally. In addition, quality documents are
created during production and the corresponding file and document
names are inserted into the web application as a reference. Finally, a
summary of all information is extracted via the web application in the
form of a JSON file. All documents and descriptions relevant to this sub-
process are available in detail and digitally in the public repository.

All created documents as well as the JSON file with the collected
information about the part production are then uploaded to a part folder
in the decentralized storage system IPFS (see Fig. 8). Each part folder is
linked to its own CID string, which is used to access the folder in the IPFS
and to access the data stored off-chain.

Subsequently, CID and further manufacturing information are stored
on-chain via the Remix IDE and the developed smart contract. For this
purpose, the different accounts of the process participants are simulated
via Metamask. Each participant account is created in Metamask and the
respective generated Ropsten Ethereum address is written to the smart
contract. Using the order creation function programmed with Solidity,
the part name, CID, and participant accounts are stored via the smart
contract on-chain in the Ropsten Ethereum blockchain. Fig. 9 shows an
example of the successful execution of the ‘createOrder function and the
creation and storage of the transaction on the blockchain.

The ‘createOrder function is executed by the manufacturer who
creates a new part record with the input of the partID and the IPFS_CID
in the smart contract. The transaction takes place from the Ethereum
address of the manufacturer to the address of the smart contract. In
addition, the logs show that an event was successfully executed (green
icon in the upper left corner of Fig. 9) and the job creation as well as
indexing of a new part was completed. According to the sequence

Table 2
Ropsten Ethereum addresses of the participants of the AM part record.

Paricipant Ropsten ethereum address

AMChain smart contract 0x34A253F8E74460F264A902E305990Df65FA6C5Ce

Manufacturer Oxebdc7eAdBCc95aa5911A571cC589B0A42119D5dD
Shipper 0xA4084Fc2FeCBC4E20BaA2b5FA9Af3f5C72906536
Sinterer 0xadbe1C35f796C709A800DeF7A2e08ec34A2C139E
Customer 0x5c6743508a15829E7bcb0484AFEfB07f88BA6Ce5
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diagram presented earlier, all other functions of the smart contract can
also be successfully invoked, the required information inserted, and the
data stored on the blockchain.

In parallel to the production documentation, the data stored on-
chain can be continuously viewed via the blockchain explorer Ropsten
Etherscan. To access the documentation, the first step is to paste the
address of the smart contract into the blockchain explorer. After the
smart contract is invoked, the program code must be verified and pub-
lished in Etherscan, whereupon a data query to the corresponding
indexed parts is possible and the associated information stored on-chain
can be read (Fig. 10).

4.4. Testing the download functionality of the decentrally stored quality

files

After the on-chain data has been read out via Etherscan using the
smart contract, the part quality data can be retrieved online via a
browser using the CIDs. Table 3 below lists the CIDs that lead to three
part records with their corresponding documentation files.

To access the contents of the IPFS, the following web address must be
entered in the address bar of the browser: https://ipfs.io/ipfs/CID.

The part record with all the folders and files it contains is then visible
via the browser (see Fig. 11). The files in the folders can be downloaded
individually with a right mouse click and "Save link as " and saved
locally (see Fig. 12). Entire folders are currently not downloadable at
once.

5. Discussion and evaluation of the implemented AM part record

The following section examines whether the objectives listed in
Section 3.2 (digital integrity, costs, efficiency, accountability, avail-
ability, expandability) can be achieved with the new QA concept or
whether they have already been achieved with the prototype imple-
mentation of the AM part record. Furthermore, any particular disad-
vantages or aspects that require special attention during implementation
are also discussed.

5.1. Digital integrity

One goal of the proposed blockchain-based QA architecture is to
digitally track and document all transactions and conventional quality
documentation processes of the FDM process. The traceability of the
value chain as well as the ownership of the produced parts during
manufacturing is also striven for. This is ensured by the AM blockchain
solution, as all events and protocols are stored immutably on-chain on
the blockchain or traceably and tamper-proof off-chain in the IPFS.
Thus, every transaction and documentation within the FDM value chain
is digitally traceable and can also be traced. Moreover, the proposed AM
blockchain architecture, with its applications, processes, and partici-
pants, in principle forms a decentralized distributed system that offers
several key advantages over the current mostly centralized solutions for
digital data transfer between companies. While centralized QM data
belongs only to the party that also operates the central storage, the data
of a decentralized distributed system belongs to the respective origina-
tors of the data. They can always access their data and manage the au-
thorizations for access and use of the data themselves. Using the AM
Blockchain, each participant can make its QM data accessible to the
other parties via IPFS, smart contract and Etherscan in a tamper-proof,
transparent as well as traceable manner, which ultimately increases
trust among each other. QM data is also stored more securely in prin-
ciple in the decentralized distributed system than in centralized systems.
A central server can fail or be attacked, resulting in downtime or data
loss. The data distributed in a decentralized manner via IPFS and
Ethereum is stored in multiple locations as a copy and is also efficiently
protected against manipulation via the blockchain network by special
consensus mechanisms. If a network participant fails, the data in the
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Flg. 8. IFFS uzer interface for decentralized storage of all manufacturing data in part-related folders.

network is still available and possible data manipulation by a network
participant iz also quickly detected and izolated by other participants.

It should be mentioned that the technological implementation is,
however, initially demanding and requires good implementation in
onder to run efficiently digitally. The developed solution depends to
some extent on a consclentious and correct execution. Only when
quality iz properly documented phyzically ean it also be properly map-
ped digitally. In addition, the storage of incorrect information on the
blockchain cannot be automatically prevented, so that errors can be
documented immutably [52].

5.2. Cost analysiz

Another goal of the AM blockechain architecture iz to enable an
economical alternative to currently used solutions and processes. For
thiz purpose, a cost analysiz of the smart contract code and the indi-
vidual function calls 15 first performed. BEvery ereation of a smart con-
tract, every execution of a transaction, and every data storage m
Ethereum mneurs a cost [53].

Table 4 shows the transaction coste of the individual functions of the
developed smart contract in the context of the demonstration study In
ETH on the Ropeten tesinet az well as the potential coste converted into a
fiat cwrrency (E). A gas price between 2.5 and 2.9 GWEI (based on
Etherscan) resulted and the conversion rate from ETH to € as of

06.05.2022 (Google finanee) was used. The gas price is very volatile and
can more than double within a very chort peniod of time, which in turm
has a strong impact on the cost of digital documentation. Therefore, the
coet analyeiz performed iz only a snapshot.

The function to create the contract on the blockehain has the highest
coet, which can be justified with the standard ereation costs in Ethereum
[34]. All other fimctions cause significantly lower costs, since only
events are transmitted or only a few bytes of memory are required. The
complete quality documentation of an FDM-printed metal part at an
external sintering service provider via the AM part record accordingly
coste approximately €17.66, depending on the current ETH price. These
coetz would be additional for each component as part of the QA process
(each party involved bears a certain share of the costs). For smaller,
low-cost parts, thiz amount is very high in additon to the normal
manufacturing costs, but for more expensive parts with higher unit
coete, it iz not as significant.

In addition to the financial aspect, however, other topice such as
process-related savings potential must also be included in a profitabality
analysiz. Here, the AM part record can provide more trust between the
individual parties, primanly due to automation, transparency, security
and traceability, and thus, for example, reduce the need for coordination
and discussion, avoid miscommunication and undesirable developments
at an early stage, and react quickly to changing boundary conditions.
The resulting cost savings must be set against the additional
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Fig. 9. Log details of the successful execution of “createQrder” smart contract function.

documentation costs, and it must be determined in advance for each part
ac to whether correspondingly elaborate digital documentation is
neceszary. In general, it can thus be stated that the QA concept devel-
oped 12 fundamentally economical (with a relatively low gas price of
about 2.5 GWEI) and, with inereasing part requirements and costs, 1=
alzo becoming inereasingly economical despite the resulting transaction
costs. Thiz only applics to the Ropsten testnet studied in thiz worl;
significantly higher and real costs would currently oceur on the Ether-
eum Mainnet (Ropsten ETH has no real monetary value, it exists only for
testing purposesz) [38]. Higher utilization of the Ropeten test network
and different dayes of the week and times of day can also lead to signif-
icantly higher costs. However, the use of the Ethereum Mainnet 15 not
even necessary for the current selution, az no direct payment trans-
actions (with real money) are processed between the parties involved.
Should this funchonality be implemented in the future, the use of a more
economical and faster solution like Hyperledger [54] or an Ethereum
gidechain such asz Polygon (MATIC) [55] would be recommended.

5.3. Efficiency

The compact and efficient documentation of manufacturing data 1=
also being investigated as part of the (A concept. First of all, it should be
noted that the accumulating production data, consisting of sensor values
for process parameters and images of the print result, can be extensive
(seweral gigabytes) and thus on-chain storage on the blockchain 1= not
suitable or not possible, since on the one hand there are fundamental
storage limits and on the other hand the storage costs are very high [34,
38,56]. Por this reason, the storage of large amounts of data off-chain in
the IPFS was considered. This procedure ie possible in prineiple, but it 1=
not very efficient, since such large amounts of data are frequently
transmitted and stored several times in a decentralized manner. Under
the AM blockchain archatecture developed, the FDM manufactunng data
was netead stored only locally on a central server and the location was
noted in the part record.

A more efficient solution, but not vet implemented in the current
concept, 1z the intellipent evaluation of manufacturing data using ML
algorithms. In previous publications, corresponding soclutions hawve
already been demonstrated in principle for image [57-59] and sensor
data analyses [60-62]. Adapting the algonthms developed there, as well

12

az building a dedicated metal FDM database, can enable intelhigent
evaluation of large amounts of data and extract an overall part quality
result, which iz then stored on- or off-chain. This eliminates the need for
decentralized storage of large amounts of manufacturing data, which
would greatly improve the efficiency of the AM part record. In addition,
powerful Al algonithms can also enable automated real-time analyziz of
AM process data so that, for example, quality defecte and process ir-
regularities can be quickly identified and immediately corrected. To
enable this securely and efficiently, datasets and data analyties will alzo
be considered in the AM Blockchain concept in the future. For example,
one could use special, trusted sensors that are constantly connected to
the Internet and thus stream sensor data to a cloud-based database 1n
near real time. In the cloud, the data can then be directly analyzed by
automated analyeis seripts and pre-trained Al alsonthme, and the results
visualized live. The exceeding of threshold values or the fallure of sensor
signals can then alzo be stored directly and transparently via alarm
meszages on the blockehain. However, the large datasets and analyeis
results remain stored locally in the cloud in prineiple, but can alzo be
stored decentrally in the IPFS depending on the security standard. Only
the referenee to the storage location ie stored on the blockehain In this
way, future production data can be recorded, evaluated and displayed
immediately, and at the same time documented securely and trans-
parently. Nevertheless, real-time evaluation of manufacturing data and
decentralized storage of larse volumes of sensor data are currently still a
limatation [63]. This iz alzo not implemented in the current QA conecept,
but the generalized architecture of the AM part record can =hll be
extended in this respect.

5.4, Accountability

By executing a function in the smart contract, the Ethereum address
of the executor iz always stored securely on the blockehain. Thus, the
function caller can be traced at any ime and iz accountable for his ac-
tions [64]. Por example, in the FDM metal value chain, the manufacturer
iz accountable for each part he produces or documentation he creates,
and the shipper iz accountable for each delivery operation he performs.
In the end, all parties involved in the part record have a detailed digital
documentation available, which can be used to quekly identify
accountability oblizations in the event of any irregulanties.
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Via Ropsten Ethereum and IPFS publizhed AM part records and associated CIDs.
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Flg. 11. Retrieval of the data stored decentrally in the IFFS via a web browser.
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Fig. 12. Retrieval and local storage of individual files via the web browser.

However, sinee the developed AM blockehain architecture worked
with the publicly awvailable Ropeten Ethereum blockchain, there are
privacy, confidentiality and trade secrets 1ssues to consider here. The
information stored on-chain iz cryptographically secured in prineiple,
but in the current concept it can be read out in deerypted form wia a
verified and published smart contract code using a specially pro-
grammed function. For this reason, the development of a eolution based
on a private blockchain such az Hyperledger [54] or the use of a
transparent zero-knowledze proof system like ZE-STARK [65] eould
contribute to greater adoption and even better data protection in the
future.

5.5. Availabilicy

A blockchain etores all information decentrally on the participating
network nodes. This means that all information i still aceessible to all
participants even if a node fails. Via the blockehain explorer Etherscan,
current data can be acesssed publicly at any time and from any location
with an exishng internet connection. Rapid updating of the informabion
depends on the execution of the functions in the smart contract In
principle, the digital documentation can also be executed Immediately
after execution of the physical process and, moreover, the execution can
be viewed within a few seconds wia Etherscan. This iz much more
effective than conventional procedures, where agreements first have to
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Table 4

Transaction costs of the smart contract functions in the demonstration study for the Ropsten Ethereum network (1 Eth equals 2.555 according to Google finance, as of

06.05.2022).
Function name Function caller Transaction costs [ETH] Gas price [GWEI] Costs [ ]
DeployContract Manufacturer 0.004734 2.879 11.95
CreateOrder Manufacturer 0.000669 2.933 1.69
RequestShippingSintererOrder Manufacturer 0.000109 2.808 0.28
AcceptShippingSintererOrder Shipper 0.000107 2.746 0.27
CompleteShippingSintererOrder Shipper 0.000105 2.699 0.27
ReceivedShippingSintererOrder Sinterer 0.000106 2.723 0.27
SinterOrder Sinterer 0.000144 2.713 0.36
RequestReshippingManufacturerOrder Sinterer 0.000101 2.595 0.26
AcceptReshippingManufacturerOrder Shipper 0.000099 2.551 0.25
CompleteReshippingManufacturerOrder Shipper 0.000098 2.527 0.25
ReceivedReshippingManufacturerOrder Manufacturer 0.000097 2.510 0.24
CheckOrder Manufacturer 0.000133 2.508 0.34
RequestDeliveryCustomerOrder Manufacturer 0.000098 2.504 0.25
AcceptDeliveryCustomerOrder Shipper 0.000097 2.504 0.24
CompleteDeliveryCustomerOrder Shipper 0.000097 2.502 0.24
ReceivedDeliveryCustomerOrder Customer 0.000098 2.502 0.25
AcceptOrder Customer 0.000098 2.501 0.25
DeclineOrder Customer
Total 0.00699 17.66

be made, data exchanged, partners informed and, if necessary, autho-
rized to inspect the data.

It should be noted, however, that the network is not managed
independently and that technology and program code can change at any
time (e.g. through updates), so that accessibility is no longer given for
solutions that have already been implemented.

5.6. Expandability

The QA concept presented currently only covers special documen-
tation and storage processes. The concept is also suitable for certain
extensions to implement further features to support quality processes or
to enable procedures based on them. Regulatory stakeholders (author-
ities) or certification bodies, for example, can also be integrated into the
QA concept and can also be given access to the part record. In this way,
these stakeholders also gain transparent, traceable and secure access to
manufacturing and quality information, on the basis of which part cer-
tificates and process qualifications can subsequently be issued more
quickly and easily.

However, for this to happen, the AM Blockchain architecture must
find sufficient acceptance in the AM industry and, if possible, be able to
map all AM processes in a suitable manner. Furthermore, the legal basis
for data protection must be clarified and solutions or regulations for the
lack of control over the blockchain network used must be developed.

5.6.1. Expandability to other AM process flows

In this work, only 1 AM process with a specific process flow was
considered. However, it is relatively easy to adapt the concept and
programming to changing process flows. For example, a process without
an external sintering service provider or the processing of other mate-
rials with different pre- and postprocessing steps can also be mapped.

5.6.2. Expandability to other AM process chains

Furthermore, the AM part record in the presented form is in principle
also suitable for other AM processes with differently complex process
chains. For example, to map a powder bed fusion-based AM process, the
basic architecture of the AM part record can be retained, only additional
parameters would need to be stored in the web application and adjust-
ments made to the smart contract.

5.7. General impact of the AM part record solution on stakeholders

The use of the digital AM part record has different effects on the
individual participants. From service provider to end customer, a
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complex QM is created across the entire value chain of an AM part and
beyond company boundaries, to which everyone involved has access or
the opportunity to participate in a targeted manner.

Manufacturer: Manufacturers can map each product digitally and
document it decentrally. All QM documents are transparently
accessible to business partners at all times and stored in a virtually
tamper-proof manner. In particular, this will simplify communica-
tion, avoid legal disputes, and enable the traceability of quality ex-
penditures. However, this results in additional effort and costs for the
documentation as well as for the implementation of the solution,
which is still technically quite demanding. There are currently no
regulatory requirements for such additional effort.

Shipper: The shipper can provide traceable and tamper-proof digital
documentation of its activities. The data is stored decentrally, mak-
ing it virtually impossible to change the information at a later date.
In addition, the qualitative condition of the goods before and after
delivery is precisely documented, which leads to greater trust be-
tween the parties involved. The actual shipping process flows can be
adopted for the most part, only an additional financial outlay has to
be considered. Especially for delivery service providers, the pre-
sented solution can therefore offer improved and easy-to-integrate
documentation processes.

Sinterer: For the sintering service provider, the situation is compa-
rable to that of the manufacturer. The sinterer can document his
services digitally and thus reliably show what was done when and
how. In addition, the transparent flow of information provides him
with precise data about the processing status of the parts. This allows
him to clock in and prepare his process steps at an early stage.
Overall, this also results in increased effort for the sintering service
provider in terms of documentation, correct implementation of the
part record solution and additional documentation costs.
Customer: The customer has the greatest advantages from using the
AM part record. Thanks to the transparent and tamper-proof docu-
mentation of the entire manufacturing and delivery process, he can
track the processing status of his part, which materials, settings and
processes were used and how the quality turned out in each case.
Thus, the customer can obtain information about his part at any time
and can react immediately in the event of errors or defects (e.g. by
making a complaint or remanufacturing). There are no direct costs
for the customer, but the additional effort for quality documentation
can be reflected in higher quotation prices.
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5.8. Comparison of the AM part record with other solutions for quality
documentation in additive manufacturing

In the following, the AM part record is compared with other solutions
already used for manufacturing and quality documentation of additively
manufactured parts. Table 5 provides an overview of the results of the
analysis. The analysis criteria are based on the evaluation criteria from
Section 3.2 as well as on the investigations to this conducted previously.

In terms of digital integrity, only the AM part record presented here
can be rated as good, as it is the only one capable of enabling digital and
decentralized storage of data compared to the other solutions. ERP and
DMS are also digital solutions, but do not allow decentralized storage
without special extensions. Paper-based documentation is not digital, as
the quality documents there are usually only physically available in file
folders. Also from a cost perspective, the AM part record in its current
form represents an economical alternative with relatively low costs to
the other solutions. Documentation in paper form, on the other hand, is
associated with a high level of manual and personnel effort as well as
storage costs. An ERP system is relatively cost-intensive to purchase and
support. Only in the case of the DMS are the costs moderate, since a
simple DMS is not very expensive to purchase and the support effort is
normally also relatively low. However, the DMS is only used to manage
documents and not large datasets or ML analyses, so the efficiency of this
solution can be classified as rather bad. The situation is similar with
paper documentation. There, too, large amounts of data or analyses
cannot be documented efficiently. But, this can be done very well using
the AM part record architecture, possibly in combination with ML an-
alyses. Only an ERP system can keep up with this, as these systems can
also record and process all the data that arises. The disadvantage here is
that these systems are usually used within a company and therefore
there are no interfaces to the outside world and access from outside is
not possible, which leads to poor accountability and availability. A DMS
system usually behaves very similarly in these aspects and is therefore
also to be evaluated like the ERP. In the case of paper documents, the
situation is also considered bad because access to the physical docu-
ments is only possible in the place where they are stored, and therefore
the documents can only be exchanged physically. In terms of expand-
ability, both the AM part record and the ERP system offer good oppor-
tunities to help simplify and accelerate certification processes, for
example. Paper documentation is the current standard, which is rela-
tively time consuming and slow. A DMS is also to be rated as bad in this
context, as not all necessary information such as datasets and analyses
can be provided via it.

6. Conclusions

This work investigates the combination of AM and blockchain
technology to improve quality assurance. In this context, a blockchain-
based QM for the digital mapping of the value chain in the metal-
based MEX process was designed and prototypically implemented as

Table 5
Comparison between AM part record and other solutions for quality documen-
tation of AM parts.

Criteria Paper-based Enterprise Document AM part
documentation ~ resource management record
planning software architecture
(ERP) (DMS)
software
Digital bad bad bad good
integrity
Costs high high moderate low
Efficiency bad good bad good
Accountability ~ bad bad bad good
Availability bad bad bad good
Expandability bad good bad good
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AM part record. Individual manufacturing processes within the FDM
value chain were analysed with regard to quality-relevant process pa-
rameters and documented in the context of real manufacturing jobs.
Furthermore, a dApp was developed that stores all quality-relevant
manufacturing events and protocols in an unalterable and tamper-
proof manner according to cryptographic principles via a specially
programmed web application, the decentralized storage solution IPFS
and a special smart contract in the Ropsten ethereum blockchain. Via the
blockchain explorer Ropsten Etherscan, the recorded events and the
references of the stored data are subsequently accessible to all parties
involved.

Moreover, this paper shows in a demonstration study that the pre-
sented QA concept in the form of a digital part record can be usefully
applied to additively manufactured parts and thus lead to an improve-
ment in quality. In particular, the digital documentation and traceability
of transactions and documents within the value chain can be ensured. In
this way, events and protocols in the AM part record are stored immu-
tably on-chain on the blockchain and traceably as well as tamper-proof
off-chain in the IPFS. In addition, the AM part record architecture was
shown to be cost-effective both in terms of transaction costs for
executing the various functions of the smart contract and in terms of the
overall solution. Moreover, further analyses have shown that the
developed architecture offers great advantages and potentials in terms
of accountability, availability and expandability. Only in terms of
effectiveness do the studies identify deficits in the decentralized storage
of large amounts of manufacturing data. To solve this problem, ML-
based manufacturing data analytics were considered, which in the
future will perform an evaluation of the data during manufacturing and
eventually extract an overall result on part quality, which will then be
securely documented on the blockchain. Overall, the proposed archi-
tecture results in an additional documentation effort during the additive
manufacturing process. But this additional effort is relatively low
because the documentation processes and documents are usually
already available and thus only need to be digitized and stored via the
AM part record. In this context, the effects of the AM part record on the
individual stakeholders were also evaluated. According to this, delivery
service providers and end customers in particular can increasingly
benefit from transparent and tamper-proof documentation processes.
Furthermore, manufacturers and their suppliers will also benefit from a
correspondingly traceable and secure mapping of the value chain, even
if the additional efforts associated with additional costs are not yet
required by the regulatory authorities.

In the future, the QA concept and the prototypical AM part record
can be expanded to include special functionalities such as ML data an-
alyses and certification solutions. Special concept supplements must be
developed and software extensions programmed for this purpose.
Extensibility to other AM process flows and AM process chains should
also be the focus of future developments to enable broad acceptance of
the concept. In addition, other participants such as authorities and
certification bodies should be integrated into the smart contract as part
of a part certification solution. Also, an automatic control should be
provided that checks when the CID changes and shows exactly what has
been changed. Furthermore, it will also be necessary to implement abort
criteria in the event of faulty or defective parts in the manufacturing
process in order to map physical processes more accurately in the AM
part record and, if necessary, save resources by making decisions at an
early stage (e.g. if a part is rejected due to a faulty printing or sintering
process). Fundamental scientific research must also be conducted on the
availability of blockchain networks and on data protection regulations
in order to improve the acceptance and security of corresponding digi-
tally documented part records. In a practical context, further techno-
logical developments related to software functionality, design and user
experience also need to be targeted.
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