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Abstract "

Abstract

Threats from cyberspace are increasing more and more. These threats affect not only
companies but also administrations. The automated processing of information and data
now plays a crucial role in fulfilling tasks in local governments. The complexity of
information technology, the increasing degree of networking, and the dependence on IT-
supported processes require that the security of information technology has an ever-higher
priority. Due to the increased dependence on modern ICT, the risk of information
infrastructures being impaired by deliberate attacks from within and outside, negligent
actions, ignorance, or technical failure has increased significantly, both qualitatively and
quantitatively. Small local governments face the same risks as large organisations but are

more vulnerable at any given time due to reduced resources.

Previous research work focuses on the framework conditions of the corporate environment.
These frameworks cannot transfer to administrations without revision, and thus, provided
concepts, strategies, or even recommendations for action were not suitable to the

requirements of governments.

This thesis develops, describes and evaluates a procedural model with a supporting
software component for developing and establishing an information security management

system for the target group of small local governments.

In this way, the framework conditions, desighs and effects of implementing the process
model can be shown and examined both in science and practice. The procedural model
was tested on 24 test subjects under natural conditions and extended to other clients over

time.

The overall development of the concept was implemented with the help of data mining tools
to react proactively to changes in the environment and threat scenarios from cyberspace

and thus ensure the organisation's resilience in the long term.

The thesis uses a design science approach as an overarching research paradigm. In

summary, implications, limitations and possibilities for future research are derived.

Keywords: Information Security, Cybersecurity, ISMS, Local Government, Prediction



Kurzfassung v

Kurzfassung

Bedrohungen aus dem Cyberraum nehmen mehr und mehr zu. Davon sind nicht nur
Unternehmen betroffen, sondern auch Verwaltungen. Die automatisierte Verarbeitung von
Informationen und Daten spielt mittlerweile eine Schlisselrolle bei der Aufgabenerfullung
in Kommunalverwaltungen. Die Komplexitat der Informationstechnik, der zunehmende
Grad der Vernetzung und die Abhangigkeit von IT-gestutzten Verfahren erfordern es, dass
die Sicherheit der Informationstechnik einen immer héheren Stellenwert einnimmt. Durch
die verstarkte Abhangigkeit von moderner IKT hat sich das Risiko der Beeintrachtigung von
Informationsinfrastrukturen durch vorsatzliche Angriffe von innen und auBen, durch
fahrlassiges Handeln, Unkenntnis oder technisches Versagen sowohl qualitativ als auch
quantitativ deutlich erhoht. Insbesondere kleine Kommunalverwaltungen sind mit den
gleichen Risiken konfrontiert wie groBe Organisationen, sind aber aufgrund der geringeren

Ressourcen zu jedem Zeitpunkt gefdhrdeter.

Bisherige Forschungsarbeiten waren an schwer Ubertragbare Rahmenbedingungen aus
dem Unternehmensumfeld orientiert und lieferten so Konzepte, Strategien oder auch
Handlungsempfehlungen, die nicht auf die Anforderungen der Kommunalverwaltung

angepasst waren.

Die vorliegende Arbeit entwickelt, beschreibt und evaluiert ein prozedurales
Vorgehensmodell mit einer unterstutzenden Softwarekomponente zum Aufbau und
Etablierung eines Informationssicherheitsmanagementsystems fur die Zielgruppe kleine

Kommunalverwaltungen.

Damit kdnnen sowohl in Wissenschaft als auch Praxis die Rahmenbedingungen,
Ausgestaltungen als auch Auswirkungen der Implementierung des Vorgehensmodells
gezeigt und untersucht werden. Das Verfahren wurde bei 24 Probanden unter realen

Bedingungen getestet und im weiteren Zeitverlauf auf weitere Mandanten ausgedehnt.

Die Weiterentwicklung des Gesamtkonzepts wurde mit Hilfe von Data-Mining-Werkzeugen
umgesetzt, um so auf Verdanderung der Umwelt und Bedrohungsszenarien aus dem
Cyberraum proaktiv reagieren zu konnen und somit die Resilienz der Organisation

nachhaltig sicherzustellen.

Die Arbeit setzt als Ubergeordnetes Forschungsparadigma einen Design Science Ansatz
ein. Zusammenfassend werden Implikationen, Limitationen und Mdglichkeiten far

zukinftige Forschungen abgeleitet.

Stichworte: Informationssicherheit, Cybersicherheit, ISMS, Kommunalverwaltung,

Vorhersagen
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PART A -INTRODUCTION AND FOUNDATIONS

The problem is not the problem.

The problem is your attitude about the problem.

Jack Sparrow

Part A of this dissertation primarily describes the problem and the motivation for preparing
the present thesis. This is followed by a description of the research methods and which of
them are used in the work. It is also necessary to explain various terms and to create a

thematic delimitation with the help of the essential chapters.
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1 Introduction

1.1 Problem Definition and Motivation

A functioning state is characterized by an efficient administration (Hopp, 2020, p. 19). The
public sector needs to implement more and more modern solutions to maintain the

performance and efficiency of its services (Wind, 2006, p. 7).

One focus here is on the digitization of administration (Schwab et al., 2020, p. 438). The
digitization of business processes in public administration is also associated with risks
(Schinemann, 2020, p. 200). The German Federal Office for Information Security (BSI)
confirms this in its 2020 situation report, stating that the number of cyber-attacks on public
administration increased, and a "new" quality of attacks has also been reported.
Furthermore, the BSI emphasizes that the digitalization push triggered by the COVID-19
pandemic in state and local governments offers an increased attack surface (BSI, 2020, pp.
10, 33).

This situation has worsened since the war of aggression against Ukraine (BSI, 2022, p. 45).
Against this background, it becomes clear that information security is indispensable today
(Scholl, 2018, p. 162). As part of organizational management, it must be aligned to optimally
support the business goals (Scholl, 2018, p. 161). This applies not only to companies but

also to public administrations.

Especially in times of increasing cyber threats, a structured information security
management system (ISMS) offers the optimal basis for efficiently and effectively
supporting a holistic security strategy. Based on such a strategy, a Governance Risk
Compliance System (GRC) can be set up to maintain, among other things, compliance with
legal requirements such as the protection of personal data and the security of information
(Bostelmann, 2021, p. 187).

To meet these requirements, an ISMS can support an organization through a cycle of
planning, implementation, and evaluation (Schlager and Thode, 2022, p. 575). To this end,
the international standard ISO 27001 has primarily established itself in business practice
(Schlager and Thode, 2022, p. 581).

For the public sector, the German Federal Office for Information Security (BSI) provides a
comprehensive catalogue of measures and various implementation recommendations —
the so-called IT baseline protection — to support public organisations in setting up and
establishing an ISMS (Frankenstein, 2023).
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At the same time, at its 10th meeting in March 2013, the Federal Government's IT Planning
Council committed the states to establish an ISMS in the federal states with guidelines for
information security (Schulz, 2015, p. 471). Despite these efforts and existing funding
programs for public organizations, there are still no significant successes in establishing
ISMS in the German local government (BSI, 2022, p. 103). This may be due, on the one hand,
to the tight municipal budgets or the typical administrative action of "reaction instead of
action" or, on the other hand, to the lack of a suitable procedural model for the domain of

local government.

There seems to be little truth in the latter point because the models for introducing an ISMS
established in companies cannot be adopted in small local governments without revision
(Hopp, 2020, p. 17).

Small public sector organisations (SPSO) are organisations with only a few employees
(Schmid, 2019, p. 102), (Al Yami et al., 2021). Furthermore, information or cyber security is
not the core task in such organisations due to the lack of resources and expertise
(Rawindaran et al., 2023, p. 1). Nevertheless, they have to fulfil many tasks while taking

cyber threats into account (Fujs and Bernik, 2024).

Against this background, the idea arose to develop a process model for introducing an ISMS
adapted to the particular requirements of small and medium-sized administrations. The
system's openness is considered to take any direction of development as requirements

grow.

The present dissertation aims at both academia and practice. For this reason, it deals with
both the need for theoretical and practical knowledge. At the same time, it addresses the
subsequent research gaps and pursues the goal of generating new findings for both target

areas by answering them:

1. Research Gap:
On the one hand, companies have established process models for setting up an
information security management system (Schlager and Thode, 2022, p. 584ff). On
the other hand, the BSI provides a comprehensive work of measures in the form of
IT-Grundschutz and a detailed framework for the federal and state administrations
in the form of IT-Grundschutz Compendium (Frankenstein, 2023, p. 415).
However, no process model is tailored to the particular requirements of small to
medium-sized organizations in the municipal administration sector (Hopp, 2020, p.
17), (Markus and Meuche, 2022, p. 209). Therefore, these requirements from the
target domain must first and foremost be determined and analyzed. These insights
can be used to understand the target domain and its processes and challenges.

2. Research Gap:
When implementing an ISMS in local governments, in the absence of adapted
procedure and implementation models in the broadest sense, reference is usually

only made to handouts such as practical guides, measures to create management
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attention or simple training and awareness-raising measures (Bostelmann, 2021, p.
188). If at all, measures and instruments to increase resilience are usually
considered in isolation or only shed light on sub-areas. This approach does not go
far enough. The limited view of the big picture only allows limited transferable
insights regarding the optimal structure of an information security management

system in small local governments.

1.2  Aim and Research Objectives

The contribution of the present research to its scientific discipline and, simultaneously, the
result of a creative research approach lies in developing an integrated procedural model for
establishing an information security management system in small local governments.

Information security management is integral to an organisation (Sowa, 2017, p. 17).

From a technical point of view, many solutions already exist today that can significantly
improve the security of the information infrastructure. At the conceptual level, there are
solutions for managing, implementing and monitoring information security. There are
national and international specifications and standards, such as those of the German
Federal Office for Information Security (BSIl) and the International Standard Organization
(ISO/IEC).

However, the sectoral view must give way to a holistic view to implement information
security effectively and efficiently. Information systems are socio-technical systems that
can only perform their tasks in cooperation with humans. These socio-technical systems

function differently in profit-oriented organizations than in public administration.

The main aim of the present thesis is to determine and present the peculiarities of local
government. At the same time, assess their influence on establishing information security
management systems. The main objective of the present research work will be achieved if
it is possible to develop and prove an integrated procedural model for creating and

establishing an ISMS that can be used by small local governments and is also practical.

Against this background and the research gaps described in the problem definition

addresses the following research objectives:
The main objective of the findings is divided into the following research objectives:
A1. Determination of the status quo of information security in small municipal
administrations.
A2. Determination of the characteristic features of local government.
A3. Determination of the unique requirements, framework conditions and
architectures for developing and establishing an ISMS in municipal

administration.
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The design part of the thesis focuses on the following research objectives:
B1. Determination of the main stakeholder groups for consideration in the process
model.
B2. Determination of relevant activities of the process model.
B3. Development of a software prototype to support the implementation of the

procedural model.

These research objectives are answered with the help of the publications (section 5 to 11)

and in the course of this work.

1.3 Overview of the current State of Research

Information technology has changed a lot in the last 30 years. At the beginning of
development, computers existed as mainframe computers, to which only specialized
personnel had access (von Solms, 1996, p. 258). In the 1980s, miniaturization brought
personal computers (PCs) into companies and administrations for the first time. In a further
step, these PCs were then successively connected by local networks, thus establishing
distributed data storage and processing. Although employees outside the IT department
now also worked with PCs, data storage and access to the information systems remained

within the organization.

This picture changed with the innovation of the "Internet" at the end of the 1980s. The
borders have since dissolved. After the initial use of services such as e-mail and simple
websites, companies and administrations are increasingly networking within the
framework of business-2-business relationships. Furthermore, the customer-driven
tendency towards business-2-customer relationships has been observed in recent years.
The range of IT systems and their possible uses has expanded rapidly. It extends from the
original server room with mainframe systems to entire corporate networks and beyond
these boundaries. Today, mobile workplaces and home offices are almost the standard in

all industries (Martin et al., 2022).

The responsibility for the information systems per se and the information processed with
them has changed due to this change in reach. As IT technology increasingly moved into the
individual business units, responsibility shifted more and more from the original IT
specialists up the hierarchical level to the management of the organization (von Solms,
1996, p. 258).

Furthermore, the ubiquity of information systems also impacts security management.

SoLms identifies three stages of the development of information security (von Solms, 2000):

The first stage was more of a technical treatment of information security, focusing on

access monitoring, user identification and passwords.



1 Introduction 6

The Internet innovation characterizes the second stage. The associated and steadily
increasing electronic business traffic catapults information security onto the tables of
upper management. As a result of the second stage, information security policies,
organizational structures and the function of the information security manager were
created. The first security standards, such as those of the Federal Office for Information
Security (BSI), were developed during this time. This was accompanied by a fundamental
improvement in information security, which, however, tended to focus on large
organizations due to its history. Due to the increasing dependence on IT, both for companies
and administrations, the procedures developed in the second stage must be further

developed and adapted to the target group's needs.

These adaptations are researched in the third stage and try to answer questions such as
developing process models, standardization, certification and metrics for measuring
success as a basis for continuous improvement. At the same time, the third stage, which
continues to this day, also focuses on the socio-technical dimension, which is probably the

most significant challenge in implementing information security (von Solms, 2000).

Further research sheds light on different areas of information security, which are briefly
summarized below and are divided into several segments (legal, social, organizational and

technical research areas):

Following SoLmMs, the authors GLASPIE and KARWOWSK! focus on these human factors in
information security culture in their study and found that the human factor is always the
weakest link in the enforcement of measures and that this aspect needs to be optimized
(Glaspie and Karwowski, 2018). The influence of the human factor on information security
has also been studied by BENSON et al. It was found that personality factors, awareness,
norms and cultural context significantly influence information security in organizations
(Benson et al., 2019).

In contrast, JALALI et al. examine the organizational perspective of information security in

the U.S. healthcare sector and try to transfer the results to other areas (Jalali et al., 2019).

PREIS and SUSSKIND also make similar observations. At the core of her work is the
retrospective analysis of various studies regarding the status quo of information security
in US municipalities with the following results: Only a minimal number of local governments
have developed or established an appropriate information security strategy (Preis and
Susskind, 2022, p. 617). Non-existent financial and human resources are cited as obstacles
by the municipalities surveyed. Furthermore, risk management is practically hon-existent
in the local governments studied. To make matters worse, according to NORRIS, many US
local governments suffer from permanent cyberattacks. At the same time, they operate
their IT infrastructure with poorly trained employees, whereas the management level of
these same municipalities rates cybersecurity as "good to very good" (Norris et al., 2019, p.
896).
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The authors CHOEJEY et al. examined organizational success factors for establishing
information security in government organizations in Bhutan. The study revealed several
factors that are essential for the successful implementation of information security or
cybersecurity strategy, namely: Awareness of employees for the ISMS as well as target
group-specific training, creation of security policies, provision of the necessary budget,
internal security audits, determination of security responsibility, establishment of an
appropriate (ISMS) organizational structure, change management as well as

communication and cooperation (Choejey et al., 2016).

A study in Polish local governments has shown that not only are financial resources
essential for the establishment of information security, but also qualified employees play
an essential role (Chodakowska et al., 2022). Goodyear et al. researched US companies in
a similar direction as early as 2010 and clarified that the security manager is essential for
setting up an ISMS (Goodyear et al., 2010). Recent studies also confirm this (Nifakos et al.,
2021).

AWAN et al. investigated which specific technical measures are used in the context of
security strategies (Awan, 2017). The result of the study remains sobering, as it only brings
to light platitudes. Similarly, BARTSCH and FREY, who describe in detail the various threat
situations and motive structures of the perpetrators and the course of a cyberattack for the
target group administration, also stick to the description of possible measures in general
but instead compile an overview of the steps that should be taken after a successful
cyberattack (Bartsch and Frey, 2017, p. 83ff).

While the research mentioned above reports focus mainly on only one area of investigation,
the work of TATIARA et al. sheds light on a broader field of research. As a result, the authors
describe the necessary foundations for the successful implementation of an ISMS and

identify a total of seven key areas:

Involvement of the management level,

Information for employees,

Regular review of the implementation of the security measures,
Communication of the improvement plan,

Defining roles,

definition of tasks and

No o probd-=

Create and distribute guidelines and work instructions.

Further research on how the sub-areas must work together to deliver a concrete result was

not examined (Tatiara et al., 2018).

Recent research reports have come to similar conclusions. For example, POEHLMANN et al.
list five essential success factors concerning information security (Poehlmann et al., 2021):
First, the technical aspects, such as the usability of cybersecurity and the technological
design process and its effects on cybersecurity are examined. Secondly, the management

process is cyclical, starting with identifying, assessing, and responding to risks and ending
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with controlling the continuous improvement process. Thirdly, it is precisely this
management process that must be integrated into an appropriate organizational structure
to establish strategies to strengthen information security in the company and
simultaneously reduce the costs of cyberattacks. Fourthly, the effects of the legal basis
are examined. These, in particular, contribute to awareness of the need for information
security in public administrations, as this mainly affects the management level. Finally
(fifthly), these authors also refer to human factors as an essential success factor.
Furthermore, the authors demand that in addition to a purely theoretical consideration of
success factors, case studies should also be considered to test methods and models more
in practice and to draw conclusions from them. Theoretical models and the demand for

model development for practical application remain here.

Despite increasing interest from practitioners, information security is perceived in
academia as an essentially technical topic (Alguliyev et al., 2018), (Lezzi et al., 2018),
(Sallos et al., 2019). Nevertheless, SoLMS and NIEMIMAA observe that in recent years,
information security standards and frameworks have become increasingly important in
implementing ISMS (von Solms, 1999), (Niemimaa and Niemimaa, 2017). These
frameworks include ISO/IEC 27001. It was developed jointly by the International
Organization for Standardization (ISO) and the International Electrotechnical Commission
(IEC) based on the "BS 7799-1"" standard and was first published in 2005. She "... specifies
the requirements for establishing, implementing, maintaining and continuously improving
an information security management system (ISMS) within an organization". The
requirements "...are of a general nature and should apply to all organizations, regardless of
type, size and type" (DIN ISO/IEC 27000, 2016; DIN ISO/IEC 27001, 2018).

Overall, there are significant concerns in the scientific literature regarding information
security standards such as ISO/IEC 27001 concerning their effectiveness, validation and
application (Siponen and Willison, 2009), (Silva et al., 2016), (Niemimaa and Niemimaa,
2017). The high degree of abstraction of ISO/IEC 27001 makes it difficult for organizations

to implement quickly and easily.

The German Federal Office for Information Security (BSI) has broken up the high degree of
abstraction and developed a catalogue of measures with around 1,800 measures, the so-
called "Abstract Measures". IT Baseline Protection Catalogue, the implementation of
which is described in four framework documents (BSI, 2023; “BSI-Standard 200-1,” 2024;
“BSI-Standard 200-2: IT-Grundschutz Methodik,” 2024). As a de facto standard for IT

security, IT Baseline Protection is aimed mainly at federal authorities or large organizations.

ISO/IEC 27001 and IT Baseline Protection are increasingly used in companies or
administrative organizations. The authors MARKUS and MEUCHE examined the advantages

and disadvantages of these two concepts when setting up an ISMS. They found that the

' BS 7799-1:1999 = British Standard 7799-1:1999, which defines a code of practice for information security
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established process models are unsuitable for small organizations due to their complexity
and scope (Markus and Meuche, 2022, p. 209). It is precisely this gap that the present

work addresses.

Since the early 2020s, the number of publications in information and cyber security has
steadily increased. This is probably related to the further increase in the threat situation and

the associated need for research.

However, the work only focuses on marginal areas such as technical security measures,
employee awareness or legal discussions in the context of the NIS 2 Directive. Due to
existing established standards, e.g. ISO 27001 or BSI baseline protection, no further
research is likely to take place to develop lean solutions for small to medium-sized
organizations that are tailored to their requirements and, above all, to their financial,
personnel and organizational framework conditions in terms of scope, complexity and

resource requirements.

Itisincomprehensible why this field of research, in particular, has been so little researched,
as 85% of local governments in Germany are small administrations located in places with
fewer than 10,000 inhabitants (“Destatis,” 2024).

The status quo is usually quantitatively surveyed in existing studies, and gaps and hurdles
are roughly identified. Therefore, the group of small and medium-sized local governments
is examined in this thesis to gain insights into why the establishment of information security
is not the focus of those responsible and which barriers could be accountable for this. This
thesis pursues further advancing information security research in small municipal

organizations by partially or entirely closing gaps.

1.4  Research Design and Research Methodology

1.4.1 Design Science Research as a Research Paradigm

The present work focuses on a design research goal. The process model "Design Science
Research (DSR)" from HEVNER is suitable for investigating the practice-relevant challenges
in developing a procedural process model for creating and establishing an ISMS in small

administrative organizations and developing appropriate solutions.

According to HEVNER, a process model to be developed is an artefact in the sense of the
design-oriented research paradigm (Hevner et al., 2004, p. 76). Design-oriented research
does not aim at the ultimate truth in quantitatively testable causal relationships but focuses
on proving its usefulness. Furthermore, HEVNER points out that the behavioural science and
the design-oriented research paradigm cannot be separated from each other; they go

together like horse and carriage (Hevner et al., 2004, p. 77).
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The design-oriented research results in constructs, models, methods and instantiations
(Peffers et al., 2006), (Recker, 2021, p. 102). WiLDE and HESS state that design-oriented
research covers most research in business informatics (Wilde and Hess, 2006). Case study
research is predominantly conducted in the German and Anglo-Saxon worlds. In the Anglo-
Saxon world, behavioural research methods such as case studies or quantitative empirical
analysis are most commonly used (Peffers et al., 2006, p. 84), (Wilde and Hess, 2006, p.
285). Works that pursue a design-oriented approach have been underrepresented there in
the past (Peffers et al., 2006, p. 84).

This imbalance has led to a controversial debate about the quality of scientific results
(rigour) and practical relevance (relevance) (Benbasat and Zmud, 2003). As a result of this
debate, the methodological profile was sharpened in the German-speaking and Anglo-
Saxon worlds, which led to the realization that valid and practical research results can only

be achieved through combining both research paradigms (Hevner et al., 2004).

To classify and better understand design science research, HEVNER et al. have defined a
framework with which the authors significantly contribute to sharpening the design-
oriented research approach (Hevner et al., 2004), (Recker, 2021, p. 106ff). With this
framework, the Design Science Research approach is directly related to the environment

and the knowledge base (Figure 1).

First and foremost, the environment defines the problem to be solved with the help of the
artefacts to be developed. This environment consists of the components of people,
organizations, and the tasks and technologies that interact with each other. The knowledge

base contains various tools such as scientific theories, methods and frameworks.

This allows the design science research approach to be carried out and artefacts to be
generated that are part of the desired overall solution. The actual designh science research
approach is characterized by recurring development and evaluations of the artefacts using
the research methods and tools listed in the table below (Table 2). This ensures a
continuous improvement process that focuses on the three pillars of the framework and
combines relevance (relevance cycle) and rigour cycle with each development cycle. The

figure below illustrates these relationships (Figure 1).



1 Introduction 11

Environment Design Science Research Knowledge Base
Application Domain . ] Foundations
» Tasks BUI-Id Design  Scientific Theories
Artifacts and
* People Processes and Methods
» Organisations * Experience and
» Technology Expertise
. Rigor
Relevance Design
Cycle Cycle Cyele
* Problems & * Meta-Artifacts
Opportunities Evaluate (Design Products
and Design
Processes)

Figure 1: Design Science Research Framework

based on Hevner and Chatterjee (2010, p. 16), Hevner et al. (2004, p. 80)

To further validate a research approach, HEVNER et al. recommend that the following seven

guidelines be considered when implementing the Design Science Research Approach
(DSR) (Hevner et al., 2004, p. 83).

Guidelines for the implementation of the Design Science Research approach:

1.

Design as an Artifact: Design-science research must produce a viable artefact as
a construct, a model, a method, or an instantiation.

Problem Relevance: Design-science research aims to develop technology-based
solutions to important and relevant business problems.

Design Evaluation: Via well-executed evaluation methods, the design artefact's
utility, quality, and efficacy can be demonstrated.

Research Contribution: Effective design-science research must provide
transparent and verifiable contributions in the design artefact, design foundations,
and design methodologies.

Research Rigor: Design-science research relies on rigorous methods in
constructing and evaluating the design artefact.

Design as a Search: The search for a practical artefact requires utilizing available
means to reach desired ends while satisfying laws in the problem environment.
Communication: Design-science research must be presented effectively both to

technology-oriented and management-oriented audiences.

The first guideline, "Design as an Artifact", requires the Design Science Research Process

(DSRP) to always be an artefact in the form of a model, method, or instantiation.

With the second guideline, "Problem Relevance", HEVNER defines that the Design Science

Research process should generate solutions for meaningful and relevant problems from

practice.
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The third guideline, "Design Evaluation", ensures that the generated artefacts meet the
necessary quality criteria through appropriate evaluations. Different methods from the

knowledge base can be used (Hevner et al., 2004, p. 86).

This lays the foundation for the fourth guideline, "Research Contribution", which states
that the design science research process must generate a transparent and scientifically

verifiable contribution.

The fifth guideline, "Research Rigor", must be considered to ensure this. The artefact's
construction and evaluation must work with precise and established methods from the
knowledge base. Essential for assessing artefacts is considering behavioural theoretical

approaches (Hevner et al., 2004, p. 88).

When the best artefact is available through iteration from development and evaluation, it is
defined by the sixth guideline, "Design as a Search". These requirements are followed by
the seventh and final guideline, "Communication”. It describes the necessity of
communicating the results to create a basis for feedback from a technological and practical

point of view.

The literature describes process and procedure models for implementing the Design
Science Research approach based on these guidelines (Hevner and Chatterjee, 2010). The
Design Science Research Methodology Process Model by PFEFFERS et al. is the most
frequently cited in the literature. PFEFFERS et al. have analysed related publications and
present their model for implementing the Design Science Research approach, which
consists of individual steps summarised in the table below (Table 1), (Peffers et al., 2006, p.
91).

Table 1: Steps of the Design Science Process

Step Literature
1. Problem Identification and (Archer, 1984), (Eekels and Roozenburg, 1991), (Hevner et
Motivation al., 2004), (Nunamaker Jr. et al., 1990), (Rossi and Stein,
2003), (Takeda et al., 1990), (Walls et al., 1992)
2. Define the Objectives of a (Eekels and Roozenburg, 1991), (Hevner et al., 2004)
Solution
3. Design and Development (Archer, 1984), (Eekels and Roozenburg, 1991), (Hevner et
al., 2004), (Nunamaker Jr. et al., 1990), (Rossi and Stein,
2003), (Takeda et al., 1990), (Walls et al., 1992)
4. Demonstration (Eekels and Roozenburg, 1991), (Nunamaker Jr. et al., 1990)
5. Evaluation (Eekels and Roozenburg, 1991), (Hevner et al., 2004),
(Nunamaker Jr. et al., 1990), (Rossi and Stein, 2003), (Takeda
etal., 1990), (Walls et al., 1992)
6. Communication (Hevner et al., 2004)

These process steps can be summarized as a process diagram based on Pfeffers as follows
(Figure 2), (Peffers et al., 2006, p. 93). Each of the first four activities of the DSR process can

represent a possible entry point into the DSR process.
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This thesis aims to develop a process model for creating and establishing an ISMS in small

administrative organizations. The unique features of the "public administration" research

field are not directly recognizable.

Against this backdrop, the starting point for the present research work is the "problem

identification" from the PFEFFERS process.
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Figure 2: Design Science Research Process (DSR-Process)
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1.4.2 Presentation and Selection of Research Methods

As already described in the previous remarks, the present thesis deals with information
security. In this context, a procedural model for small local governments is to be developed,
and an ISMS can be set up and operated for specific target groups. This goes hand in hand
with a tremendous construction-oriented reference to the topic. To meet these
requirements, itis first necessary to define one or more research methods oriented towards

the objective or the research questions that can contribute to solving the problem.

Choosing a suitable research method depends on several factors: problem and research
goal, research framework and analytical methods, and epistemological and ontological
assumptions (Becker et al., 2003, p. 5). In this context, a method is generally defined as an
approach that uses a specific selection of instruments to achieve the goal. If
comprehensible and verifiable rules of conduct describe such an approach, one can
generally speak of a research method (Wilde and Hess, 2006). Furthermore, scientific
methods are characterised by the fact that they describe the subject area (descriptive
context), try to gain new knowledge by taking these considerations into account (cognitive
context) and then substantiate these findings (reasoning context) (Heinrich et al., 2011, p.
74ff).

Many different research methods are available for scientific disciplines, such as business
or administrative informatics, although it is challenging to assign research methods to
scientific disciplines (Lange, 2005), (Becker and Niehaves, 2007, p. 209). This is because
the individual methods were developed in scientific research practice and are used by
various research disciplines. Restrictions and concretizations result from the particular
problem in each case. HARS, WILDE and HESS have compiled a list of the most frequently
used methods in business informatics (Hars, 2002), (Wilde and Hess, 2006).

To list all these research methods at this point would go beyond the scope of this work. The
following table provides an overview of the research methods compiled by the authors
mentioned above (Table 2). The excerpt forms the basis for a review of whether one or more
research methods listed here can be applied to a sufficient extent for the problem of the
planned research work. The left column names the research method, the middle column

contains a short description, and the right column refers to the literature.
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Research method

Description

Literature

Action Research

A mixed bouquet of methods from science
and practice solves a practical problem.
Several cycles of analysis, action, and
evaluation steps are carried out, each
providing poorly structured instruments
such as group discussions or simulation
games.

(Frank and Lange,
1999), (Rosner and
Gombos, 2007)

hard-to-define phenomena in their natural
context. It represents a particular
qualitative-empirical methodology that
intensively examines a few trait carriers.
The focus is either on the most objective
investigation of theses (behavioural
science approach) or on interpreting
behavioural patterns as phenotypes of the
realities constructed by the subjects
(construction-oriented approach).

Ethnography Ethnography aims to generate insights (Ploder and Hamann,
through participatory observation. The 2021; Wilde and Hess,
difference between case studies lies inthe | 2006)
degree to which the researcher integrates
into the social environment under
investigation. There is hardly any objective
distance.

Case Study The case study usually examines complex, | (Robra-Bissantz and

Strahringer, 2020),
(Benbasat et al., 1987),
(Walsham, 2006)

Formal/conceptual and
argumentative-
deductive analysis

Logical deductive reasoning can take place
as a research method at different levels of
formalization: either within the framework
of mathematical-formal methods, in semi-
formal models (conceptual) or purely
linguistic (argumentative).

(Roggenbach et al.,
2022), (McDermid,
1987),

Grounded Theory

Grounded theory aims at the inductive
development of new theories through
intensive observation of the object of
investigation in the field. The various
procedures for coordinating and evaluating
the predominantly qualitative data are
precisely specified.

(Striibing, 2021)

Laboratory and Field
Experiments

The experiment investigates causal
relationships in a controlled environment
by manipulating an experiment variable in
a repeatable way and measuring the effect
of the manipulation. The object of
investigation is examined either in its
natural environment (in the "field") orin an
artificial environment (in the "laboratory").

(Kubbe, 2020)

Prototyping

A preliminary version of an application
system is developed and evaluated. Both
steps can provide new insights.

(Nugraha, 2020),
(March and Smith,
1995), (Goldenson and
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Research method Description Literature
Gibson, 2003), (Hevner
etal., 2004)
Qualitative / These two methods combine survey (Zerres, 2021),
Quantitative Cross- techniques such as questionnaires, (Borchardt and

Sectional Analysis

interviews, Delphi methods, content
analysis, etc., into two aggregates. They
comprise a one-time survey across several
individuals, then quantitatively or
qualitatively coded and evaluated. The
result is a cross-sectional picture across
the sample participants, which usually
allows conclusions to be drawn about the
population.

Gothlich, 2009),
(Diethelm et al., 2010)
(Bortz and Doring,
2006; Heerwegh, 2006;
Walsham, 2006; Wilde
and Hess, 2006)

Reference Modeling

Reference modelling usually creates
simplified and optimised representations
(ideal concepts) of systems inductively
(based on observations) or deductively
(e.g., theories and models) to deepen
existing findings and generate design
templates for them.

(Becker et al., 2002),
(Fettke and Loos, 2002)

Simulation

The simulation formally maps the system's
behaviour to be investigated in a model
and simulates environmental conditions by
assigning specific model parameters.
Insights can be gained through model
construction and observation of
endogenous model sizes.

(vom Brocke et al.,
2020)

Systematic Literature
Analysis

With the help of a systematized literature
analysis, foundations for further research
are laid.

(Dibbern et al., 2004;
Fettke, 2006; vom
Brocke et al., 2009;
Webster and Watson,
2002)

Now, itis necessary to analyse whether and which of the methods presented are best suited

for working on the problem. Two criteria can evaluate the methods. On the one hand,

scientific methods can be classified according to the degree of formalization. That is,

whether quantitative (numerical) or qualitative (linguistic). On the other hand, there is the

possibility of differentiating the methods more in terms of behavioural science or more

construction oriented. The construction paradigm analyzes the structure and evaluation of

information systems, whereas the behavioural paradigm focuses on behavioural science

and organizational analysis (Wilde and Hess, 2006, p. 11). The illustration Figure 3

summarizes the research methods in Table 2 according to these criteria.
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Figure 3: Research Methods

Concerning the problem of the present dissertation, which is to develop a process model
for developing and establishing an information security management system in small local
governments, it becomes clear that a construction-oriented research method is needed.
Nevertheless, no clear dominance can be found for the qualitative/constructivist field, as
both quantitative and qualitative methods (interviews and questionnaires) are necessary to
evaluate the research work. Laboratory and field experiments also test the research results

in controlled and natural environments.

Thus, the selection of possible research methods can be limited to reference modelling,
conceptual-deductive analysis, prototyping, case study, action research, ethnography and
argumentative-deductive analysis, i.e., a mix of methods has been applied during the
research work (Venkatesh et al., 2013), (Osterle et al., 2010).

Prototyping, in particular, was considered an essential method for the present research
work, as both the process model and software should be available for laboratory and field

experiments on time (PreuBig, 2018).

The action research also formed an essential basis of the research work, as the process

model and the software are tested with test clients in natural environments. A necessary
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feature of action research is that several cycles of analysis, action, and evaluation steps are
run through to develop the existing artefact further (in this case, process model and

software) or integrate findings into the improvement.

In this context, it becomes clear why ethnography has also been used as a research
method. The researcher was very closely connected to the test clients during the research
work. Through participatory observation, new insights were generated (e.g. in usability of

the software), which were only possible through direct contact with the test subjects.

Since the present dissertation pursues a design research goal, inductive (based on
observation) and deductive analyses (gaining knowledge with the help of theories and
models) were applied based on reference modelling to develop and improve the artefacts

iteratively.

To "manage" the methods used throughout the research work, Hevner's research paradigm

", Design Science Research (DSR)", presented in Section 1.4.1, was applied.

1.4.3 Research Methodology and Application of Design Science Research

Further research was carried out with the help of the iterative process of PFEFFERS et al.
(Benner-Wickner et al., 2020; Peffers et al., 2006), taking into account the guidelines
described by HEVNER and is described below (Hevner et al., 2004).

This thesis addresses the relevant and complex problem of "Establishment and
Establishment of an ISMS in Small Local Governments" (Section 1.1 Problem Definition
and Motivation). The problem relevance is according to the guideline "Problem
Relevance". Thus, the first step of PFEFFERS' Design Science process is already derived in

this chapter and, at the same time, formulated as research gaps.

In preparation for the second step, "Define Objectives of a Solution", of the PFEFFERS
process model, basic requirements and objectives are presented. To this end,
corresponding research questions are formulated, which will be answered during the thesis
(Section 1.2. Aim and Research ). This is done with the help of publications in chapters 3
and 4-10, where the individual publications are compared with the research questions with

the help of a regulatory framework.

In addition, according to the guideline "Design as an Artifact", a procedural model is
developed within the framework of the third step ", Design and Development", which
supports or simplifies the establishment of an ISMS in a local government and can be
understood as a solution to the problem. The development of the artefacts is described in

the publications and can be found in chapters 4-10.

Based on the "Design Evaluation" guideline, the developed artefact is described in detail
in the process steps of demonstration (step 4) and evaluation (step 5) and its functionality

is checked. The evaluation methods used, such as field trials, interviews and statistical
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analysis, are mentioned and described in the sub-chapters or the publications (chapters 4
to 10).

Last, the sixth process step, "Communication", is fulfilled by the present work. In addition,
the requirements of the "Communication" guideline are met on the one hand through close
support of the test clients and an active exchange of information with the users of the
process model. On the other hand, through the presentation and publication of further
research results from this work in journals (e.g. DuD, HMD-Praxis der

Wirtschaftsinformatik).

1.4.4 Structure of the Thesis

The structure of the thesis is presented as a building with floors and a foundation with the

DSR process (Figure 4).

The guidelines of the Design Science Research approach are used as the foundation of the

building, as the research work was carried out according to these guidelines.

In Part A (1st Floor) of the thesis, the research questions and research methods are
described in the introductory chapter. This is followed by Chapter 2, in which the basics are
described, and the necessary definitions are carried out. This essentially includes a
description of the structure of local government that is better able to open up the field of

research to the reader. This is followed by further definitions of terms (1st Floor Figure 4).

In the second part B (2nd floor) an overview of the literature already published is provided
first. Subsequently a research methodological classification takes place for the author's
selected number of publications. Subsequently, the listed research questions are assigned
to these publications and the design science research process before the publications are
listed in detail (2nd Floor Figure 4).

The following chapter in Part C (3rd Floor) provides insight into the software that supports

the procedural model developed in the present work.

Part C (4th Floor) summarises the results in the last chapter of the thesis, as well as the
implications for science and practice. In addition to the limitations, the desideratum

presents the need for further research.
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1.5 Research Relevance

The demands of stakeholders on the provision of services by the administration have
changed significantly in recent years. Digitization has created new needs among some
stakeholder groups (Meuche, 2022, p. 100). With increasing digitalization, questions about
digital technologies' security are increasingly becoming a focus (Meuche, 2022, p. 100),
(Braun, 2021).

As a result, the legal requirements for ensuring IT security have changed considerably in
Germany and the EU in recent years. This is accompanied by various reform documents,
such as the IT Security Act 2.0 (ITSiG 2.0) from April 2021, the Cybersecurity Act, which
cameintoforcein 2019, and the EU Directive with measures to ensure a high level of shared
network and information security (NIS-2), which has been in force since 2016
(Schiinemann, 2020, p. 8), (Weissmann, 2023).

These reform documents are not an end in themselves, but define cyber and information
security measures and, at the same time, raise awareness of cyber security among the
responsible. This is especially true against the background that the number of cyber-
attacks on infrastructures of companies as well as administrations or critical
infrastructures has been increasing for years (Schreiber, 2022, p. 238), (DreiBigacker et al.,
2021, p. 52).

Environmental dynamics such as the COVID-19 pandemic have led to a further push for
digitalization with opportunities but also risks (Jaggi, 2023, p. 153f). At the same time, the
war of aggression in Ukraine has further exacerbated the security situation for both

companies and administrations (Schinemann, 2020, p. 10), (Jaggi, 2023, p. 178).

The community, i.e., citizens and companies, has an increased interest in ensuring that the
tasks performed by municipalinstitutions are carried out "safely" (Schreiber, 2022, p. 237).
This includes the usual administrative services such as issuing an identity document and

tasks such as ensuring the water supply.

Furthermore, data and information are increasingly becoming essential resources and
must be protected accordingly (Englédnder et al., 2022, p. 373). The same applies to
administrations, as they are also increasingly processing and storing digital data. Due to the
increased networking of information technology, the greater openness due to data-driven
services and related legal requirements, information theft, data manipulation and data loss

are increasingly becoming administrations' focus (Englander et al., 2022, p. 374).

The increasing number of successful cyber-attacks on administrations also makesiit clear
that a rethink or better proactive actions are also necessary for administrations to increase

cyber resilience (Knodt and Platzer, 2023, p. 8).

Local governments have become a critical success factor in cross-network
cybersecurity architecture. They are increasingly victims of successful cyberattacks, as

the topic of cybersecurity is not or cannot be addressed by the management level due to
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personnel, organizational, technical and financial challenges (Moses and Rehbohm,
2023a, p. 648).

At the same time, small local governments face as much risk as large organisations but are

more vulnerable at any given time due to reduced resources (Alahmari and Duncan, 2020,
p. 2).

The existing approaches and process models regarding information security are unsuitable
for small administrative units due to their complexity (Markus and Meuche, 2022, p. 209). In
German local government, 35% (=3,779) of local authorities are located in municipalities
with fewer than 1,000 inhabitants and usually have fewer than 20 employees (“Destatis,”
2024), (Schmid, 2019, p. 102). Information security is not the core business of the range of

tasks in such municipalities but a necessary evil.

Literature sheds light on many individual topics but does not provide an overall view. The

following gives a brief overview:

o Awareness of Employees ((Benson et al., 2019; Chodakowska et al., 2022; Choejey
et al., 2016; Glaspie and Karwowski, 2018),

e Business Continuity (Jalali et al., 2019),

e Application Security (Cubuk et al., 2022),

e Training Measures (Alkhudhayr et al., 2019; Cooke, 2017; Schmitz-Berndt and
Chiara, 2022; van Steen and Deeleman, 2021),

e Emergency Planning (Jalali et al., 2019),

e [ISMS-tools (Nikolova, 2017; Sabtu and Mohamad, 2021),

e Maturity Models (Clemith and Sicker, 2014),

e Technical Security Controls (Glaspie and Karwowski, 2018),

e Security Culture (Glaspie and Karwowski, 2018; Khansa et al., 2017),

o Expertise of Employees (Chodakowska et al., 2022; Forrester et al., 2022;
Poehlmann et al., 2021; Preis and Susskind, 2022),

e Management Attention (Arbanas and Zajdela Hrustek, 2019),

e Security Strategies (Awan, 2017),

e Cyber Security Architecture (Nather, 2018; Taddeo, 2019),

e Obtaining Information on a Cyber Topic (Chainey and Alonso Berbotto, 2022;
Gedris et al., 2021; Potter and Hurley, 2020),

¢ Risk Management (Kitsios et al., 2022; Susukailo et al., 2022).

However, these are only selective solutions. There is a lack of combining the presented

solutions into an overall concept.

Against the backdrop of the challenges listed here, it becomes clear that there is an urgent
need for action in implementing information security in small administrative units and that

appropriate tools are needed. What is required is a simple process model that can be
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quickly implemented in local governments and tailored to the local government's core
requirements.

This thesis develops such an overall concept for small local governments in the form of a

process model and supporting software.



2 Basics and Definitions 25

2 Basics and Definitions

2.1 Administration

2.1.1 Structure of the Local Government

The "municipal” level in Germany represents the lowest level of the federal structure. It
includes both municipalities and districts and, for example, in Bavaria, administrative
districts (Schreiber, 2022, p. 238) or local districts (Kersting and Kuhlmann, 2018). Germany
had 10,786 municipalities as of 31.12.2022 (“Destatis,” 2024). 85% (=9,169) of these 10,786
municipalities have 10,000 inhabitants or less. If the circle is even narrower, there are still
35% (=3,779) municipalities with 1,000 or fewer inhabitants. (“Destatis,” 2024). Their core

administrations are often smaller than 20 employees (Schmid, 2019, p. 102).

)
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Figure 5: Federal structure of the Federal Republic of Germany

The municipal level has its legal origin in the federal network of the Federal Republic of
Germany in Article 28,2 of the Basic Law, which regulates the so-called local self-

government:

»The municipalities must be guaranteed the right to regulate all matters of the local
community within the framework of the law on their responsibility. Municipal
associations also have the right to self-government within the scope of their
statutory area of responsibility, following the law. The guarantee of self-
administration also includes the basics of financial self-responsibility; these bases
include an economic power-related tax source to which the municipalities are

entitled with the right of assessment*.
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This means that municipalities are generally granted the right to fulfil their tasks within the
framework of cooperation with other public or private actors within the framework of a

partnership or on a contractual basis (Windoffer, 2018, p. 371).

At the state level, the right to self-government is constitutionally secured in the Local Self-
Government Act and in the constitution of the respective federal state (Bogumil and Jann,
2020, p. 123ff). In the context of the municipalities, this means that they have, in particular,
statutory sovereignty, personnel sovereignty, financial sovereignty, planning sovereignty,
organisational sovereignty and administrative sovereignty for their interests (Bogumil and
Jann, 2020, p. 75ff).

However, the municipalities also have to perform specific tasks in addition to the right to
self-government. The so-called commissioned matters include registration law, building
supervision law, immigration affairs, civil defence and regulatory law. Areas of responsibility
are motor vehicle registration, foreigners, passport and registration systems, food
monitoring, school supervision or trade law. In this area of indirect state administration,
there is no room for manoeuvre for the municipalities in shaping the goals (Bogumil and
Jann, 2020, p. 121).

municipal responsibilities

self-administration commissioned matters
own responsibility delegated responsibility
mandatory tasks Commissioning
voluntary tasks mandatory tasks by the federal matters by
government municipality
LB O decision on no room for no room for
whether and
how manoeuvre manoeuvre
how
fire brigade, identity cards, pIar!nnjlg
culture, sport o permission,
schools civil defence .
elections
are subject to the legal supervision are subject to the legal supervision
political design tasks execution of government tasks
decision by municipal council by the mayor

Figure 6: Municipal tasks
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The following ideal-typical organizational chart can be derived from the municipality's self-

government tasks and commissioned matters (Figure 7).

public relation staff council

data protection

officer
department department 1:|r:::i:m::; department department
citizens' service culture P e finance & HR internal service
construction
! _ !
citizen's office IT-service

Figure 7: Ideal-typical organizational chart of a municipality

The mayor is at the centre of the administration. Subordinate to him are the departments
responsible for self-administration tasks and commissioned matters. Legal requirements
require that certain bodies, such as the staff council and data protection officer, be
included in the organisational chart (Calder, 2018, p. Art. 37-39).

Due to the decentralised responsibility for organisational issues, which are derived
primarily from federalism, the departmental principle and, in particular, local self-
government, a very heterogeneous landscape for data and information technology has
developed in German federal, state and local administration (Heuermann et al., 2018b, p.
29). At the same time, it is observed that the topic of IT strategy is not a high-priority area of
responsibility (Figure 7).

However, digitization and the associated technical possibilities could also lead to changes
here in the future. If the technical execution of municipal tasks can be carried out centrally
and is also the economically more sensible alternative because it is more cost-effective,
the boundaries can become blurred. So perhaps there could be a change from self-
administration to self-responsibility in the future. This is because territorial delimitation can
no longer be achieved in the electronic space. Since neither a claim to the establishment of
isolated solutions nor a compulsion to use central services appears to be a good solution,
the principle of cooperation and establishing regional service centres could be a

conceivable approach (Bernhardt, 2018, p. 17).

The lack of IT integration as a strategic task at the management level makes it challenging
to implement an ISMS in small local governments (Gulden, 2018, p. 141).

2.1.2 IT Planning Council

Through the development of new control mechanisms for public administration (New

Control Model - NSM, NPM - New Public Management), the rigid requirements regarding
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administrative management have been broken up (Jann, 2019, p. 128). There are no barriers
to using modern methods and instruments, which have been successfully used in profit-
oriented companies for some time (Schardt, 2017, p. 234). As a logical consequence, the
public sector began to digitize administrative processes and the IT Planning Council was set
up on 1 April 2010 as a central body for central planning and coordination for federal
cooperation in information technology (Figure 8) (Heuermann et al., 2018a, p. 24). Although
the IT Planning Council is regarded as the central steering body for the IT of the federal and
state governments, its impact extends beyond the cooperation between the federal and

state governments and municipalities (Schardt, 2017, p. 228).

Head of the Federal Chancellery with
Heads of the state and senate chancelleries of the federal states

) ] Specialised
IT Planning Council Ministers'
‘ Conference
Office

IT Planning
Council / I * +
Steering projects Applications KOSIT it
oo || Mgkt || wour | e

Planning Council Committee
Coordination
e R
Strategy Information
Coordination security : N

Figure 8: Committees of the IT Planning Council of the Federal Republic of Germany

The main focus of the federal, state and local governments is handling administrative
matters. The IT Planning Council is programmatically oriented towards cross-sectional

functions to plan and coordinate recurring and similar IT tasks in all departments (Figure 9).
The tasks of the IT Planning Council include the following topics:
e Coordination of cooperation between the Federal Government in matters of
information technology
e Decision-making on IT interoperability and IT security standards
e the management of e-government projects

e the planning and further development of the connection network

The "Information Security" working group, composed of 16 state representatives and the
federal government, deals with information security issues. This is due, on the one hand, to
the increasing digitalisation of administrative processes and, on the other hand, to the
growing networking of administrative infrastructures via the interconnection network and

the associated dangers and risks for all network users.
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Range of tasks of the IT Planning Council
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Figure 9: Tasks of the IT Planning Council

In principle, it also applies to all levels of the federally structured public sector that
information management, including information security, is not only a critical success
factor for operational information and communication technology (IT) but also represents

the innovation driver per se.

Against this backdrop, it is even more surprising that since the founding of the IT Planning
Council on April 1, 2010, and the publication of the guideline for information security,
including the implementation plan on March 8, 2013, the implementation of this guideline
has fallen far short of expectations, especially in the municipal sector. For example, only
two states (Bavaria and Saarland) have established funding projects by the state
government to provide financial support to the municipal family for the development and
sustainable establishment of information management and information security
management systems (ISMS). In addition to the fact that public administration in the area
of planning, implementation and use of IT and related processes is characterized in
particular by the importance of the implementation of laws, there is the assumption that
there is a lack of suitable approaches, architecture or reference models for the
development and establishment of an information security management system in local
government that are adapted to the local needs (organizational, technical, personnel and

financial).

The tasks of IT governance for the implementation of digitalization and its safeguarding
(information security) are supported by several publicly available and partly proprietary
"best practice" reference models and standards. JOHANNSEN and GOEKEN provide a good
overview with their analysis and comparison of the reference models (Johannsen and
Goeken, 2011, p. 255ff). The aim is to determine which are best suited to the municipal
administration to build up and sustainably establish information security management

there or whether a new procedural model needs to be developed.
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2.1.3 Digitization per se and in Administrations

Digitization efforts have been underway in business and administration for several years.
This progressive penetration of digital technologies also entails changes to processes and
organizations (Albayrak and Gadatsch, 2017, p. 1683). The term digitization now dominates
almost all areas of daily life. This fact is confirmed by the annual report "D21 Digital Index".
According to the study, 84% of Germans were already online in 2018, i.e. they use digital
services via the Internet. Although the age group of 14 to 29-year-olds is almost entirely
digital at 99%, the group of over 65-year-olds is stillunderrepresented at 48% (Initiative D21,
2019).

If the term "change" is examined in this context, it is noticeable that the German
administration is lagging the trend here. Moreover, public administration stands for
consistency (Seibel, 2018, p. 1285). The digital transformation changes behaviour and

culture (Mergel, 2020, p. 36). Therefore, cultural change is often spoken of in this context.

Digitization is often referred to as a technical revolution, just as industrialization or the
development of the steam engine were in their day (Arreola Gonzalez et al., 2016, p. 7).
SCHUMPETER describes the further development of a system, e.g. an industry, exclusively as
endogenous so that innovation processes can only be brought about by members of the
system (Schumpeter et al., 2002). "Groundbreaking" innovations are often created as an
innovative adaptation to an external shock such as the COVID-19 pandemic (Mast, 2017, p.
27).

As early as the 1920s, KONDRATJEV analyzed five economic cycles triggered by a new need
and solution-oriented fundamental innovation. In doing so, he focuses solely on
innovations that underlie a technical foundation, thus putting technology in the foreground.
KONDRATJEV'S findings illustrate the importance of innovation for the development of an
industry and the overall economic development (Table 3). However, SCHUMPETER makes it
clear that it is not only the fundamental innovation that is decisive for evolution, but rather
its dissemination and diverse application (Weber, 2004, p. 94f). Information and
communication technology (ICT) has precisely this advantage of broad economic and
social applicability and, due to its enormous development in recent years, now supports
complex problems and provides assistance for various applications (Arreola Gonzalez et
al., 2016, p. 7).

Table 3: Kondratjew'sche Zyklen

Cycle Year Description
1. Cycle approx. Early mechanization with the beginning of
Steam engine 1780to 1840 | fundamentalinnovation: Steam engine
2. Cycle approx. Second industrial revolution with the
Railroad 1840to 1890 | breakthrough of the railway
Basic innovation: Railroad
3. Cycle approx. Construction and use of heavy machinery with the
Electrical engineering | 1890 to 1940 | breakthrough of electrical engineering
Basic innovation: Electrotechnology
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4. Cycle approx. Age of automation with the combination of
Automation 1940to 1990 | automation and industrialization

Fundamental innovation: integrated circuits,

nuclear energy, transistor, computer, car

5. Cycle approx. since | Information and communication age with a
Information 1990 breakthrough of digital technology in the face of
technology increasing globalization

Basic innovation: Computer / Network

Source: (Wachter, 2017, p. 449f)

While KONTRATJEW focuses on technology, today's digitalization looks at internal processes
and the external interfaces of companies and administrations from a data-driven
perspective (Oswald and Krcmar, 2018, p. 7). This change of perspective is accompanied
by disruption. This means that something existing can be replaced, displaced, or even

destroyed by something new (Arreola Gonzalez et al., 2016, p. 7).

As aresult of digitalization and the associated increasing penetration of digital technologies
into the economy, administration and society, the challenges for companies and
administrations are to make their business models future-proof (digital business), to
continuously adapt organizational structures and processes to changing business models
and framework conditions (security) (digital transformation) and to make the best possible
use of the potential of new technologies (digital disruption) and to protect them (Figure 10).
At the same time, the graphic makes it clear that digitization plays a role not only in the
technicalinfrastructure but also in the processes, the applications, the data processed with

them, and the interfaces to the outside. These five levels must be safeguarded in their
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Figure 10: Digitisation
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OswALD and KRCMAR describe this digital revolution by four characteristics (Oswald and
Krcmar, 2018, p. 5):

e Inevitability,
o Irreversibility,
e Speed

e and Uncertainty

Inevitability means that social trends such as demographic change will present everyone
with significant challenges (especially public administration) that cannot be met without

innovative options (Oswald and Krcmar, 2018, p. 7).

The irreversibility means that users of digital innovation are no longer willing to do without

the gain in comfort they have gained (Oswald and Krcmar, 2018, p. 8).

The speed of change is influenced, in particular, by reduced costs for IT infrastructures
(Oswald and Krcmar, 2018, p. 8).

The uncertainty is explained by the fact that it is difficult to make predictions despite the
inevitability. The dynamic change in technologies and industries and the necessity of
choosing a technology also bring with it an opportunity for business change. Not every
technological trend needs to be followed. It is more critical that organizations put
themselves in a position to make the necessary changes at any time, as digital

transformation is less a fad than a permanent trend (Oswald and Krcmar, 2018, p. 9).

For public administrations, digitization also brings challenges that, if tackled correctly, also
open up opportunities due to the possible changes (Martini et al.,, 2016, pp. 4-6).
Furthermore, administrative action is no longer conceivable today without IT support. This
influence of technology will continue to intensify in the context of digital transformation
and, at the same time, also harbours one of the risks associated with digitalization, namely
the security aspect (Schenk and Dietrich, 2018, p. 268).

One accelerator that helps to master these challenges is the Online Access Act.

Adopting the Online Access Act (OZG) on 18.08.2017 obliges the federal and state
governments to provide online access to administrative services by 2023. The Online
Access Act (OZG) in Germany was introduced to drive the digitization of the administration
and provide citizens and companies with easier and digital access to public administration
services. This also directly affects the municipalities that offer a large humber of these
administrative services (0OZG - Gesetz zur Verbesserung des Onlinezugangs zu
Verwaltungsleistungen, n.d., p. 81 Abs. 1). The main objectives and advantages of the

Online Access Act for the administration are:
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o Digital accessibility: The OZG aims to make all administrative services of the
federal states, municipalities and the federal government digitally accessible by
2022. Citizens and companies should be able to deal with their concerns online
without appearing in person (von Lucke, 2021, p. 128).

e Uniform standards: The law creates uniform standards and interfaces to ensure
interoperability between the different administrative levels. Thisis intended to make
digital offerings more user-friendly and efficient (Seckelmann and Brunzel, 2021a,
p. 7).

e Citizen portals: Public administration is encouraged to set up uniform citizen
portals through which citizens can access digital administrative services. These
portals are intended to provide a central access point for various requests (von
Lucke, 2021, p. 134).

e E-Government-Infrastructure: The OZG promotes the development of a secure
and efficient e-government infrastructure. These include, for example, secure
identification options (e.g., the electronic identity card) and the guarantee of data
protection standards (Brunzel, 2021, p. 342).

o Accessibility: Digitization should also benefit people with different needs.
Therefore, the OZG calls for the implementation of barrier-free digital services to
ensure the participation of all citizens (Luhr, 2021, p. 113).

e Modernization of the administration: Digitization is intended to make
administrative processes more efficient and transparent. This can help save

resources and improve citizen service (Markus and Meuche, 2022, pp. 2, 13, 16).

Therefore, the Online Access Act is an essential step towards modernizing public
administration in Germany to offer citizens and companies modern and efficient options for

accessing administrative services (Wimmer, 2021, p. 146).

However, the implementation of the OZG is proving difficult (Boos et al., 2023, p. 119). The
Covid-19 pandemic, in particular, has highlighted the deficits associated with digitalisation
(Hornbostel et al., 2022, p. 37ff).

Attempts have been made to respond to the deficits by investing in digital infrastructure.
However, digitalisation problems cannot be solved by using new technologies alone. A
deeper analysis shows that the established system of German administration no longer
meets the current challenges in various respects. This begins with the question of what the
administration should do for which stakeholder groups in the future (digital business). The
necessary processes and data flows are derived from this and must be implemented in

corresponding administrative structures.

The structures must support the processes in the best possible way and be designed in
such a way (digital transformation) that they enable rapid adjustments to changing
framework conditions (digital disruption). Finally, managers and employees are needed

who can implement the processes efficiently and effectively and develop solutions quickly
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when new challenges arise (Hopp, 2020, p. 209ff). This requires the flexibility to bring
together the appropriate employees in an organization in project teams, and the IT systems

must support the efficient handling of processes (Schenk and Dietrich, 2018, p. 269).

However, if only the technological prerequisites of digitization or the modernization of the
administration are discussed, this does not go far enough. Securing infrastructures,
applications, and thus processes, in short, information security (Section 2.2), must also be

considered in administrative digitization (Gulden, 2018, p. 138).

There are numerous approaches to organize and coordinate this, such as ITIL, COBIT,
CMMI, etc., which JOHANNSEN and GOEKEN summarize in a suitable overview (Figure 11)
(Johannsen and Goeken, 2011). These approaches are already established in large
municipalities and their service providers. In medium-sized and tiny municipalities, such

tools are only found in exceptional cases (Schenk and Dietrich, 2018, p. 270).
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Figure 11: IT-Governance

2.1.4 Digitization and Information Security — A Challenge for Small Municipalities

As explained in Section 2.1, around 35% of local governments can be described as small to
medium-sized local governments. On the one hand, these corporations are below the
federal and state governments' levels and provide the population with specialist IT
procedures to cover the core tasks of public administration. On the other hand, they
perform many different tasks — with or without legal coercion — such as the sponsorship of

kindergartens and schools to supply functions with electricity, gas and water.
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The digitization efforts and the desire of citizens to interact more digitally with the
administration pose significant challenges for small administrations. The list below

provides an overview of the essential aspects:

o Data protection and information security: Administrations must protect sensitive
data and preserve citizens' privacy. The increasing threat of cyberattacks requires
constant adaptation of security measures (Markus and Meuche, 2022, p. 209;
Rehbohm and Kalmbach, 2023).

o Digitization of processes: Moving to digital often requires significant investment in
technology and employee training (Kremer, 2018, p. 205; Muller, 2018, p. 289). There
are challenges in integrating new systems while maintaining existing, often
outdated systems (Heuermann et al., 2018b, p. 300ff; Markus and Meuche, 2022, p.
20ff).

e Interoperability: Administrations need to ensure that their digital systems can
communicate with each other to provide efficient information exchange.
Interoperability issues can hinder the seamless integration of systems (Klenk et al.,
2020, p. 31ff).

e Lack of skilled workers: The shortage of qualified IT security and digitization
experts is a widespread challenge. Public administration competes heavily with the
private sector for professional workers (Markus and Meuche, 2022, p. 3).

e Citizen participation and acceptance: The introduction of digital processes
requires the approval and cooperation of citizens. There are challenges in involving
the population in the process and ensuring that digital solutions meet their needs
(Gulden, 2018, p. 138; von Lucke, 2021, p. 134).

o Legal framework: Compliance with legal regulations in data protection and IT
security is a significant challenge. Legislation must often adapt to ever-changing
technologies (Hanschke, 2020a, p. 8ff).

These challenges require a comprehensive and coordinated approach to ensure the
success of digitalization projects in German administrations (Gulden, 2018, p. 142ff). At the
same time, the increasing digitization of administrative processes also means a rising
potential danger. To this end, appropriate security measures must be considered from the
outset (Kremer, 2018, p. 201). Unfortunately, we are currently observing that the efficiently
organized and previously well-functioning administrative apparatus is reaching its natural,
historically evolved limits (Schwarzer, 2018, p. 489). This insight was already recorded in the
first cyber security strategy of the German government in 2011. Cyber security is not a
static, final goal but a "... the desired state of IT security, in which the risks from global
cyberspace are reduced to an acceptable level" (von Salden and Schéafer, 2018, p. 532). The
demand of VON SALDEN and SCHAFER is obvious: The state must counteract the threat by

organising the cyber security architecture accordingly to fulfil its protective mandate.
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However, the legal framework for the municipalities is currently lacking. The NIS-2 Directive
is a new edition of the obligation of the federal and state governments to establish a cyber
security architecture. However, this does not directly address the local government. Against
this background, cyber security tasks are assigned to "self-government" by those
responsible for local governments (Rehbohm and Kalmbach, 2022, p. 339). It remains to be
seen whether an expensive project to introduce an ISMS will be planned in the face of tight

public budgets and a shortage of skilled workers.

The fact that information security also poses an existential challenge for municipalities is
shown by the district of "Anhalt-Bitterfeld", which had to maintain a cyber disaster for
months after an attack in the summer of 2021 (Lang, 2022, p. 27). Despite the
establishment of federal and state information security agencies and increasing attacks,

the issue is not receiving the necessary attention (Meuche, 2022, p. 100).

The reasons are varied: On the one hand, technical safeguarding of the systems requires
investments, which are not made as long as those responsible do not see themselves
affected (Grigat et al., 2020, p. 23), (Birk, 2021, p. 677). On the other hand, the risks lie to a
considerable extent in the organization and in the knowledge and motivation of
management and employees. Although public authorities now usually have information
security officers, they are only active in an advisory capacity as staff units and do not have
the authority to issue directives necessary for implementing measures. The leadership
positions must enforce their advice, but they need the essential basic understanding to do
so. This is especially true because information security must be considered in all strategic
decisions (BSI, 2017, p. 35).

The question remains as to what degree of maturity the local government must meet
digitization on the one hand and the associated challenges, such as information security

and the needs of stakeholders, on the other.

An administration oriented towards the needs of the stakeholder groups with cross-
functional processes first requires a changed legal framework and then a change in the
structure, leadership, organizational culture, employee thinking, the orientation of training,
and finally, the control system. The latter must focus much more strongly than is usual
today on service and consulting, leadership and data quality and the associated security,
and must be oriented towards the overarching goals. The maturity model of the Digital
Administration Competence Center at Hof University of Applied Sciences addresses all of
these aspects, although it is noticeable that no maturity level for "security" was determined

in the study (Figure 12) (Henning et al., 2022, p. 6):
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Figure 12: Maturity Model

However, the study makes it clear which aspects must be considered when developing a

process model for establishing an ISMS.

In the federal system of the Federal Republic of Germany, the municipal level plays a central

role in the perception of public administration because it represents the direct contact

between citizens and companies for many matters. Although this proximity is given by the

provision of services in the municipalities, there is little clarity in this area about the reasons

for the timid digitization (Hornbostel et al., 2022, pp. 6, 29).
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2.2  Information security as part of Cyber Security

2.2.1 Theterm Security

To define the family of terms information security or IT security, it is first necessary to

understand the term security.

Safety can be understood as the absence or limitation of significant hazards. However, the

term security offers a wide range of interpretations: (Freiling et al., 2014, p. 17)

e Certainty about the correctness of a statement, i.e. certainty in the sense of
indubitability (doubtlessness, certainty)

e Degree of trust in the correctness of a statement, i.e. certainty in the sense of the
certainty of the statement (confidence level)

o Pledge or surety, i.e. security in the sense of guaranteeing an equivalent value in

the event of a loss (guarantee)

Even concerning the presence of hazards, the term security can have different meanings

depending on the context of the application. The term security can refer to:

e The absence of dangers if damage cannot occur or can occur to a hon-significant
extent (ISO 27000)

e Adequate safety of hazards if, in the sense of limited, tolerable risk, significant
cases of damage are only possible if the probability of occurrence is

correspondingly low (IEC 61508)

2.2.2 Information security and IT security

This concept of security is often found in the relevant literature in conjunction with other
terms, such as information security and functional security. ABTS and MULDER understand
functional safety as the safety of technology against system errors. These are mainly faults
that occur due to software errors or external events. The definition of information security
follows this. Information security aims to protect information, both electronically stored
and in paper form. The term information security is often used synonymously with IT-
security. IT security refers to a state in which risks and threats are reduced by appropriate
measures (Abts and Mdulder, 2017, p. 599; Hanschke, 2020a, p. 2). Information security
always has something directly to do with individual personal behaviour and is not just the
collection of technical measures. However, information security is also often associated
with additional costs (Liedtke, 2022, p. 11)

2.2.3 Protection objectives

The German Federal Office for Information Security (BSI) defines information security
analogously to the definition of ABTS and MULDER but expands it to include essential
protection goals (BSI, 20283, p. 3).
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Similarly, the U.S. National Institute of Standards and Technology (NIST) defines information
security. It includes protection goals in its definition: ,,the protection of information and
information systems from unauthorized access, use, disclosure, disruption, modification,
or destruction to provide confidentiality, integrity, and availability.” (Paulsen and Byers,
2019, p. 94).

The international standard ISO 27000 is even shorter at this point. It defines information
security as the ,,preservation of confidentiality, integrity and availability of information“ (DIN
ISO/IEC 27000, 2016, p. 6) and thus focuses on the protection goals.

These three protection goals reflect precisely what the user expects as the secure use of
data, namely that the IT system is available for use without manipulation and that data

cannot be read or changed without authorization (Hanschke, 2020a, p. 52ff):

e information confidentiality: confidential information must be protected from
unauthorized or unintentional disclosure

e dataintegrity: the data must be provided in full and unaltered

e availability: the user must have access to the services, functions of an IT system or

even information at the required time

1

AVAIABILITY

2

INTEGRITY

Figure 13: Security triangle (CIA)

The criticality of a business process determines the need for protection and, therefore, the
level of information security to be achieved. The core elements of information security or
protection objectives (CIA) must be identified, defined and considered individually
depending on the environment and application (Liedtke, 2022, p. 19). Further protection
goals can be regarded as if the analysis is extended to data protection aspects (Section
2.2.5).

2.2.4 Cyber Security

To achieve these goals, it is necessary to implement various organizational, but mainly
technical security measures. These measures fall into different security areas, which can
be summarized under the umbrella term cyber security (Li and Liu, 2021; Wollinger and
Schulze, 2020).
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Information security is, therefore, a part of cyber security (Pohlmann, 2022, p. 2). Cyber-
security includes practical measures to protect information, networks and data against

internal or external threats.

A definition or more detailed description of the sub-areas of cyber security is omitted in this
thesis, as the sub-area of information of an organization is the focus of the study.
Nevertheless, the following figure illustrates the distinction between information security

and cyber security (Figure 14).

Cyber-Security

Information-'
Security

Figure 14: Cyber-Security

Source: (Liedtke, 2022, p. 15; Pohlmann, 2022, p. 5).

In the meantime, the term "cyber" is used inflationary in connection with other nouns in the
literature (Jorgens, 2023, p. 6). Therefore, the term information security is mainly used in this

thesis.

2.2.5 Data protection and data security

There are two significant differences between information security and data protection:
On the one hand, information security requirements for most companies and institutions
are based on independent decisions and are not primarily driven by regulations or laws. This
means that these organizations subordinate themselves to specific guidelines that are out
of their interest. These are usually also created by the organizations themselves. There is,
therefore, no external influence. A notable exception is the operators of so-called critical

infrastructures.
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In contrast, external requirements have always controlled or determined data protection.
With the entry into force of the General Data Protection Regulation (GDPR) on 24 May 2016,
the requirements formulated apply to all organizations that work with personal data. This
highlights the second significant difference in information security. While the scope of
information security considers all information regardless of its content, data protection

only applies to information with a personal reference (J6rgens, 2023, p. 5).

Therefore, data protection is inextricably linked to personal data protection (Lenhard, 2020,
p. 3).

There are different definitions for the term data security:

SCHULTE and SCHRODER understand data security as an essential component of data
protection. While data protection focuses only on personal data, data security knows no
separation between personal and non-personal data. Data security should be understood
less as a technical term and more as the result of legal considerations (Schulte and
Schroder, 2011, p. 859).

Jorgens FOLLOWS this with his definition that "the term data security originates from data
protection and refers to the technical protection of data, i.e. the fulfilment of protection

goals" (Jorgens, 2023, p. 6).

Since data security pursues the same goals as information security, this thesis uses these

two terms synonymously.

In addition to the three protection goals already listed in Section 2.2.3, the following other
protection goals apply in the area of data security: (Liedtke, 2022, p. 20), (Rost and
Pfitzmann, 2009, p. 354), (Petrlic et al., 2022, p. 10f)

e Authorization: Ensuring that people who wish to perform actions have the
appropriate rights (role and authorization concept)

o Authentizitat: Actions can only be performed by people who have authenticated or
identified themselves accordingly.

o Non-repudiation / Binding: In particular, communication processes are recorded
so that no falsification is possible, i.e. contingency can be guaranteed.

e Controllability: Data is not processed without the knowledge of the person
responsible.

o Transparenz: How personal data is processed is understandable to third parties.

e Intervenability: The affected subject can intervene against processing, i.e. edits
can be revised.

o Disassociability: Different data is stored so that they cannot be linked to each

other.

The fulfilment of these protection objectivesis in the interest of every organisation, although
the protection objectives can also be derived from different laws. Information security

management systems provide essential building blocks for fulfilling these protection goals.
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2.3 Information Security Management

Establishing an ISMS suitable for the organization forms the basis for documenting and
coordinating security processes in a structured and transparent manner (Béhmer et al.,
2017). In medium-sized to large administrations, the BSI baseline protection or the ISO
27001 standard have been established recently. Both ISMS standards are suitable for
analysing, structuring and optimizing the complex security standards in public authorities.
These two standards are generally unsuitable for small organizations due to their scope and
complexity. Nevertheless, these two standards will be discussed here and briefly described

before a procedure model for small administrations is developed and evaluated.

2.3.1 ISO/IEC 27001

The ISO/IEC standard has established itself internationally as the standard for
implementing information security in companies and administrations. It is based on the
British standard BS 7799-2 and was first published as an ISO standard by ISO and IEC in
2005 and is part of the ISO/IEC 2700X family of standards. The latest version of this standard
was published in October 2022 and defines the international standard for an information
security management system (ISMS) (DIN ISO/IEC 27000, 2016; DIN ISO/IEC 27001, 2018)

ISO/IEC 27001 contains requirements and measures for establishing, operating and
continuously improving an ISMS. It is important to note that the ISMS must be adapted to
the organisation's specific characteristics (Hanschke, 2020a, p. 10). Furthermore, the
standard family includes some guidelines on special topics such as risk analysis or
preparation for an audit. The figure below provides an overview of the individual standards
and then explains the content: (Figure 15)

Terminology

ISO 27000
overview & vocabulary

Loz el 1S0 27001 ISO 27006
Requirements requirements certification body requirements
/ -_—
General ISO 27003 ISO 27005
Guidelines ISO 27002 T e 1ISO 27004 risk 1ISO 27007
code of practice G measurements S audits
guidance management
Supporting SO 27010 IS0 27011 SO 2701718 1S0 27013
Guidelines communication cloud & 20000

communication

Figure 15: ISO/IEC 2700X Norm-Family

legend:
[ normativ
informativ
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The individual standards have different objectives and areas of application, which are

briefly summarized as follows (Bohmer et al., 2017, p. 24ff; Kersten et al., 2013, p. 13):

ISO/IEC 27000 contains the basic principles, concepts, terms and definitions for
ISMS and provides an overview of information security management systems (ISMS)
and the interrelationships between the various standards in the ISO-2700X family.
ISO/IEC 27001 is the central and only certifiable standard in the ISO 27001 family
of standards. The standard consists of 10 sections, and Annex A. Sections 1-3 are
general recommendations for the ISMS's introduction, operation, and
improvement. Sections 4-10 are mandatory, meaning all the requirements therein
must be implemented.

ISO/IEC 27002 is the code of practice and contains generally formulated
requirements.

ISO/IEC 27003 guides how to implement the ISMS.

ISO/IEC 27004 is a guideline for the development and execution of measurements
that can be used to measure the effectiveness of the ISMS.

ISO/IEC 27005 describes the process-oriented risk management approach.
ISO/IEC 27006 specifies requirements for the accreditation of certification bodies
and guides the ISMS certification process.

ISO/IEC 27010 defines the exchange of security information, e.g. in critical
infrastructures.

ISO/IEC 27011 provides guidance for ISMS in the telecommunications sector.
ISO/IEC 27013 serves as a guideline for integrating an ISMS according to ISO/IEC
27001 and IT service management according to ISO/IEC 20000-1.

ISO/IEC 27017 contains extensions for the implementation of cloud services.
ISO/IEC 27018 describes implementation instructions for securely processing

personal data.

The standard body of ISI/IEC 27001 has the following structure (Figure 16). With the help of

this structure, the individual chapters can be run through a PDCA cycle.
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Figure 16: ISO/IEC 27001

The individual chapters contain the requirements that the affected organization must
establish. A distinction can be made between planning and operational tasks. The
dispositive measures are to be fulfilled by the organizational management, and the
operational measures by the respective responsible organizational units. The guidelines of
the standard family supplement the abstract formulations and are to be used to aid in

implementing the ISMS.

Annex A of ISO/IEC 27001 contains the 93 measures that are divided into the following sub-

areas

e Organizational controls
e People controls
e Physical controls

e Technical controls

but only contain an abstract overview of the implementation measures. The Code of
Practice provides a detailed description of the requirements. These requirements must be

implemented for the organization's assets.

The aim of setting up an ISMS according to ISO/IEC 27001 is to subject an organization's
assets to a risk assessment, taking into account the stakeholders' requirements and

establishing appropriate security measures for risk treatment.
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2.3.2 IT Baseline Protection

On the other hand, there is the IT baseline protection of the Federal Office for Information
Security (BSI). It is understood as a defacto standard for information security and has a
national character. IT baseline protection is a framework that supports organizations in
ensuring their information security. It offers a structured approach for setting up an ISMS
and is particularly common in Germany among medium- to large administrations (“BSI-
Standard 200-1,” 2024; “BSI-Standard 200-2: IT-Grundschutz Methodik,” 2024; “BSI-
Standard 200-3: Risikomanagement,” 2024; “BSI-Standard 200-4: Business Continuity
Management,” 2024).

IT baseline protection is based on the baseline protection manual, which provides a
comprehensive collection of measures and recommendations for information security. The
handbook consists of various modules that focus on different aspects of information
security. These include organizational, personnel, infrastructural and technical measures
(Figure 17).

ISMS:
Security
Management

ORP: CON: OPS:
Organisation & Staff Conception & Planning Operation

Process modules

APP: sYs: IND: Nt s INF:
Application IT-Systems Industry IT S Infrastructure

Systems modules

DER:
Detection & Reaction

Figure 17: Layer and modules of IT basic protection

In addition to the basic protection manual, the user is supported by four BSI standards.
These BSI standards contain recommendations on methods, processes and procedures,
as well as procedures and measures for various aspects of information security (“BSI-
Standards,” 2024):

e BSI-200-1 defines general requirements for an information security management
system. It is widely compatible with the ISO 27001 standard and considers the
recommendations of other ISO standards, e.g., ISO 27002.

e BSI-200-2 forms the basis of the BSI methodology for setting up an ISMS.
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e BSI-200-3 bundles all risk-related work steps in the implementation of IT baseline
protection.
e BSI-200-4 provides practical guidance on how to set up and establish a Business

Continuity Management System (BCM) in the organization.
The development of an ISMS with IT baseline protection takes place in several steps:

1. Inventory and definition of protection needs:
o |dentification of information and IT systems: Determine which information and
systems need to be protected.
e Determination of protection requirements: categorisation of information and
systems according to confidentiality, integrity and availability.
2. Systematic risk analysis:
e |dentification of threats and vulnerabilities: Analysing the potential risks to the
identified information and systems.
e Assessment of the risks: Estimating the probability of occurrence and potential
damage impact.
e Definition of protection targets: Defining objectives to reduce the risks.
3. Selection of measures and implementation:
e Selection of safety measures: Suitable measures are selected based on the
fundamental protection manual.
e |Implementation of the measures: Integrating the selected measures into the
existing IT infrastructure.
4. Documentation and verification:
o Documentation of the measures taken and protective mechanisms.
e Regular reviews and updates: The ISMS is continuously monitored and adjusted as
required.
5. Certification according to ISO/IEC 27001:
e Certification option according to IT-Grundschutz by the BSI.
e Optional, but often desired: ISO/IEC 27001 certification makes it possible to review

and confirm the implemented ISMS following international standards.

The BSI's IT baseline protection provides practical guidance for organisations to establish
and improve their information security. By applying this framework, organisations can better

protect their IT infrastructure and arm themselves against current threats.

2.3.3 Comparison of ISO/IEC vs. IT Baseline Protection vs. CISIS12

The process models presented here have different advantages and disadvantages. The
following table (Table 4) extracts various criteria for which the individual process models
can be differentiated (Kersten et al., 2013, p. 16ff; Moses and Rehbohm, 2022a, p. 67). At
the same time, this table compares the process model developed in this work with the two

described here.
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Table 4: Comparison of process models
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Information Security Approaches

IT-Basic protection

Criterion CISIS12 1SO 27001
(BSI)
.. International :
:gzllcatlon IT Security Clusters e.V. Standardization rri‘(:)(:r;?;t(i)c::csee?grit (BS)
y Organization (ISO) y
No,4 BSI-Standard
Guidance Yes, 30 pages Yes, 30 pages Documents, approx. 250
pages
Target area DACH-Region international national
;?:get group / small to medium small to large smallto large
Complexity high high high
Structure and procedural model, 86 .
scope of the modules and 865 93 Controls 113 modules with 1,836
measures
catalogue measures

Risk analysis

Yes, mandatory

Yes, mandatory

Supplementary for high
protection requirements

Implementation

Goal-oriented and easy-to-
implement process model
with concrete measures

No process model,
generally formulated
measures

An abstractly formulated
process model,
implementation of
measures based on the
catalogue of measures

Yes, independent

Yes, independent

gert::lz;:li:n accredited certification accredited certification Yes, BSI Certification
PP y bodies bodies
Tool support Yes Yes Yes

Time required
for
implementation

<12 months

>12 months

>12 months

External costs

depending on the
certification program and
size of the organization:
10,000-30,000€

depending on the
certification program and
size of the organization:
30,000-50,000€

depending on the
certification program and
size of the organization:
30,000-100,000€

Effort

Introduction of an ISMS
with appropriate risk
management and security
measures derived from it

Introduction of an ISMS
with appropriate risk
management and security
measures derived from it

High formal effort for
modelling and protection
needs analysis

Procedural
Model

Yes

No

Yes, but very complex
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2.4  Management Concept

The terms management, organisational management or corporate management can be
interpreted differently. Management and corporate management are often used
synonymously. In this context, all factual and thematic tasks associated with general
questions of corporate management are addressed. In addition, the term management can
also be extended to other organisations (in the institutional sense), e.g. administrations.
The term management (Figure 18) is usually differentiated into functional and institutional
management concept (Bea and Gobel, 2019, p. 25ff; Becker and Fallgatter, 2005, p. 14;
Schreyogg and Geiger, 2016, p. 5ff; Vahs, 2015, p. 16ff).

Function Institution
(management tasks) (management departments)

* Planning |

* Organizing | |

* Monitoring

* Staffing committees person
* CEO * Entrepreneur
* Executive Board * Manager
« divisional management + Executive employee
« etc. + Top-, Middle-, Lower-

Manager

Figure 18: Differentiation of the concept of management.

The activity- or process-orientated (functional) term is to be understood as a goal-
orientated process for structuring wholes, which is carried out by certain persons (role
holders). Within this process, action orders are designed, and a binding order is given to the
organisation's members by the management level (Grunwald, 2022, p. 14ff). While the
functional term is aimed at the individual management tasks (planning, organisation,
control and personnel) of the persons entrusted with management, the institutional

management term covers the persons or committees and their role holders.

2.4.1 Management as an Institution

The institutional management concept views the organisation in its entirety as an
institution. An institution is a system of norms and rules accepted as binding by the
organisation's members and has specific stability (Gobel, 2021, p. 15ff). At the core of this
definition is, therefore, not the process of organising, nor the formal structure of the
company or administration, but rather the entire social structure with formal and informal

elements (Schreyogg and Geiger, 2016, p. 9).

BECKER and FALLGATTER define "management as an institution" as the carriers of the

management processes, i.e. the centres of decision-making (Becker and Fallgatter, 2005,
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p. 15). From this institutional perspective, the focus is on these units' composition, roles,

and functioning (managerial role approach).

People who fulfil such roles are referred to as executives or managers. At the same time,
committees are formed to achieve specific management tasks, such as executive
management. The committees' personnel organisation ranges from one person to several
people. These institutional units must fulfil management tasks, whereby their decision-
making powers and authority to issue instructions are not linked to the person in charge but
to their formal position in the organisation. They work in a division of labour and are

equipped with different competencies (Vahs, 2015, p. 49ff).

Depending on the hierarchical level and the positioning of the individuals or committees,
the internal power hierarchy can be categorised into top, middle and lower management.
The hierarchical categorisation addresses different types of tasks and areas of
responsibility (Figure 19). While top management (company management) is responsible
for developing principles, objectives and strategies, middle management is primarily
responsible for implementation and operational management. Lower management
coordinates the operational realisation of tasks at the interface to the execution level
(Becker and Fallgatter, 2005, p. 16).

*» CEO
A Management tasks * Executive Board
» divisional management

MIDDLE * Operations Manager
* Plant manager
LOWER- * Group leader
Management * Supervisor
. Objective tasks * Skilled worker
Execution Level « Support staff
organisation hierarchy task types instances

Figure 19: Hierarchical division of labour

2.4.2 Management functions

The functional management concept contributes, in particular, to the understanding of
corporate management, management systems and processes, and strategic management.
Essentially, the functional management concept addresses the tasks that must be fulfilled
in the system and process of managing a company based on a division of labour
(managerial functions approach). The management tasks to be fulfilled by managers can
be diverse and heterogeneous in terms of content. However, they are similar if the core
tasks are handled in management. Regardless of the hierarchical level, these rather general
and homogeneous core tasks are known as management functions. They relate to the
services to be provided by the management institution that are necessary as part of the

management process to maintain the management system and achieve the company's
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objectives. These management tasks include the factual activities of decision-making
(analysis, planning and decision-making) and implementation (initiating implementation,
management and control) as well as personnel-related tasks of personnel management

(Schreyogg and Geiger, 2016, p. 5).

KoOONTz/O'DONNEL break down the complex "management functions" into typical subtasks
(Koontz and O’Donnel, 1976). This provides an accepted framework of essential functions
(Figure 20).

Organizing

Planning
Leading

Monitoring

Figure 20: Management functions of Koontz and O'Donnell

The management functions describe tasks that are to be performed by managers. They can
only be fulfilled if the necessary requirements are met. KA7Z (Katz, 2009, pp. 90-102) first
identified three critical competencies of a manager in 1974 and defined the concept of
skills as follows: ,,As used here, a skill implies an ability which can be developed, not
necessarily inborn, and which is manifested in performance, not merely in potential. So the

principal criterion of skillfulness must be effective action under varying conditions.”

This definition of skills is in line with our current understanding of competencies. Today,
these three key areas (Figure 21) can be interpreted as follows (Berthel and Becker, 2003, p.
265; Melzer et al., 2019, p. 17ff; Moser, 2018, p. 11ff; Steinmann and Schreyogg, 2000, p.
20):

o Professional competence (disposition to act cognitively self-organised) relates to
detailed knowledge and the technical application of methods and procedures in
task-related task fulfilment. It is essential at the lower management level.

e Social competence (disposition to act in a communicative and cooperative self-
organised manner) refers to the ability to work efficiently with other people in
personal task fulfilment. This is important for group tasks, supervisor-employee
relationships, and other interpersonal interactions.

e Methodological competence (disposition to act instrumentally self-organised)

emphasises problem awareness, a holistic view, the ability to recognise
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interdependencies between company divisions or processes, know-how, and
independent problem-solving behaviour such as critical, analytical and networked

thinking. Methodological expertise is more important at higher management levels.

TOP. methodical
competence
MIDDLE social skills
LOWER- professional
Management competence

Figure 21: Types of Competencies

In recent years, various authors have mentioned another competence, namely the so-
called "personal competence". Personal competence subsumes resilience, flexibility, and
willingness to learn, perform and self-develop. However, this will not be considered further

in this paper.

2.4.3 Management Process

The management functions are not organised separately but in a specific order and
sequence. In the management process, the functions are viewed as dynamic phases,
ideally as a sequence of tasks that follow one another (Steinmann and Schreyogg, 2000, p.
11). In practice, corresponding feedback processes ensure that the overall processis made
more flexible in terms of content and time, which means that several functions must be

taken into account simultaneously when designing it.
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Figure 22: Cycle of Management functions
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2.4.4 Managerial Role and Behaviour

The management functions do not describe the actual behaviour of managers but merely
structure it. MINTZBERG categorises the behaviour of managers according to ten observed

manager roles and divides these in turn into three activity groups (Table 5).

Table 5: Management Roles

Interp.)ersor.ial Informational Decision
Relationships
figurehead monitor entrepreneur
Role leader role disseminator disturbance-handler
liaison role spokesman resource allocator
negotiator

These role descriptions and the behaviour of the respective person are essential for the
present work and will be used later. With this in mind, the individual roles are briefly

described based on MINTZBERG and KUMAR ((Kumar, 2015, p. 13f; Mintzberg, 1980).

e The interpersonal roles link all managerial work together.

o Figurehead Role: The manager represents the organization in all matters or
formality. The top-level manager represents the company legally and
socially to those outside the organization. The supervisor represents the
work group to higher management and higher management to the
workgroup.

o Liaison Role: The manager interacts with peers and people outside the
organization. The top-level manager uses the liaison role to gain favours and
information, while the supervisor uses it to maintain the routine workflow.

o The Leader's Role: It defines the relationships between the manager and
the employees.

e The informational Roles ensure that information is provided.

o Monitor Role: The manager receives and collects information about the
operations of an enterprise.

o Disseminator Role: The manager transmits particular information into the
organization. The top-level manager receives and sends more information
from the people outside the organization than the supervisor.

o Spokesman Role: The manager disseminates the organisation’s
information into its environment. Thus, the top-level manager is seen as an
industry expert, while the supervisor is seen as a unit or department expert.

o The decisional roles make significant use of intelligence and have four decisional
roles.

o Entrepreneur Role: The manager initiates change and new projects,

identifies new ideas, and delegates idea responsibility to others.
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o Disturbance-Handler: The manager deals with threats to the organization.
The managers take corrective action during disputes or crises to resolve
conflicts among subordinates.

o Resource-Allocator Role: The manager decides who gets resources,
schedules and budgets, sets priorities, and chooses where the organization
will apply its efforts.

o Negotiator Role: The manager negotiates on behalf of the organization. The
top-level manager makes the decisions about the organisation as a whole,

while the supervisor makes decisions about their particular work unit.

2.5 Organisational Behaviour

2.5.1 Ability, Willingness and Consequence

A view that categorises competencies as either present or absent does not adequately
reflectthe company's reality. Competences are not an "all-or-nothing" phenomenon but are
developed gradually, whereby the degree is fundamentally changeable (Krumm et al., 2012,

p. 6).

If a person has the necessary competencies to cope with a complex situation, this can be
referred to in the broadest sense as the ability to act (ability). This does not necessarily
mean that the person translates these competencies into performance in an operational
context. At the same time, inadequate performance does not necessarily imply a lack of

competencies (Krumm et al., 2012, p. 5).

The individual's willingness to act is, therefore essential to generate a solution-orientated

performance in addition to the determinant of ability (Berthel and Becker, 2003, p. 38).

For a project for the sustainable development of an ISMS, this means that the project

manager should ask himself the following questions:

e How does motivation arise?
e What determinants influence the motivation and experience of employees?

o What framework conditions must be in place for a project to be successful?

The ability, willingness determinant concept (AWC) provides a good overview of the factors

that motivate people to do something (Figure 23) (Berthel and Becker, 2003, p. 39).
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Figure 23: Ability-Willing-Consequences-Concept
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The AWC consists of 3 components, namely the determinants of Ability, Willingness and

Consequences.
Within the determinants of willingness, three essential building blocks work together.

Firstly, the employee's accumulated "experience, i.e. his (6) experiences/perceptions, his
(7) self-concept and his (8) personality factors must be taken into account. The second
building block, "motive structure", is indirectly influenced by these experiences. The (1)
motives thus represent people's willingness to behave, which is triggered by specific
incentives and influenced by (2) attitudes, which generally have a lasting character and
result from experience. Furthermore, the valences and expectations of employees have a
particular impact on the motive structure. A (3) valence is a person's positive or negative
attitude towards the desired results or the adherence to specific rules (norms). On the other
hand, (4)(5) expectations as a cognitive construct express the subjective probability
calculation of a person in relation to the occurrence of one or more events. With
expectations in particular, a distinction must be made between (4) effort expectation - the
subjective probability that one's performance depends directly on individual effort and can
also be achieved - and (5) consequence expectation - the subjective likelihood that
individual goal achievement depends on one's performance and that the expected

consequence will materialise.

All expectancy-valence approaches assume that the strength of a person's behavioural
tendency depends on the individual level of expectation and the valence (attractiveness) of
a situation for that person and the expected consequences. If the three components

described above positively affect the employee, this results in (9) commitment.

Three factors characterise the determinant of ability. On the one hand, there is the (10)
aptitude of an employee, i.e., the personal qualification characteristics, and (11) work
knowledge, a kind of specialist knowledge that fulfils the task optimally. On the other hand,
the (12) working conditions are factors that have a positive or negative influence on the (13)
performance behaviour of employees or the organisation and also have a motivating effect
at the same time (Berthel and Becker, 2003, p. 56ff; Wahl, 2013, p. 17).

The determinant of the consequences is primarily determined by the (14) reward for
performance behaviour. The (15) aspiration level represents the level of a person's
expectation or objective, and the (16) attribution or attribution of causes manifest
themselves in (18) job satisfaction after a corresponding (17) comparison. In addition to
these partly measurable factors, the AWC is determined by experience and the resulting
insights (i.e. learning). The successful solution of a difficult task, the subsequent
satisfaction experienced (psychological expertise), and the reward received can positively
influence motivation for future opportunities. The ability and willingness to act can be
promoted by company incentive systems such as performance-related remuneration
systems or the expansion of responsibility and autonomy, and they are the subject of

classic personnel development.
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COMELLI and ROSENSTIEL point out that the approach of the Ability-Willing-Consequences-
Concept with its three determinants falls short and extend this model to include the
determinant "may". That means the permission "may" is required for the action. It can be
explicitly given or implicitly presented as a matter of course (Comelli and Rosenstiel, 2011,
p. 3). This component, in particular, is primarily determined by the type of organisation
(sector), the motivation of the management level, the organisational structure and the
degree of managerial hierarchy. The more hierarchical an organisation is, the less autonomy

individuals will likely have to apply their skills.

Inthe sense of an observable action or performance, performance is a product of situation-
specific competencies and their activation as a result of certain incentive systems, flanked
by corporate structures that grant a high degree of autonomy. Performance can only be
achieved if personnel and organisational development are integrated into an overall
concept (Berthel and Becker, 2003, p. 56ff).

2.5.2 Group dynamic effects

Hardly any critical decision, whether in politics, family or at work, is made by a single
person. Interestingly, socio-psychological research shows that groups often make blatantly
wrong decisions: group decisions are not automatically better than individual decisions.

The literature distinguishes between the group dynamic effects described below.

2.5.2.1 Hidden-Profile-Effect

Groups mainly discuss shared or opinion-confirming arguments, whereas contrary
opinions are ignored. The group, therefore, primarily talks about what everyone already
knows. This phenomenon is known in psychology as the hidden profile effect (Berthel and
Becker, 2003, p. 420; Stasser and Titus, 1987). The specialised knowledge of the individual
group members is ignored, and the focus is only on the knowledge that confirms opinions.
This results in significantly less overall knowledge, which also strongly influences the

quality of decisions.

2.5.2.2 Risky-Shift-Phenomenon

Another phenomenon is that group decisions are often more extreme than individual
decisions, i.e., the group's risk appetite is higher than that of the individual. Initially, it was
assumed that the extreme opinions of individual group members would be "averaged out"
in joint decision-making. However, contrary to this assumption, group polarization often
occurs, so the group tends to make a riskier decision. STONER calls this phenomenon
»Risky-Shift-Phenomenon* (Stoner, 1961).

2.5.2.3 Social Loafing
In a group, it is difficult to measure a person's individual performance or contribution. Due

to this fact, the phenomenon often occurs in groups, and the individual person further

reduces his contribution. This phenomenon is referred to in the literature as "social loafing"
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(Latané et al., 1979), whereby the loss of motivation increases with the size of the group
(Karau and Williams, 1993).

2.5.2.4 Distribution and Diffusion of Responsibility

For all three phenomena in the context of group dynamic decision-making processes, the

following explanations for the behaviour of group members are conceivable:

o Thedistribution of responsibility is the complete transfer of duties, competencies
and thus responsibility to another person, whereby the actual controller feels little
or no responsibility (Bartling and Fischbacher, 2012, p. 70).

o Diffusion of responsibility describes the phenomenon that a problem or necessity
that needs to be solved or completed decreases the more people are involved,
despite having sufficient knowledge, employees and attention, and the greater the
number of people involved, the lower the individual's sense of responsibility for

completing the task (Symmank and Hoffmann, 2017, p. 957).

Both phenomena are frequently encountered in the research domain. In particular, the
diffusion of responsibility, according to the principle: NIMBY: ,,Not in my Backyard” or ,,The

art of distributing work so that none will be left for yourself*.
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PART B - PUBLICATIONS AND RESEARCH
CONTRIBUTIONS

You never fail until you stop trying.

Albert Einstein

Part B provides a summary of the research contributions. At the same time, an overview of
the research methods used to create the individual contributions. Furthermore, the
research questions answered by the contributions are assigned to the respective
contributions. Subsequently, the publications are linked to the phases of the DSR process

and then printed in their entirety.
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In order to collect the relevant literature on the status quo of information security in the
public sector and especially in local government, a structured literature analysis based on
WEBSTER and WATSON (Watson and Webster, 2020) was carried out. The guiding research
question was "In the context of information security management, what scientific work on
information management systems for public sector organisations and on inhibiting factors
for implementing them has been published?". Based on this research question, we
identified the following keywords as relevant for the search: "cybersecurity, public sector,
information security, inhibiting factor, hindering factor, obstacles". An initial on Google
Scholar resulted in relevant papers from different scientific disciplines, such as business
administration, administrative sciences, or computer science. Thus, we selected different,
widely used electronic literature databases to reflect this variety: SSOAR (administrative
sciences), EBSCO Econ Lit and WISO (public service), as well as Scopus (computer
science, information systems and many other disciplines). In the preparation phase for the
literature analysis, we also used German translations of the search terms to investigate
whether ISMS implementation problems in small public sector organisations are primarily
a phenomenon in the German public sector. However, it turned out that (a) the very few
significant results in the German language were also linked to publications in the English
language, and (b) publications from many other countries indicated the same ISMS

problems. Thus, we continued with the English terms only.

As the introduction of GDPR in the EU in 2016 significantly affected the ISMS requirements,
we decided to conduct a search period from 2016 to today. The search in the databases
mentioned above for this period returned 703 unique articles. Articles only addressing
technological issues of information security were excluded, which reduced the number of
hits to 378. In the next step, articles irrelevant to the public sector were removed, leaving
165 articles. After assessing their relevance based on content, quality and citation
frequency, 92 articles were filtered out and included in further analysis. The results of the

search queries are summarised as follows (Table 6):

Table 6: Result of Literature Review

search string literature- hits relevant
join with AND database

isms, success, factor 269 26
isms, success-factor 172 17
isms, hindering, factor 16 4
cybersecurity, hindering, 6 ]
factor Scopus

cyber, security, hindering, 10 5
factor

cybersecurity, municipal 20 8
information, security, 412 23
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municipal

information, security,

success-factors, isms 21 9
isms, success, factor 8 0
isms, success-factor 4 0
isms, hindering, factor 0
pyberse9ur|ty _ EBSCO 151 5
!nformat!on, munlt?lpal EconLit 1 1
|nf0r.m.at|on, security, 20 1
municipal

information, security, o8 0
management, system

Cybersecurity SSOAR 37 2
security, municipal 137 1
isms WISO 4 1
information security 24 1

A literature review concerning the country of publication shows that significant research is
taking place in the EU and the USA. The following table (Table 7) briefly summarises the
research locations and the priorities. The main research areas relate to critical
infrastructures, research into obstacles and success factors, overarching strategies, and
technical and organisational measures. The subsequent literature review highlights a gap
in terms of research that aims to develop and present a management system suitable for
public administration. In particular, no publications were identified that focus on the

demands of small public sector organisations.

Table 7: Research location and research fields

research amount | research field
location
security in public sector organisations,
critical infrastructures,
EU risk analysis,
(Bulgaria, national strategies,
Croatia maturity and procedural models,
Germany, Greece, organisational success factor,
Ireland 17 modern cybersecurity threats,
Netherlands, hindering / success factors,
Norway, Poland, awareness / marketing,
Sweden, Turkey, UK, digital sovereignty,
Ukraine) technical measures,
status quo of security management systems,
budgeting
security in public sector organisations,
national strategies,
collaboration,
maturity and procedural models,
USA 12 o.rganigational success factor,
hindering / success factors,
modern cybersecurity threats,
municipal cybersecurity,
human factors,
responsible for cybersecurity
Asia 8 security in public sector organisations,
Pacific and national strategies,
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research amount | research field
location
India collaboration,
metrics,
success factors
Emirates 1 security in public sector organisations

In the following, we summarise the most cited literature that examines obstacles to the

development of an ISMS:

Human factors are, therefore, a critical success factor. In their study, the authors GLASPIE
and KARwWowskI (Glaspie and Karwowski, 2018) focus precisely on these human factors in
information security culture and found that the human factor is always the weakest link in
enforcing measures and that this aspect must be optimised. After a systematic analysis,
the authors concluded that the following human factors form the basis of a successful
safety program: Information Security Policy, Deterrence, Incentives, Attitude, Commitment,
Training and awareness, and management support. The authors also concluded that only
technology-oriented security controls fall short. In addition, people at all levels of the
organisation have an essential role to play in establishing a positive information security

culture. They must be taken into account in any security program.

These findings also make PREIS and SUSSKIND (Preis and Susskind, 2022, p. 617) provide a
good overview of the problems of the public sector and the costs that can accompany
cyberattacks. In their work, the authors focus on the retro-perspective analysis of different
studies regarding the cybersecurity status quo in American communities. The results are
summarised here: Only a few local governments have developed or established such
cybersecurity strategies in their administrations. Furthermore, cybersecurity risk
management in the administration is weak or non-existent. Lack of financial and human
resources is an obstacle to improving cybersecurity. Hardly any local government in the
field of investigation has set up an ISMS with an external certification or operates a

continuous improvement process.

To complicate matters, according to NORRIS (Norris et al., 2019, p. 896), the majority of
American local governments suffer from permanent cyberattacks and, at the same time,
operate their IT infrastructure with weak and poorly trained staff, and it is precisely of these
administrations that the management level rates their cybersecurity management as "good
to very good". This picture is confirmed in further studies in American local and city
governments (Hatcher et al., 2020). In the United States and Europe, local government
employees are poorly trained in cybersecurity, note the authors ABANAS and NIKOLINA
(Arbanas and Zajdela Hrustek, 2019).

The human factor in the current cybersecurity landscape is also discussed by BENSON et al.
investigate (Benson et al.,, 2019). Based on a systematic literature review, the authors
outlined the most critical factors in constructing an ISMS in human factors, namely

consciousness, individual attitude, norms and cultural context.
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In contrast, JALALI et al. (Jalali et al., 2019) the organisational perspective of cybersecurity in
the health sector. The study followed a systematic literature review and focused on the key
aspects necessary for a successful healthcare strategy. The focus is on organisational
factors, including the technical readiness of healthcare facilities. The factors identified in
this study are software development security, Emergency plans and Planning and business

continuity.

AWAN et al. (Awan, 2017) have examined the concrete measures of security strategies that
influence the success of the implementation of such strategies. After a systematic literature
review, the following factors were highlighted: The level of critical information
infrastructures (CIl), the level of protection already achieved, and the sharing of

cybersecurity information.

The authors KHANSA et al. (Khansa et al., 2017) conducted a structured survey to examine
the impact of organisational control in the cyber environment. The study explored the
relationship between employee cyberloafing and formal organisational control.
Cyberloafing is the use of internet access provided by the employer for private information
gathering, private e-mail use or other online communication during working hours (Lim and
Teo, 2005, p. 1081), (Vitak et al., 2011, p. 1751). Such behaviour negatively impacts
productivity and can lead to unwanted and severe security issues. The study suggests that
factors such as attitude, subjectively perceived norms, behavioural controls, and lack of
punishment must be focused. These factors play an essential role in designing
organisational controls, which must be considered when setting up and establishing an
ISMS or CSS.

In addition to these factors, the chosen strategy and the procedural model also impact
success. COOKE tries to identify the successful strategies for building a cybersecurity
strategy in the public sector as part of his literature review (Cooke, 2017). In essence, the
study provided the result that employees with good IT skills, adequate resources for the
ISMS or CSS, corresponding internal guidelines and target group-specific educational

programs are indispensable as a guarantee for a successful strategy.

This is followed by NIKOLOVA'S research work (Nikolova, 2017). Building on more than six
years of experience in the Ministry of Information Technology and Communications, the
author describes a method for target-group-specific training of employees and managers.
The main finding of the multi-year project is that the widespread use of the presented
method has significantly improved cybersecurity within the organisation. Target group-
specific security measures, supported by suitable learning systems, are a success factor

for increasing cyber resilience.

Similarly, research is being carried out in the Netherlands into the impact of different
awareness-raising campaigns on employees (van Steen and Deeleman, 2021). The
campaigns, which only distribute information to workers, do not have much impact on

workers' behaviour. Therefore, the authors developed an educational game. An analysis
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showed that employees better accept such learning games. Thus, a more significant
contribution can be made to cybersecurity. At the same time, this analysis also underpins

the fact that learning systems adapted to the employee are a success factors for resilience.

Researchers CHOEJEY et al. (Choejey et al., 2016) examined the critical success factors for
cybersecurity in government organisations in Bhutan. The authors conducted a
questionnaire-based survey. The study identified several critical factors that could be used
to successfully implement information security. For the Cybersecurity strategy are
essential, namely: Employee awareness of the ISMS and CSS as well as target group-
specific training, preparation and publication of security policies, provision of the
necessary budget, internal audits, definition of safety responsibility, establishment of an
appropriate organisational structure, change management as well as communication and

collaboration.

Also interesting is the work of TATIARA et al. (Tatiara et al., 2018). The authors determine the
impediment factors in the implementation of an ISMS and thus delimit the necessary
foundations from the organisation's point of view. For this purpose, expert interviews were
conducted to confirm the data obtained from the literature. As a result, the following seven
key factors were identified: 1. Involvement of top management through management
reviews, 2. Informing employees about weak points or security incidents, 3. Review of the
implementation of recommended security measures, 4. Communication of the
improvement plan, 5. Communication of roles, including their tasks, rights and obligations,
6. Definition of work packages regarding the operating of an ISMS and 7. Create and publish

guidelines and work instructions.

The authors HUI-LIN and KUEI-MIN also examine critical success factors in the introduction
of an ISMS. In essence, four main groups were identified that significantly contribute to the
successful development and sustainable establishment of an ISMS. These four main
groups, "Guidelines and project management", "Project coordination”, "Project monitoring",
and "Management review", follow essentially the Deming circle (Plan-Do-Check-Act) and
are founded by corresponding subgroups (so-called sub-critical factors). The results and
key factors already described by the studies above are confirmed again (Hui-Lin and Kuei-
Min, 2014).

Another aspect that should not be forgotten when setting up an ISMS is the procurement
and provision of structured information regarding weak points of IT systems or software and
their evaluation and provision for hazard prevention. CHAINEY and BERBOTTO (Chainey and
Alonso Berbotto, 2022) illuminate in their article the possibilities of obtaining information
with the help of so-called OSINT programs. OSINT stands for Open-Source Intelligence, i.e.
obtaining information from freely available sources. HWANG et al. are researching in the
same direction (Hwang et al., 2022). In addition to a well-founded introduction to OSINT,
the authors describe the process for identifying, collecting and evaluating data from public

sources. As a result, they shed light on the importance of OSINT from a cybersecurity
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perspective and find that in a successfully implemented and operated OSINT environment,
it is much more difficult for attackers to carry out cybercriminal activities. Another critical
success factor, following POTTER and HURLEY, is the involvement of the Chief of Financial
Office (CFO) in the procurement and distribution of information (Potter and Hurley, 2020).
Hence, the CFO must be embraced and incorporated as a full-fledged participant in cyber
efforts and an architect of the organisation's cybersecurity strategy. The CFO must have
access to reports highlighting cybercrimes and attacks on varied information technology
(IT) infrastructure. In addition, the CFO needs to know how information is targeted and used,
the level of risk and impact to potential targets, technique(s) used to perform the
cyberattack, have an understanding of cyber insurance and whether it is relevant and
appropriate to the organisation's needs; and establish a risk management framework to

identify, prioritise, and assess risks that threaten cybersecurity.

GEDRIS et al. are researching in the same direction (Gedris et al., 2021). The work focuses
on cyberattacks on cities and other public infrastructures and how employees react or
should react to them. The authors highlight various learning elements that can be important
for defending against cyberattacks. These essentially include the skills and ingenuity of the
employees, information brokering and communication, emotional intelligence, holistic
approachincluding risk management, preparation to mitigate the effect of cyberattacks and
last but not least, the cybersecurity awareness of the employees. The factors of awareness,
communication, and a holistic approach, including established risk management, are
especially mentioned as critical success factors for implementing successful

cybersecurity.

This is followed by the analysis and model development of a so-called Cyber Security
Operations Center (SOC) by the two authors, MAJID and ARIFFIN (Majid and Ariffin, 2021). The
article describes the foundations for successfully implementing a SOC. In principle, a SOC
is not mentioned as a success factor in developing an ISMS. However, it can significantly
contribute to security in later sustainable operations and should be included in further

consideration.

The paper of ALKHUDHAYR et al. (Alkhudhayr et al., 2019) focuses on the factors that affect
the security of networks and the Internet of Things (loT). The work compares different
attacks on networks and loT and theirimpact on information and cyber security. As a result,
the authors make recommendations to increase the security of the study areas in the
context of the cybersecurity strategy, namely: In addition to guidelines such as orientation
and training measures regarding cyber security for employees, as well as the

implementation of technical security measures.

FARRAND and CARRAPICO (Farrand and Carrapico, 2022) note in their article that a
considerable percentage of public infrastructure is controlled by the private sector, which
is accompanied by dependence on external private sector actors. This marks an entirely

new approach to cybersecurity, where the private sector outside the EU can be perceived
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as a threat and foreign powers from which digital sovereignty must be protected. In
summary, outsourcing or the associated loss of control are obstacles to developing an
ISMS.

Furthermore, CUBUK et al. (Cubuk et al., 2022) examine the drivers of digitisation in Turkey
before the study focuses on securing the IT infrastructures of public institutions.
Establishing secure information systems, ensuring the proper operation of installed
systems, and protecting them from external damage are all referred to as critical aspects of
information systems management. As a recommendation of the authors, in addition to the
efforts to create correctly functioning systems, the environment in which the devices are
located, the way IT professionals and users can use a system, the service management
processes and the question of failure of the systems, e.g. in the event of a natural disaster,
the cybersecurity strategy, its implementation and maintenance should also be
considered. In summary, this recommendation can be understood as the basis of any

cybersecurity strategy.

A study by CHobAKOWSKA et al. (Chodakowska et al., 2022, p. 180) in Polish local
governments confirms the abovementioned results. The lack of financial resources is also
mentioned as an obstacle to increasing cybersecurity. Instead, according to this study,
qualified employees and better IT equipment, both current hardware and software, play a
significant role. It is also necessary to raise awareness of potential risks among civil

servants, develop clear standards and procedures and ensure strict law enforcement.

In 2020, the European Commission presented the new EU Cybersecurity Strategy, a central,
integrated component of the European Council for the Digital Transition Programme, the
Economic Recovery Plan and the European Security Strategy, intending to lead efforts
towards secure digitisation. The article by SCHMITZ-BERND and CHIARA (Schmitz-Berndt and
Chiara, 2022) compares the cybersecurity laws of Germany and ltaly, which were
developed for concrete implementation in the two countries due to the EU cybersecurity
strategy. Harmonised cybersecurity rules at the EU level are the most efficient way to
increase cyber resilience. However, individual steps taken by Member States contradict the
basic idea of a more coherent environment across the EU. Therefore, the quest for greater
cyber resilience should necessarily be coordinated by Member States to avoid
fragmentation. Derived on the municipal sector, this means more cooperation in
cybersecurity. Despite the growing awareness of the various actors about their vulnerability
to cyber threats, suitable guidelines, training, and processes are still scarce (“Raising
Awareness of Cybersecurity,” 2022). The same applies to the necessary awareness of
topics at the management and employee level (Schaberreiter, 2022, p. 17). The study of
ALYAMI et al. confirms this finding and describes the SETA program as a training process to

reduce security incidents due to a lack of employee awareness (Alyami et al., 2022).

The NIS Directive is the first horizontal legislation undertaken at the EU level to protect

network and information systems across the Union (Markopoulou et al.,, 2019).
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MARKoPOULOU et al. clarify that such a directive is essential for Europe to increase basic
infrastructures and that an appropriate organisation, namely ENISA (Europe's Union Agency
for Network and Information Security), is responsible for Europe-wide coordination.
However, the implementation of this guideline also at the vertical level up to the local
governments can only succeed with a process model that translates the abstract

specifications and concrete measures.

FORRESTER et al. (Forrester et al., 2022, p. 161) examine the strategies within Italian local
governments to increase the cybersecurity awareness of employees within
administrations. These authors also describe obstacles to the implementation of
cybersecurity strategies. As a result of the investigation, the lack of qualified personnel is
mentioned, and the lack of financial resources is listed. As in Germany and France, the lack
of funding for cybersecurity measures is being reduced due to the dominance of small to
medium-sized authorities and the simultaneously increasing demand for social services in
these municipalities. Such administrations are more likely to be victims of cyberattacks
(Romanovska and Piter, 2022, p. 282).

Cyber security is, therefore, a cost factor that must be taken into account in the operation
of IT (Fedele and Roner, 2022). In such a threatening ecosystem, investments in
cybersecurity have become critical for firms to ensure the integrity, confidentiality and
availability of data assets and the business's survival. This explains why such investments
have permanently entered the decision variables that any organisation should consider.

Providing appropriate funds is, therefore, a critical success factor for increasing resilience.

In particular, the tight budgets in public administration led to new approaches to allocating
financial resources where needed. This is where the article by ZHENG et al. comes in (Zheng
etal., 2019). They propose an optimisation framework that prioritises investmentin security

mitigations to maximise vulnerability coverage.

KiTsios et al. (Kitsios et al., 2022) state that the integration of easy-to-use risk management

is another essential critical success factor in the construction of an ISMS.

SENGUPTA (Sengupta, 2022)explains that empowering management and other stakeholders
with the correct information in the proper format at the right time helps to design and
implement an ISMS that meets the requirements of all stakeholders. Against this backdrop,
SENGUPTA demands target-group-specific information and, at the same time, describes this

as a critical success factor for the security level.

In contrast, the authors DE ABREW and WICKRAMARACHCHI (De Abrew and Wickramarachchi,
2021) focus on the organisational factors that affect the effectiveness of ISMS and list other
factors in addition to those already listed here, such as: Funding (from the government),
Legal and social implementation pressures as well as the willingness of employees to

participate in the security process actively.
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SUSUKAILO describes which skills (Susukailo et al., 2022, p. 263) experts should have in the
context of information and cyber security. Furthermore, he then explains a simple
procedure model for setting up an ISMS (Susukailo et al., 2022, p. 264). However, the article
remains abstract and essentially focuses on the risk assessment to be carried out for
security assets to be identified, but it calls for an internal audit to be carried out concerning

the implementation of the technical measures and a revision of the existing documents.

In addition to the work that only formulates singular demands to establish an ISMS within
the organisation, REHBOHM et al. the necessary architecture of a federal state and its impact
on the construction of an ISMS and a cybersecurity strategy (Rehbohm et al., 2022b, p. 301).
The authors describe a suitable architecture in a federal state as an essential component
of the cybersecurity strategy. This is where the foundations for proactive cooperation on
cybersecurity need to be laid, namely: Networking of participants, Exchange of information,

Establishment of a single point of contact (SpoC), and Creation of the legal framework.

This argument is followed by TADDEO'S study (Taddeo, 2019, p. 352). It defines cybersecurity

as a public good that must be protected by appropriate architectures.

POEHLMANN et al. (Poehlmann et al.,, 2021) list five key success factors regarding
cybersecurity. First, the technical aspects, such as the usability of cybersecurity and the
technological design process and its effects on cybersecurity, are examined. Second, the
authors clarify that cybersecurity management is a never-ending process, from identifying,
assessing, and responding to risks to managing continuous improvement. It is precisely this
management process that must be integrated into an appropriate organisational structure
in order to establish strategies to strengthen cybersecurity and, at the same time, reduce
the costs of cyber-attacks. Fourthly, the effects of the legal environment are examined.
These significantly contribute to awareness of the need for cybersecurity in public
administrations. Finally, these authors also refer to human factors as an essential success
factor. Furthermore, the authors argue that, in addition to a purely theoretical consideration
of background and success factors, case studies should also be considered to test

methods or models more in practice and draw insights from them.

The authors SABTU and MOHAMAD compare the national process model of the Malaysian
public sector with that of the National Institute of Standards and Technology (NIST) and
other organisations and derive 21 success factors for the development and establishment
of an ISMS (Sabtu and Mohamad, 2021, p. 375). In addition, the existing tools were
analysed, and it was found that they only focus on or support singular problem areas such
as training, risk management, threat scenarios, and information exchange platforms. In
essence, this article provides recommendations that should be taken into account when

developing a process model.

NATHER'S paper highlights several examples of how the U.S. government is using enterprise
architecture (EAM) and risk management (RM) integration to identify, mitigate, and address

risk scenarios (Nather, 2018). The author notes that EAM and risk management are often
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considered and implemented in isolation. This hinders the development of ISMS, as it is
much more challenging to integrate information security into the organisational strategy,
business processes, information flows and technological decisions without EAM and risk

management.

The development of a process model is one side of the medal. Another key point is
measuring the resilience of infrastructures in the context of cybersecurity. Against this
background, CLEMITH and SICKER investigated maturity and process capability models and
their application to measure resilience in the public sector. The authors describe the
absence of a maturity model as a hindrance factor in developing process models to

increase the cybersecurity of public infrastructures (Clemith and Sicker, 2014).

The authors KAVRESTADT et al. (Kavrestad et al., 2021) found in their study that the usability
of cybersecurity is another success factor and, at the same time, forms the foundation for

increasing the resilience of information security.

Usability is a success factor for the successful implementation of measures to increase
information security. As part of a study carried out by Koza, further hindering factors and
success factors for the sustainable establishment of information security in rganisations
were identified (Koza, 2021, p. 824ff).

The main obstacles identified were the high personnel resources, ambiguities in legal
requirements (compliances), increased internal and external effort, complexity of IT
systems, lack of frameworks for IT architecture and the digital carelessness of employees.
On the other hand, there are the factors that help to establish an ISMS successfully:
Sufficient personnel capacities, efficient tools (Hanschke, 2020b, p. 77ff) (ISMS-Tools),
training and further education measures of the specialist staff, use of best practices, global
knowledge management in the organisation, synergies through integrated management

systems and last but not least state financial support.

Itis striking that since the beginning of the 2020s, the humber of publications in information

and cyber security has risen sharply. In particular, there is great interest in the public sector.
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4 Summary of Publications — Research Contributions

4.1 Selection of Research Contributions

This chapter lists the publications that are relevant to this dissertation (Table 8). These

publications can be found in the subsequent chapters (marked in here).

In addition, other contributions by the author are not part of the present dissertation. These
posts have laid the foundations for the research work (marked in grey here) and are cited at

the appropriate point.

Prof. Dr. Kurt Sandkuhl has contributed as a co-author to the leading publications. He
subjected all contributions to a critical examination as part of this collaborative process. In
particular, the research methodology used and the content were examined and reflected

accordingly through feedback.

Since there were also overlaps in content with a field of research by another researcherfrom
the same chair, some publications were produced jointly by Frank Moses and Thomas
Rehbohm. Both authors' publications contain essential foundations in their research work

or dissertations.

The posts were created and published between 2022 and 2024. The order in the list below

is not identical to the order of publication of the individual publications.
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# | Title Reference / Publishing body

1 Empirical Study on the State of (Moses et al., 2022a)

Practice of Information Security Moses, F., Sandkuhl, K., Kemmerich, T., 2022a.

Management in Local Government Empirical Study on the State of Practice of
Information Security Management in Local

(Section 5) Government, in: Zimmermann, A., Howlett,
R.J., Jain, L.C. (Eds.), Human Centred
Intelligent Systems, Smart Innovation,
Systems and Technologies. Springer Nature,
Singapore, pp. 13-25.
https://doi.org/10.1007/978-981-19-3455-1_2

2 CISIS12 (Moses and Rehbohm, 2022a)

Moses, F., Rehbohm, T., 2022. CISIS12. kes,
CISIS12.

3 Information security managementin | (Moses et al., 2022b)

German local government Moses, F., Sandkuhl, K., Kemmerich, T.,
2022b. Information security management in

(Section 6) German local government. Presented at the
17th Conference on Computer Science and
Intelligence Systems, pp. 183-189.
https://doi.org/10.15439/2022F162

4 Mit CISIS12 ein ISMS aufbauen (Moses and Sandkuhl, 2022)

Moses, F., Sandkuhl, K., 2022. Mit CISIS12 ein
(Section 7) ISMS aufbauen. DuD Springer 46, 654-659.
https://doi.org/10.1007/s11623-022-1677-5

5 Federal Cybersecurity Architecture (Moses and Rehbohm, 2023b)
and Information Security Moses, F., Rehbohm, T., 2023a. Federal
Management — Adoption and Cybersecurity Architecture and Information
Diffusion of the NIS-2 Requirements | Security Management - Adoption and Diffusion

of the NIS-2 Requirements, in: Auth, G., Pidun,
(Section 8) T. (Eds.), Gl Edition Proceedings Band 341 6.
Fachtagung Rechts- Und
Verwaltungsinformatik (RVI 2023).
Gesellschaft fur Informatik e.V., Bonn.

6 Foderale (Moses and Rehbohm, 2023a)
Cybersicherheitsarchitektur und Moses, F., Rehbohm, T., 2023b. Foderale
Informationssicherheitsmanagement | Cybersicherheitsarchitektur und
im Kontext der NIS-2-Richtlinie Informationssicherheitsmanagement im

Kontext der NIS-2-Richtlinie. Datenschutz
Datensicherheit DuD 47, 648-655.
https://doi.org/10.1007/s11623-023-1837-2

7 ISMS in Small Public Sector (Moses and Sandkuhl, 2023)

Organisations: Requirements and Moses, F., Sandkuhl, K., 2023. ISMS in small

Design of a Procedural Approach public sector organisations: requirements and
design of a procedural approach, in:
Morichetta, A., Buchmann, R.A., Sandkuhl, K.,
Seigerroth, U., Kirikova, M., Mgller, C., Forbrig,



https://doi.org/10.1007/978-981-19-3455-1_2
https://doi.org/10.15439/2022F162
https://doi.org/10.1007/s11623-022-1677-5
https://doi.org/10.1007/s11623-023-1837-2
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P., Gutschmidt, A., Ghiran, A.-M., Marcelletti,
A., Harer, F.,, Re, B., Johansson, B. (Eds.), Joint
Proceedings of the BIR 2023 Workshops and
Doctoral Consortium, CEUR Workshop
Proceedings. Presented at the BIR 2023
Workshops and Doctoral Consortium, CEUR,
Ascoli Piceno, Italy, pp. 1-10.

Entwicklung eines modularen ISMS
und DSM

(Moses and Rehbohm, 2023c)

Moses, F., Rehbohm, T., 2023c. Entwicklung
eines modularen ISMS und DSMS.
Datenschutz Datensicherheit DuD 47, 721-
726.
https://doi.org/10.1007/s11623-023-1850-5

CISIS12-Modell: In zwolf einfachen
Schritten zum ISMS

(Moses and Rehbohm, 2023d)

Moses, F., Rehbohm, T., 2023d. CISIS12 fur
kleine und mittelstandische Organisationen IN
ZWOLF SCHRITTEN ZUM
RECHTSKONFORMEN ISMS. IT-Sicherheit 14—
19.

10

Information Security Management in
Small Public Sector Organisations:
Requirements and Design of a
Procedural Approach

(Section 9)

(Moses and Sandkuhl, 2024a)

Moses, F., Sandkuhl, K., 2024. Information
Security Management in Small Public Sector
Organizations: Requirements and Design of a
Procedural Approach. Complex Systems
Informatics and Modeling Quarterly 54-68.
https://doi.org/10.7250/csimq.2023-37.03

11

Information Security in small Public
Sector Organisations: Design and
Evaluation of a procedural Approach

(Section 10)

(Moses and Sandkuhl, 2024b)

Moses, F. and Sandkuhl, K. Information
Security in small Public Sector Organisations:
Design and Evaluation of procedural Approach,
in Proceedings of Ninth International Congress
on Information and Communication
Technology, X.-S. Yan, R. S. Sherratt, N. Dey,
and A. Joshi, Eds., London: Springer, 2024.

12

CISO as a Driver of an ISMS in Public
Sector Administrations

(Section 11)

(Moses and Sandkuhl, 2024c)

Moses, F., Sandkuhl, K. CISO as a Driver of an
ISMS in Public Sector Administrations, in
Human Centred Intelligent Systems.
Proceedings of KES-HCIS 2024 Conference, A.
Zimmermann, R. Schmidt, L. C. Jain, and R. J.
Howlett, Eds., Springer, 2024.

13

Risikomanagement in der
offentlichen Verwaltung

(Moses, 2024)

Moses, F. Risikomanagement: Fundament
einer GRC-Gesamt-Architektur, DuD Springer,
pp. 442-449, Jul. 2024.

https://doi: 10.1007/s11623-024-1954-6.
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4.2  Research Methodological Classification

Within the framework of this dissertation, a mix of methods was used concerning research
methods (Venkatesh et al., 2013). Both qualitative and quantitative research methods were

used.

Since the thesis pursues a design goal, the focus is on qualitative research methods.
Design-oriented research (Design Science Research) is an established and accepted
research method in German business informatics that deals with constructing and
evaluating artefacts (Hevner et al., 2004). With the help of these artefacts, questions from
the research domain of business informatics are to be explained and solved (Wilde and
Hess, 2006). The artefacts generated during the research work are usually information
systems at their core. Typical research methods are case study research, modelling,
prototyping, laboratory simulations, induction and deduction (Osterle et al., 2010; Wilde
and Hess, 2006).

Design-oriented research attempts to generate design approaches and innovations in the
development and operation of information systems. This is done through reference,

prototypes, guidelines, process, or even business models (Osterle et al., 2010).

Of the publications listed in the table, the first article sheds light on the status quo of
information security in the research domain (These publications can be found in the

subsequent chapters (marked in green here).

In addition, other contributions by the author are not part of the present dissertation. These
contributions have laid the foundations for the research work (marked in grey here) and are

cited at the appropriate point.

Prof. Dr. Kurt Sandkuhl has contributed as a co-author to the leading publications. He
subjected all contributions to a critical examination as part of this collaborative process. In
particular, the research methodology used and the content were examined and reflected

accordingly through feedback.

Since there were also overlaps in content with a field of research by another researcherfrom
the same chair, some publications were produced jointly by Frank Moses and Thomas
Rehbohm. Both authors' publications contain essential foundations in their research work

or dissertations.

The posts were created and published between 2022 and 2024. The order in the list below

is not identical to the order of publication of the individual publications (Table 8).

Contributions 2 to 11 explicitly deal with developing a process model and a related

application system and can thus be assigned to design-oriented research.

Publications 12 and 13 shed lights on two topics that require special attention in the
research field of "public administrations" within the present dissertation. First, the CISO

plays a necessary role as an organisation's information security driver. Secondly, risk
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management is only rudimentarily focused on considering those responsible due to the
unique framework conditions in public administration. However, the research has shown
that both topics have a corresponding relevance for successfully introducing an ISMS, so

the collected findings have been documented in two separate publications.

The following table provides an overview of the research methods used in the research
contributions of this dissertation, which are listed above (Table 9). The application of the
individual methods is not explained in detail here, as this would go beyond the scope of the
work. Furthermore, the methods are briefly described in the respective publications. In

addition, references are made to the literature on research methods.
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Table 9: Research-Methodology and Publications

74

Publication #
Research Methodology 12| 3| a 7 | 8 10 | 11 |12 13 | further
Literature
Svstematic Literature (Dibbern et al., 2004; Fettke, 2006; Recker, 2021;
¥ . X X X vom Brocke et al., 2009; Webster and Watson,
Analysis
2002)
Design Science X X X X X X (Goldenson and Gibson, 2003; Hevner et al.,
(Prototyping) 2004; March and Smith, 1995)
Further qualitative (Myers, 2019; Recker, 2021; Sidorova et al.,
. 9 2008; Wilde and Hess, 2006), (Zerres, 2021),
Analysis (e.g. Cluster X X X X X Lt .
. (Borchardt and Gothlich, 2009), (Diethelm et al.,
Analysis)
2010)
. (Bortz and Doéring, 2006; Walsham, 2006; Wilde
Interviews X X X X X and Hess, 2006)
. (Robra-Bissantz and Strahringer, 2020),
Case Studies X (Benbasat et al., 1987), (Walsham, 2006)
Labor & Field Experiments X (Kubbe, 2020)
. (Goldenson and Gibson, 2003; March and Smith,
Prototyping X X X 1995; Nugraha, 2020)
Reference Modeling X X X X (Becker et al., 2002), (Fettke and Loos, 2002)
eXperience Methodology X (Schubert and Bhaskaran, 2007)
Ethnography X X (zlz)lgg)er and Hamann, 2021; Wilde and Hess,




4 Summary of Publications — Research Contributions 75

4.3 Regulatory Framework of Research Objectives and Publications

The individual publications aim to contribute to answering the research objectives (Section
1.2). Against this backdrop, the individual publications are classified in the following
framework (Figure 24). In addition, the research questions are assigned to the individual

contributions.

The order in the regulatory framework is not identical to the order of publication of the

individual publications.

Resea.rch Publications

Question
Al 1: Empirical Study on the State of Practice of Information Security Management in Local Government

Status Quo
A2 3: Information Security Management in German local Government
1 7:ISMS in Small Public Sector Organisation: Requirements
A3 | O Federal Cybersecurity Architecture and Information Security Management
Requirements 6: Federal Cybersecurity Architecture and Information Security Management in the light of NIS-2 Directive

B1 9: CISIS12-Model: Success in 12 Steps

12: CISO as a Driver of an ISMS in Public Sector Administrations

4: Set up an ISMS with CISIS12
2 5: Federal Cybersecurity Architecture and Information Security Management
8: Development of a modular ISMS and DSM
0: Information Security Management in Small Public Sector Organisations: Requirements and Design of a
procedural Approach
13: Risk Managemet: Basement of a GRC-Architecture

Implementation

iy

2: CISIS12
B3 | 9: CISIS12-Model: Success in 12 Steps
10: Information Security Management in Small Public Sector Organisations: Requirements and Design of a
procedural Approach
11: Information Security Management in Small Public Sector Organisations: Design and Evaluation of a
procedural Approach

Evaluation

Figure 24: Framework - Research Question vs Publications

In the following, the individual contributions, their aim, and their published results are

briefly summarized.

For a better overview, the publications are first classified in HEVNER'S Design Science
Research process (Figure 25). The publications highlighted in green are in the summary, and

the ones highlighted in blue are referred to in an appropriate place in this work.
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4.3.1 Publication #1 - Status Quo of Information Security Management in Public

Administrations

This chapter summarizes Chapter 5 “Status Quo of Information Security Management in

Public Administrations”.

The research idea arose from the practical necessity for small to medium-sized local
governments to develop a process model forimplementing an ISMS. For this purpose, it was
first and foremost necessary to learn more about the framework conditions and

requirements of the research domain "local government".

With the help of an initial analysis, it was determined how many local governments exist in
Germany and in which size classes they can be classified concerning the number of
inhabitants. As of 31.12.2022, there were a total of 10,768 administrative units in Germany,
which can be divided into the following size classes (Table 10): (“Destatis,”
2024),(Heuermann et al., 2018b, p. 51)

Table 10: Municipalities classified by population

Municipalities with ... down to Amount Cumulative % from 10.786 | % cumulative
below ... Inhabitants Amount

up to 100 202 202 1,87 1,87
100-200 449 651 4,16 6,03
200-500 1.423 2.074 13,19 19,22
500-1.000 1.705 3.779 15,80 35,03
1.000-2.000 1.838 5.617 17,04 52,07
2.000-3.000 1.005 6.622 9,31 61,39
3.000-5.000 1.175 7.797 10,89 72,28
5.000-10.000 1.372 9.169 12,72 85,00
10.000 - 20.000 906 10.075 8,93 93,40
20.000 -50.000 516 10.591 4,78 98,19
50.000 - 100.000 113 10.704 10,4 99,23
100.000 - 200.000 42 10.746 0,38 99,62
200.000 -500.000 25 10.771 0,23 99,86
500.000 and more 15 10.786 0,13 100,00

The focus of the research was on small to medium-sized local governments. It was found
that around 35% of local governments are located in places where fewer than 1,000
inhabitants live. An extension of the scope of consideration to include municipalities with
up to 2,000 inhabitants makes it clear that around 52% of municipalities in Germany can be
divided into the class of "small to medium-sized" local governments. It is not uncommon
for these micro-municipalities to only have a staff of a maximum of 20 employees (Schmid,
2019, p. 102).

However, all local governments must fulfil the contract matters (e.g., issuance of a federal
identity card) (section 2.1). At the same time, all local governments, whether small or large,
must comply with the same technical and safety measures. A prominent example is the
Federal Motor Transport Authority (KBA) requirements regarding internet-based vehicle

registration (i-KFZ), which require concrete measures for technical safety and the existence
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of an ISMS. Failure to comply will result in exclusion from the group of users of the
procedure (KBA, 2014).

After a rough definition of the research area "small to medium-sized" administrations, it was
examined whether local governments have already demonstrably established an ISMS. For
this purpose, certification companies for information security management systems
certification were asked whether local governments had carried out corresponding audits

and whether the associated audit reports could be evaluated.

Theyield was sobering: Of the certification companies known in Germany, we only received
a positive response from 2. The two certification companies provided 421 audit reports from

350 local governments from 2019, 2020 and 2021 for further analysis.

Table 11: Amount of analysed Audit Reports from Certification Bodies

Certification Body Context Number of audits
Federal Office for Information Security (BSI Germany) BSI-Grundschutz 0
Cert Europe ISO 27001 0
DQS ISO 27001, ISIS 281
DEKRA ISO 27001 0
TOV ISO 27001 0
IT Security Cluster ISA+, ISIS 140

These 350 local governments were the only local governments from the two federal states
of Bavaria and Saarland. In both federal states, funding programs have been launched by
the respective state governments to increase cyber resilience, especially for local

governments.

To evaluate the 421 audit reports, areas of investigation were coded in advance. With the
help of these codings, an initial status quo of information security in the local governments

examined could be ascertained.

Parallel to evaluating the audit reports, a study was conducted in the form of a structured
interview with the 16 state commissioners of the federal states (CISOs) and a further 26
interview partners from state, city and local administrations. For this purpose,
corresponding questions were used, directly related to the codings regarding the analysis

of the audit reports.

The results obtained showed a high degree of unity. The results of the interviews conducted
were better than those of the audits. This is probably because a self-perception is
communicated during the interviews, whereas an external third party assesses the level of
maturity during the audits. The figure below illustrates this picture and summarizes the
rating of the codings with CMMI? maturity levels 1 and 2 in percentage terms (Figure 26). And

itillustrates why 70 of the 350 local governments failed the audit on the first attempt.

2 CMMI Maturity Level 1 = very bad, ..., 5 = very good
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Maturity Level from Audit Reports and Interview Study

=== Auditreport Interview
Management Attention

50,0%

45,0%

Improvement Process Leadership

40,0%

Risk Management Organization

Measurements Process Management

Tools Human Factors

Polides PDCA-Cycle

Figure 26: Maturity Level from Audit Reports and Interview Study

The deficits can thus be pinned down to the main areas shown in Figure 26. It is striking that
around 30% of the interviewees have little management attention to information security.
The same applies to the topic of leadership. Both points are probably also why the
organizational structure and process management are only rudimentary in the local
governments examined to establish an ISMS or operate it sustainably. The interviewees
stated that there was sufficient staffing. Nevertheless, topics such as creating guidelines
and service instructions fall short of expectations. The use of suitable tools was denied by
most of the administrations examined, which is probably also responsible for the poorly
rated implementation of appropriate measures. The willingness to establish a risk
management system and an improvement process forms an essential foundation for

further research work.
The following research results were achieved with the contribution:

e Research Area:
o The spectrum ranges from 35% (3,779) to 52% (5,617) of German local
governments.
e Research Relevance:
o Considering the entire research area, only 3.25% of the 350 local authorities

out of 10,786 have demonstrably dealt with information security.
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Conversely, this means that 96.75% of German local authorities have not
yet dealt with information security.
e Research Result:
o Only a few local governments demonstrably deal with the topic of
information security.
o Many German local governments are poorly positioned in terms of cyber
resilience.
e Other Research Topics:
o What factors hinder or influence the implementation of an ISMS in local
governments??
o The planned process model for implementing an ISMS must address the
deficient areas and optimize them sustainably!?

o What are the unique features of the research domain?!?

In addition, the article "Status Quo of Information Security Management in Public

Administrations" was able to answer the research question A1:

e "A1. Determination of the Status Quo of Information Security in Small

Municipal Administrations".
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4.3.2 Publication #2 - CISIS12 - Developing of a Prototype
This chapter summarizes Publication 2 “CISIS12”.

The need to use a tool to set up and operate an ISMS was clear from the start of the research

work and confirmed by the study and by analysing the audit reports.

Corresponding tools did exist on the market. However, these did not fulfil the requirements
of the research domain. First and foremost, the software products established on the
market were too expensive. Small local authorities can also not meet the high technical,

organisational and personnel requirements (Markus and Meuche, 2022, p. 209).

Furthermore, the existing software products only support the introduction of ISMS based on
IT baseline protection or ISO 27001. In addition, these application systems focus primarily
on the framework conditions of private-sector companies, so these systems cannot be
used in public administration and its framework conditions in general, nor in a small local

authority in particular, without revision and customising.

Thus, a lack of appropriate tools can also be identified, in addition to the lack of a suitable

process model for the research domain to introduce an ISMS.

With the analogy "chicken or egg, which came first?" the research work posed the question:

"What is to be developed?"”

e Process Model and Application System
Development of a process model and parallel development of a prototype of an
application system to support the process model while at the same time taking into

account the requirements of the research domain.

or

o Process Model and Customizing of existing software products
Development of a process model and customising a software system established on
the market and subsequent adaptation to the framework conditions of the research

domain (if possible).

Since the requirements of the target domain can be better integrated into the development
process, it seemed to make more sense to develop the planned process model, including
supporting application software and subjecting both to an initial laboratory test as part of
the research work. The results from the interview study and the analysis of the audit reports
were integrated into this development process, and an initial approach to a process model
and a prototype of an application system were developed using both an inductive and a

deductive development process.
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First and foremost, a framework containing all the key requirements for establishing an
ISMS was created. As a result, a suitable catalogue of measures was developed through an

iterative development process (Appendix A.1, A.2 and A.3).

In a further step, a suitable process model and supporting application software were

created based on the framework's specifications.

The Bavarian IT Security Cluster, e.V., provides the framework and the catalogue of security

measures.
This yielded the following results for further research work:

e Research Area:

o The deficits identified by analysing the audit reports and the interview study

were considered when developing the process model.
e Research Relevance:

o Established process models such as BSI-Baseline Protection and ISO 27001
are unsuitable for small to medium-sized local authorities due to their
complexity and high level of abstraction.

e Research Results:

o Development and presentation of the artefact "Prototype of process model.

o Development and presentation of the artefact "Prototype of the application
system (M24S3“

o Evaluation of the two artefacts as part of a laboratory test

e Other Research Topics:

o Evaluation of the process model and the M24S application in a natural
environment.

o Further Development of the M24S application platform and adaptation to

the requirements of the research domain.

Through the publication "CISIS12" and the associated research work, a contribution was

made to answering the research question B3:
"B3. Development of a software prototype to support the process model."
With the help of this tool, the first laboratory tests have already been carried out to test the
process model.
4.3.3 Publication #3 - Field Experiment with process model and software

With the help of project management methods such as Scrum® (Hron and Obwegeser,
2022; Schefferlie, 2020) the process model and supporting software could be quickly

expanded.

3 M24S is an abbreviation of the term Management Systems SolutionS, where between the M and

the S 24 letters are replaced by the number sequence 24.
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After the first laboratory tests with the software and the procedural approach, it was

possible to supervise several real projects. As a result, 24 test administrations from four

federal states (Bavaria, Saarland, Hanseatic City of Bremen and North Rhine Westphalia)

were recruited to participate in the long-term study.

During the entire duration of the project, so-called "sprints" were carried out, taking into

account the specifications of Scrum®. This made it possible to respond to change requests

for the process model and the supporting software at short notice.

Thus, the following results were achieved by contribution #3 for further research work:

Research Area:

o The analysis criteria from contribution #1 could be integrated into the

development process.
Research Relevance:

o As aresult, it could be confirmed that the analysis criteria represent the
foundation for further research and form essential requirements for the
artefacts to be developed, namely the "procedural process model" and the
"software".

Research Results:

o Al 24 test clients could demonstrably improve in terms of the audit
outcome on the one hand and thus also in terms of cyber resilience on the
other.

o In addition to local governments, the test group included a company and a
utility company. At the same time, this ensured the universality of the
research results and the artefacts presented (Benner-Wickner et al., 2020;
Hevner et al., 2004).

o The specific requirements of the research domain were made clear.

Other Research Topics:

o Further development of the M24S application platform and adaptation to
the requirements of the research domain.

o Optimization of the module catalogue of measures.

o Creation of the possibility to use other module catalogues of measures in
the application platform, such as BSI baseline protection.

o Evaluating the growing data stock to generate decision support with the help

of the data obtained.
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Contribution #3 and the related research work contribute to a better understanding of the
requirements of the research domain and answer part of the research questions A2, A3 and
B2.

e A2, Determination of the characteristic features of local government. “

e A3. Determination of the unique requirements, framework conditions and
architectures for developing and establishing an ISMS in municipal
administration. “

e ,,B2. Determination of relevant activities of the process model.
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4.3.4 Publication #4 — Initial Evaluation of the process model and the software

To fulfil Hevner's guideline "Design evaluation”, the results from the previous articles were
evaluated in detail in publication #4 and integrated into the further development of the

process model.

The TOE framework by TORNATZKY and FLEISCHER forms the theoretical foundation for the
development and continuous improvement of the process model (Tornatzky et al., 1990).
As organisations are influenced by three specific mechanisms, according to
DIMAGGIO/POWELL, the TOE framework with its levels of organisation, environment and
technology was supplemented by the motivational levels of mimetic, normative and

coercive pressure (DiMaggio and Powell, 1983).

The first result of the research work for article #4 is that external factors primarily motivate
organisations to set up an ISMS. Secondly, there is mimetic pressure. On the other hand,
coercive pressure arises due to external regulatory requirements such as the NIS 2
Directive. Finally, normative pressure occurs from established behaviour within a group or

from a conviction.

As part of the pilot projects launched in 2020, the 24 pilot participants were asked about
their motivation for introducing the ISMS. Figure 27 below provides an overview of the
results of the interviews, which were also conducted in subsequent years with an increasing

number of interviewees.

Reason for realisation
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Figure 27: Reason for the realisation of the ISMS
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Results Interview 2021:

e 8 organisations wanted to introduce the ISMS for mimetic resons (=33,3%, n=24).

e 14 organisations (=58,3%, n=24) stated they wanted to establish the ISMS due to
existing support programmes (coercive reason).

e Only 2 organisations (=8,33%, n=24) can be identified as early adopters, i.e. opting

for an ISMS on normative considerations.

After the pilot phase, the research project was extended to other clients. In 2022, a total of
84 organisations were already working with the process model and the application software

to introduce an ISMS.
Results Interview 2022:

e 12 organisations stated that they decided to introduce an ISMS based on
recommendations from other organisations (mimetic reasons) (=14,3%, n=84).

e 64 organisations (=76,2%, n=84) also decided to introduce an ISMS in 2022 only if
they received appropriate support from a funding programme. This is a sharp
increase compared to the previous year, which can be explained by the newly
launched funding programmes in two federal states.

e FEight interviewed organisations (=9,5%, n=84) stated that they had introduced an
ISMS for reasons of conviction or because security measures were essential for the

organization.

In 2023, the number of users was further increased to 102 organisations. As part of further
evaluations, the organisations were also interviewed in September 2023 regarding their

motives for introducing an ISMS.
Results Interview 2023:

e 18 der organisations (17,6%, n=102) said they introduced the ISMS for mimetic
reasons.

e  Only around half (=50.9%, n=102) of the interviewees cited "support form funding"
as motivation for introducing an ISMS.

e Incontrast, the number of organisations thatintroduced their ISMS out of conviction

rose to 32 organisations (=31,3%, n=102).

The increase in the number of organisations that introduce their ISMS for reasons of
conviction on the one hand and the decrease in the humber of organisations that only
introduce their ISMS due to funding support on the other can be seen as a positive trend
(red arrow in Figure 27). First and foremost, the interviewees cited the simple and intuitive
process model, which enables a quick and accessible introduction to ISMS. At the same
time, the geopolitical situation is contributing to a rethink at the management level, which

has increased awareness of the need to establish an ISMS.
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This is confirmed by the recently conducted study with 20 new software users. Only 3
organisations (=15%, n=20) stated that they were introducing the ISMS for mimetic reasons.
As many as 15 of the new users (=75%, n=20) are introducing an ISMS out of a conviction
that an ISMS is a must-have and the only way to ensure cyber resilience in the long term.
Only 2 organisations (=10%, n=20) are introducing the ISMS because of the funding
provided.

Based on TOGAF (The Open Group Architecture Framework), a general approach for
designing, planning, implementing and maintaining organisational architectures, a process
model was developed in an iterative development process. The phase and process
structure of the process model reflects the four phases of TOGAF. TOGAF provides
corresponding basic features but falls short in certain areas, particularly when adapting to

the requirements of local authorities or small organisations.

At its core, the process model focuses on an organisation's assets. By working through the
twelve steps presented, the ISMS is built up successively, thereby increasing the security of

the assets and, at the same time, increasing the organisation's resilience.

With the help of the research carried out in Publication 4, the following results were

achieved:

e Research Area:
o Evaluation of the process model and the software in a natural environment.
e Research Relevance:
o Alignment of the development to TOGAF.
o Provide proof of the system's openness to the process model and the
supporting software.
e Research Results:
o First evaluation of the process model in a natural environment.
o Determination of the motive structure for the implementation of the ISMS.
e Other Research Topics:
o Further development of the M24S application platform and adaptation to
the requirements of the research domain.
o Ausbau, Ergéanzung und weitere Optimierung der Template-Kataloge als

Flankierung der Nutzer zum einfachen und schnellen Aufbau eines ISMS.

Publication #4 examines the process model's results in natural environments. It also sheds
light on the opening for further catalogues of measures required in the process model and

the software, thereby answering research question B.2.

e _B.2. Determination of relevant activities of the process model.
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4.3.5 Publication #5, 6, 7 and 8 — Optimisation of the template catalogues

Contributions #5-#8 address the interface between defining and implementing the
requirements. Information security is part of cyber security (Section 2.2). The recently
published NIS-2 Directive sets out new and additional requirements. The Network and
Information Systems Directive 2 (NIS-2) is a European directive that aims to improve cyber
security in critical infrastructure and digital services. It significantly expands the scope and
obligations of the previous directive and provides various measures to achieve the goal of
improved resilience (Weissmann, 2023). At the same time, fourteen requirements are
formulated in Art. 21 of the NIS 2 Directive. These were analysed as part of the research
work, and the effects were integrated into the further development of the process model.
As a result, the existing process model was expanded in publication #5 to include a
cybersecurity architecture. This means that higher-level governance is now possible. At the
same time, integrating a cyber security architecture requires appropriate interfaces
between the information security management system and the cyber security architecture.
Furthermore, the ISMS must offer the option of using catalogues of measures from different

subject areas.

This is where further research work comes in. On the one hand, existing approaches are too
complex (Markus and Meuche, 2022, p. 209) or only focus on a specific application context,
e.g. BSl baseline protection or ISO 27001. The ISMSs set-up are inflexible, age quickly, and
are often challenging to operate sustainably. The following requirements can be derived

from this for further research:

o Development of an open process model,
e Mapping of the open procedure in the supporting software,
e Target group-specific asset and security measure catalogue,

e with simultaneous adaptation of these catalogues.
Die requirements aim

e to achieve better flexibility in both the process model and the software
e and thus lay a logical and physical foundation to ensure and facilitate adaption to

future requirements.

This system openness makes it easier to set up the ISMS, ensures the sustainability of the

established ISMS and, at the same time, guarantees system flexibility.

To do this, it was necessary to monitor and analyse the requirements from the research
domain and generate new content with the data obtained. For this purpose, a data
warehouse was connected to the database to support decision-making and the data was

graphically processed with the help of a Bl solution (Figure 28).
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Feedback
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Figure 28: Process model with Bl coupling

With the help of the transformation process (ETL) established in business intelligence (Bl)
systems, the constantly growing data stocks could be prepared by the ETL sub-processes
of filtering, harmonisation, aggregation and enrichment in such a way that they could be
used as a basis for decision-making (Kemper and Finger, 2016, p. 129ff), (Bauer and Guinzel,
2013, p. 43)

Filtering is the first layer of the transformation. The data required for the data warehouse is
selected in the M24S database at regular intervals with the help of a scheduler in a two-
stage process (extraction), temporarily stored in the data warehouse and freed from

deficiencies there (cleansing).

Harmonisation forms the second layer of the transformation and provides initial data for
the decision support process, although this is still at the most detailed level (granularity:
very high). Due to the structured nature of the datain M24S, data from different M24S clients
or client groups can be integrated into the data warehouse without the need for syntactic
or functional harmonisation of the selected data in preparation for physical integration. The
functional harmonisation optimises the desired granularity with the help of specific
transformation rules to combine asset or security measure-specific values using

aggregation mechanisms.

Once the transformation is complete, the data warehouse contains a cleansed and
consistent database with suitable granularity that can be used directly to generate

information (Kemper and Finger, 2016, p. 139).

The third transformation layer is used for aggregation. The filtered and harmonised data is
combined into "cubes ", each cube dimension representing a specific criterion. These
cubes can be used to generate various analyses and then to support decision-making

(Totok, 2016, p. 36ff)
The figure below illustrates this transformation process (Figure 29).

The Bl solution can seamlessly integrate into the overall process model and the associated
application platform. Using the ETL process described above, the different content data is

integrated into the data warehouse (filtering), then harmonised and aggregated accordingly
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so that corresponding evaluations can be provided as decision support, for example, in a
dashboard.

The evaluation is carried out by strategic business users and is fed back into the asset and

safety measure catalogues and other templates available in M24S via feedback processes.

yoeqpasd

pdated
ontent

Figure 29: Business Intelligence Approach and Connection with M24S
The core task of decision support is the identification of

e new Assets without suitable security measures,

e customised security measures created by the single clients

e anasset with assigned individual security measures,

e overview of security measures for linked assets,

e degree of implementation of the individual security measures,

e outdated or no longer user security measures,

e generating of data as enrichment of the higher-level cyber security architecture,

e generating of data as feedback for the clients,

to recognise the constantly changing requirements on the one hand and to react to these

changes with measures to be developed on the other.

First and foremost, feedback for the catalogue of safety measures was achieved with the
help of the decision support system. Changes or new developments could be made

available to the test clients quickly and easily via the SaaS application M24S.
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By integrating external sources into the Bl system, it was possible to respond to external

requirements, e.g. the requirements of the NIS 2 directive, at an early stage.

Newly developed or modified target group-specific asset and template catalogues and new
or adapted security measures were quickly and easily made available to the test clients via

the SaaS application. This means thatinexperienced users can also use the process model.

Thus, the following results were achieved by contributions #5, 6, 7 and 8 for further research

work:

e Research Area:

o ldentify deficits in the security measures catalogue and new external
requirements that affect the process model and the asset, template and
security measures catalogues.

e Research Relevance:

o On the one hand, environmental and technological dynamics require a
process model that adapts to both external and internal requirements. On
the other hand, external requirements must be identified and integrated into
the process model and its catalogues.

o Establishment of a data-driven approach as a foundation for further
research work.

e Research Results:

o A data warehouse and business intelligence include the appropriate tools

for decision support.
e Other Research Topics:

o Further development of the M24S application platform and adaptation to
the requirements of the research domain.

o Expansion of the data-driven approach with the help of Bl tools for decision
support.

o Evaluation of the process model.

Publications 5, 6, 7 and 8 and the related research work contribute to a better
understanding of the requirements of the research domain and answer a part of the

research questions A2, A3 and B3.

e A2, Determination of the characteristic features of local government. “

e A3. Determination of the unique requirements, framework conditions and
architectures for developing and establishing an ISMS in municipal
administration. “

o B3. Development of a software prototype to support the process model. “
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4.3.6 Publications #9 and #10 - Requirements and Design of a Procedural

Approach

Posts #9 and #10 pick up on the findings of the previous articles. The articles aimed to
publish further research results and the further development of the process model and the

supporting software.

As part of the further research, the focus was placed on determining the requirements for
the successful implementation of an ISMS. On the one hand, the requirements of the NIS 2
Directive provide a legal framework that a process model and the associated information
system must fulfil. In addition, there are further organisational, technical, financial and
personnel success factors. These obstacles and success factors were identified with the

help of a corresponding literature analysis and published in post #10.

As a result, 60 requirements were compiled from the literature that should be considered
when implementing an ISMS. Specific requirements were already taken into account in the
process model. Others could only be integrated into further research and development due
to these new findings. This confirmed the alternating deductive and inductive research

approach (Reinders and Ditton, 2011, p. 47).

However, itis essential that all twelve steps of the process model can be substantiated with

the help of contribution #10 through the literature research carried out.

The core of publication #9 contains the final description of the developed process model.
Driven by the PDCA cycle, the five key topics of the process model are presented, under

which the 12 steps of the process model are summarised (Figure 30).

The Bavarian IT Security Cluster, e.V, provides the framework and the catalogue of security

measures and many helpful documents.



w

4 Summary of Publications — Research Contributions 9

1 Introduction

2 Scope

3 Normative References and CISIS12 Process Model

Appendix A — Process Model

4 5 7
Frameworkconditions Personnel, Risiko Management
(Organisation and Documentation and
Management) Projekt Management

"0

05 % o
Projekt IT-Service- (1 Internal
Start-Up Management Management Analysis Audit
Processes \ \
01
Policy & | i Modelling of -
ISMS-Team Compliance g -
Manager_‘nent / Procespsesand mplementation S
Attention / N W“ﬁms \

04 N

Policies & Modelling of
Documentation IT-

N frastructure

Appendix B — Security Measurements

Appendix C — Glossary

Figure 30: CISIS12-Approach - Classification in the PDCA cycle

When writing this dissertation, 251 organisations were using the procedure. The initially
planned focus on small local authorities is still the focus of this research. The process
model is now also being used by small and medium-sized enterprises, which hope to gain
an accessible introduction to information security and thus increase the cyber resilience of

their organisation, business processes and IT infrastructures.

The two charts below provide an overview of the scope and extent of the process model
(Table 12, Figure 31). Figure 31 illustrates the influence of existing funding programmes
(Bavaria and Saarland) on the willingness of organisations to introduce an ISMS.
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Table 12: Users of the process model by industry

Sector Amount
Health 5
Transport and Traffic 1
Finance and Insurance 1
Consulting 10
Information Technology and Telecommunications 2
Chemistry and Pharmaceuticals 1
Other commercial companies 15
Municipal Administrations 215
Research and Teaching 1
Sum 251
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Figure 31: Spread or places of use of the process model
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Thus, the following results were achieved by contributions #9 and #10 for further research

work:

e Research Area:
o The final description of the process model.
o Proofthatthe process modelcan also be used outside the research domain.
e Research Relevance:
o The number of organisations actively working with the process model
illustrates its relevance to research.
o The application outside the research area proves the general validity.
e Research Results:
o The final description of the process model.
e Other Research Topics:
o Development of template security measurement catalogues for SMEs.
o Development of further template catalogues for local authorities in

response to environmental and technological dynamics.

With the help of Publication #9 and #10, the research questions A3 and B2 could be

answered:

e A3. Determination of the special requirements, framework conditions and
architectures for developing and establishing an ISMS in municipal

administration. ¢

e ,B2. Determination of relevant activities of the process model.
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4.3.7 Publication #11 - Design and Evaluation of the Procedural Approach

Further research focuses on developing an evaluation strategy for the artefacts that have
been developed. This evaluation strategy was developed based on the Framework for
Evaluation in Design Science Research (FEDS) presented by VENEABLE (Venable et al., 2016)
and published with article #11 in the journal ICICT in early 2024.

Various evaluation episodes were carried out based on the evaluation strategy developed.
Firstly, a literature review was conducted to identify the research gap and the problem. In a
further step, a laboratory experiment was carried out to test the functionality of the process
model and the software developed. The applicability was tested in a natural environment
as part of further research. The clients mentioned in article #3 were surveyed again
regarding their experiences with the process model and the software (survey period March
to May 2023).

Essentially, the applicability, usefulness, comprehensibility and accessibility of the
artefacts were demonstrated through the various evaluations. These results were integrated

back into the further development process, both for the process model and the software.

Although the chosen evaluation strategy was helpful, the evaluation process was
nevertheless associated with some difficulties. On the one hand, there was a lack of
methodological guidance on which target criteria and combinations of methods are helpful
for an evaluation or when a sufficient level of evaluation activities (saturation) has been

reached. A self-selected mix of evaluation activities or episodes could solve these deficits.

To evaluate the developed process model, small public sector organizations using the
procedural model were interviewed following a structured interview from October to
December 2023. 162 organizations use the procedural model, all participating in the study.
First and foremost, these are users from the local government. These are divided into small,
medium and large organisations. As a result, we interviewed 333 people, directly or

indirectly.

The interview aimed to have at least one interview partner from the C-level (management
level), one person from the IT department and last but not least, the ISMS manager (CISO)

from each client. As a result, 333 people were interviewed (Figure 32).

Amount of Interviewpartner from Organization Size of Organization

Level
81

161

98 42

12 9

38% 62% 29%

C-Llevel CIso IT-Manager upto25 upto150 upto250 upto500 upto1000 and
more

Figure 32: Size of Organisation and interviewees and amount from the organisation level
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Since the research project has been running for some time, empirical data from a larger
group of users with several years of experience are now available. The experience potential
of the users thus ranges from a few months (clients from 2023 or early 2024) to severalyears

of experience (first test clients from 2019).

Amount of Tenants since Years

162

65
48
32

0 1 2 3 4 total

Figure 33: Amount of Tenants since Years (Experience)

A questionnaire with 20 questions was designed for the interview. The answer was made
with the help of the CMMI-Maturity. The summary of the individual questions or answers of

the individual interviewees is summarized in the following Table 13.

Table 13. Evaluation of Question with CMMI-Maturity in %

Question 2 3 4
Simplifying the implementation of an ISMS 0 0 61
Elimination of the mentioned hindering factors 0 2 50
Focus on the management's attention through
0 1 64
step-by-step procedure
Focus on awareness of the employees (training
0 4 38
measures)
Facilitate team-building activities 0 0 32
Simplification of the documentation task through
. e . . 0 2 37
precise specifications — Guidance
Simplification of modelling using templates and 0 3 70
multiple measure catalogues
Easy integration of risk management on the
0 11 59
modelled assets
CIP optimization takes place through internal and
. 1 34 21
external audits
Increasmg awareness of ISMS implementation in 0 35 42
the organization
$|mpl|f|cat|op of concrete measure 0 8 56
implementation
Simplified management integration into the ISMS 0 7 74
process
Simple and intuitive tool 0 0 16
Structured and comprehensible procedure model 0 4 39
Ensure the sustainability of the ISMS 0 19 16
Better active control of the ISMS 0 15 52
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Question 2 3 4
Implementation speed with the help of the
0 7 34

procedure model
Increase the maturity of the ISMS as a KPI 0 18 26
The foundation of a cyber security architecture or

. . 0 7 63
Part of a cyber security architecture
Other positive side effects 0 20 21

In the following, the results of the individual questions are further examined. For this
purpose, the individual interviewees' experience is considered for each question result. 9

exemplary questions are illuminated in this paper.
Simplifying the implementation of an ISMS

The question "Simplifying the implementation of an ISMS" is predominantly answered with
"yes" orwitha CMMlvalue of 4 (61% n=162) and 5 (39% n=162). If only the answers of clients
operating their ISMS with the process model for 3 and 4 years are considered here, the trend
becomes even more visible than for clients who have just started setting up their ISMS
(Figure 34, Figure 35). This is primarily because some of these clients have not yet
completed all steps of the process model in their entirety and thus cannot yet conclusively
recognize or evaluate the positive effects of the process model. However, it can be stated

that all interviewees confirm the simplicity of the process model.

all subset (3 and 4 years of experience)
Simplifying Simplifying

100% 100%
80% 80%
60% 60%
40% 40%

20% I 20% I
0% - 0%

1 2 3 4 5 1 2 3 4 5

Figure 34: Simplifying the implementation of an ISMS (Clients with 3-4 years of experience)
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100%
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20%

0%

all

Simplifying

subset (up to 3 years of experience)

Simplifying
100%
80%
60%
40%

20% I
5

0%

Figure 35: Simplifying the implementation of an ISMS (Clients with up to 3 years of experience)

Elimination of hindering factors

The impediments identified by the literature analysis were presented to the interviewees.

Most respondents answered with a high degree of maturity when asked whether the

process model helps eliminate or reduce these hindering factors (Figure 36). A further

analysis of the respondents' experience confirmed the high degree of maturity: 3% of

respondents rated the question with 3, 42% rated the question with 4 and 55% with 5

(n=115). The group that has only been using the process model for a short time or a

maximum of 3 years also confirms maturity level 3 with 2%, maturity level 4 with 50% and

maturity level 5 with 47% (n=115).

subset (up to 3 years of experience)

100%
80%
60%
40%
20%

0%

Elimination

2 3 4 5

subset (3 and 4 years of experience)

Elimination

100%
80%
60%
40%
20%
0% -

Figure 36: Elimination of the hindering factors (Clients from different experience groups)
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Focus on the management's attention through step-by-step procedure

A similar picture emerges for "Management Attention" (Figure 37). The fact that the process
model actively integrates the management level into the ISMS in step 1 ensures that
management attention is available from the beginning of the ISMS project. At the same
time, one of the hindering factors is eliminated. Both groups (up to 3 years and 4 to 5 years

of experience) rate this question with a score of 4-5 on the CMMI maturity scale.

subset (up to 3 years of experience) subset (3 and 4 years of experience)
Managementattention Managementattention

100% 100%

80% 80%

60% 60%

40% 40%

20% I 20%

0% —_ 0% —
1 2 3 4 5 1 2 3 4 5

Figure 37: Focus on the management's attention
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Focus on awareness of the employees (training measures)

One of the critical factors in introducing an ISMS is the training and awareness-raising
measures of the employees. All respondents rated This question with great importance:
58% rate the training and awareness-raising measures with a grade of 5, 38% with a grade
of 4 and only 3% with a grade of 3 (n=333). A look at the respondents' experience clarifies
that clients who have already been working with the process model for 3to 4 years see great
importance in the training and awareness-raising measures (Figure 38). This is particularly
true against the background of the investments in the ISMS, the desired resilience, and the
continuous improvement process. For the group of respondents with a minimum of 3 years
of experience, the importance of the training measures is also rated very high, but not yet at

the same level as the comparison group (Figure 38).

subset (up to 3 years of experience) subset (3 and 4 years of experience)
Awareness Awareness
100% 100%
80% 80%
60% 60%
40% 40%
20% 20% I
0% — 0% .
1 2 3 4 5 1 2 3 4 5

Figure 38: Focus on awareness of the employees

Simplification of concrete measure implementation

An essential factor in the implementation of an ISMS is the capture of assets and allocation
of measures to increase resilience. On the one hand, this is supported by the tool. Still, at
the same time, it is also characterized by the catalogue of measures provided and the
possibility of integrating further catalogues of measures. 8% of respondents rate the
question about the simple measures implementation with a grade of 3, 56% with a grade of

4 and 36% with a grade of 5.

Two observations can be drawn from this: On the one hand, the developed tool optimally
supports this process, and on the other hand, the catalogue of measures provided with the

process model meets the requirements of the target group.

In the group with little or a maximum of 3 years of experience, only 8% of respondents give

a grade of 3, compared to 75% a grade of 4 and 17% a grade of 5 (n=115).



4 Summary of Publications — Research Contributions 102

In comparison, the picture of the group with a wealth of experience of 3 to 4 years in
assessing the simplicity of implementing measures is reversed: Here, 73% rate the question
with a grade of 5 and 18% with a grade of 4, only 9% of respondents award the grade 3
(n=115) (Figure 39)

subset (up to 3 years of experience) subset (3 and 4 years of experience)

Measurements Measurements
100% 100%

80% 80%

60% 60%

40% 40%

20% 20% I

0% - [1 0% u

1 2 3 4 5 1 2 3 4 5

Figure 39: Simplification of the concrete measure implementation (clients form different

experience groups)

Structured and comprehensible procedure model

Regarding the "Structured and comprehensible procedure model" question, both
comparison groups answered approximately the same way (Figure 40). This makes it clear
that the process model can be used regardless of the experience of the respective users

and helps to establish the ISMS quickly and easily (Figure 40)

subset (up to 3 years of experience) subset (3 and 4 years of experience)
Structured Approach Structured Approach

100% 100%

80% 80%

60% 60%

40% 40%

20% I 20% I

0% - 0% -
1 2 3 4 5 1 2 3 4 5

Figure 40: Structured and comprehensive procedural model (clients from different experience

groups)
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Implementation speed with the help of the procedure model

Since the results are approximately the same, it can also be observed when answering the
question "Implementation speed with the help of the procedure model®. Of the surveyed
clients who have been working with the process model for 3-4 years, 4% rate the question
of the possible implementation speed with a grade of 3, 40% with a grade of 4 and 56% with
a grade of 5 (n=333). In the comparison group with a maximum of 3 years of use, 7% rate

this question with a grade of 3, 34% with a grade of 4 and 59% with a grade of 5 (Figure 41).

This also makes it clear that both comparison groups quickly adapt to the process model
and use the advantages associated with the process model. In particular, the rapid
implementation or establishment of the ISMS reduces the likelihood of failure and, at the
same time, increases the chance of a sustainable establishment and strengthens the

organisation's resilience against cyber-attacks.

subset (up to 3 years of experience) subset (3 and 4 years of experience)
Implementation Speed Implementation Speed
100% 100%
80% 80%
60% 60%
40% 40%
20% I 20% I
0% - 0% -
1 2 3 4 5 1 2 3 4 5

Figure 41: Implementation speed with the help of the procedural model (clients form different

experience groups)

Increase the maturity of the ISMS as a KPI

The primary goal for establishing an ISMS is to increase the organisation's resilience against
cyber-attacks. According to the respondents, the process model helps to increase
resilience. Overall, 18% of respondents rated this with a grade of 3, 26% a grade of 4 and
56% a grade of 5 (n=333). In the group with little to a maximum of 3 years of experience, 28%
rate the increase in resilience with a grade of 3, 29% with a grade of 4 and 43% with a grade
of 5(n=115). On the one hand, this can be explained by the lack of experience or usage time.
On the other hand, the respective ISMS are not yet fully established, so there are no
empirical values to evaluate this question. A completely different picture emerges for the
group with 3-4 years of use. 79% of this group's respondents rate the resilience increase
with a grade of 5. In contrast, only 20% rate the question with a grade of 4 and a negligible
1% with a grade of 3 (n=115) (Figure 42)
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100%
80%
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40%
20%

0%

Increase in Maturity

2 3 4 5
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subset (3 and 4 years of experience)

100%
80%
60%
40%
20%

0%

Increase in Maturity

Figure 42: Increase the maturity of the ISMS as a KPI (clients from different experience groups)

Other positive side effects

Allrespondents reported that using the process model resulted in further positive effects at

the beginning and during the establishment of the ISMS. 20% of respondents rated the

synergy effects with a grade of 3, 25% with a grade of 4 and 55% with a grade of 5 (n=333).

When analyzing the comparison groups, it becomes clear that these synergy effects

continue to increase over time. Often, these effects only occur after the 2nd or 3rd PDCA

cycle. The group with little to 3 years of experience rates this question almost equally. The

group with more extended experience and possibly already certified ISMS installations

evaluates the occurring synergy effects with a higher evaluation. 12% of respondents give a

grade of 4, and 88% a grade of 5 (n=115) (Figure 43).

subset (up to 3 years of experience)

100%
80%
60%
40%
20%

0%

Synergie Effects

2 3 4 5

subset (3 and 4 years of experience)

100%
80%
60%
40%
20%

0%

Synergie Effects

Figure 43: Other positive side effects (clients from different experience groups)
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The respondents rated the evaluation questions positively throughout. Some clients have
been working with the process model since 2019 and have contributed significantly to the
further development of the process model with their ideas and requirements. Thus, the
development, testing, and evaluation phases will be evaluated positively, and the second
research question will also be answered. Of the 162 clients, allwho have been working with
the procedure for more than 1 year have implemented their ISMS and successfully

undergone a corresponding certification.

Thus, the following results were achieved by contribution #11 for the research work:

e Research Area:
o Evaluation of the process model.
e Research Relevance:
o Further investigation is also outside the research domain, especially in the
SME sector.
e Research Results:
o The functionality and practical application of the process model could be
demonstrated for the research domain.
e Other Research Topics:
o Investigate whether the process model can also be used outside the

research domain.

With the help of Publication #11, the research question B3 could be answered:

s ,,B2. Determination of relevant activities of the process model.”

o . B3. Development of a software prototype to support the process model.”
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4.3.8 Publication #12 —-CISOs as a Driver of the ISMS

In today's digital world, where data and information are valuable assets, information
security is increasingly becoming a critical success factor for companies. This also applies
to public administrations. To operate information security effectively and efficiently, many
organizations appoint a so-called CISO (Chief Information Security Officer) as the primary
person responsible for protecting data and IT systems from threats. The CISO acts as a
strategic advisor, responsible not only for overseeing information security-related
operations but also for helping to shape the organization's information security policies,
procedures, and strategies. He also acts as a crucial bridge between the IT department and
the C-suite by sharing critical information about security risks and investment needs. In
addition, the CISO initiates, coordinates and monitors target group-specific training and

awareness-raising measures for employees (Ciekanowski et al., 2024, p. 36).

The acronym CISO refers to an employee who holds one of the most critical roles in the
organization. Its missionis to ensure a comprehensive approach to cybersecurity. The CISO
supports the detection of threats, prevents their emergence and mitigates the
consequences while always keeping the organization's mission in mind (Ciekanowski et al.,
2024, p. 39), (Hof, 2022, p. 222f.).

As a result, organizations are increasingly recognizing the CISO as a critical element in
ensuring business continuity, protecting reputation, and building customer trust through

effective information security management (Ciekanowski et al., 2024, p. 36).

This recognition for the CISO is currently limited in public organizations (Meuche, 2022, p.
100), (Moses and Sandkuhl, 2024c).

A future-proof public administration is ho longer conceivable without IT. At the same time,
Internet threats and risks to IT infrastructures are increasing. Holistic information security
management for public administrations can help to avoid or mitigate risks. Figure 44
provides an overview of the Open Security Architecture Landscape (“OSA Landscape,”
2024).

This is an overview of an organisation's various areas of responsibility in which security
measures must be taken for a holistic information security management system. Usually,
the CISO takes on controlling and coordinating tasks in security governance. The other
areas of the OSA structure are the topics that should be considered in establishing and
establishing an ISMS.
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Article #12 sheds light on the extent to which the role of the CISO is established in local
governments. A study conducted with 162 participants showed that administrations place

the information security officer at different hierarchical levels:

e external ISO,

internal ISO, in line, IT department, or subordinate to it,
e internal ISO, in line with independent reporting tasks to management,
e CIO/CISO in personal union,

e CISO is a member of the C-level board.

The following Figure 45 summarises the results of the study. First and foremost, all

administrations have appointed an information security officer.

Small administrations (up to 25 employees) employ external information security officers
with almost 50%. As the organisation's size increases, the number of external information
security officers decreases in favour of internal ones. At the same time, from an organization
size of 250 employees, it can be observed that the role of the information security officer is
becoming more and more important, and the information security officer is being
established in a separate department or staff unit. Although the role of the CISO, unlike the
data protection officer (DPO), is not provided for by law (DSGVO, 2021, p. Art. 37, Art. 38
and Art. 39), the importance of the CISO is increasing (Spindler, 2021, p. 40).

Distribution of information security officers in relation to Satisfaction with the general conditions and
the size of the organisation (number of employees) management's perception of the 1ISO/CISO
45 45
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Figure 45: Distribution of ISO concerning the size of the organization and satisfaction with the

general conditions and management’s perception

As part of the study, the "satisfaction" of the information security officers with the
framework conditions and the "perception" of the task by the management level was
analyzed. As a result, 44% (= 18 of 44) of external information security officers from small
administrations (up to 25 employees) and 40% (= 10 of 40) from medium-sized

administrations (up to 150 employees) stated that they were satisfied with the framework
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conditions and in particular the perception by the management level. A similar picture also
prevails among internal information security officers. In small administrations (up to 25
employees), only 25% (=10 of 40) and in medium-sized administrations (up to 150
employees), 33% (=10 of 30) of respondents stated that they were satisfied with the
framework conditions and the perception of their role by the management level. This low
percentage can probably be explained by the fact that these information security officers
are usually subordinate to the IT department and do not have a direct right of consultation

with the management level.

The dissatisfaction of the subordinate information security officers with framework
conditions and the perception of their role by the management level can be observed,

especially in small administrative organizations.

This ratio only changes in larger administrative organizations (up to 500 employees or more).
Without exception, the information security officers surveyed in large administrations
stated that they were satisfied with the framework conditions and the management level's
appreciation of their role. This is justified by the fact that the information security officer is
a member of the management level or acts from a department or staff unit explicitly

established for the task.

In summary, the role of the CISO as a key element of information security management is

crucial in light of the growing cybersecurity threats and the increasing value of data.

The CISO is a strategic advisor overseeing information security-related operations and
actively collaborates with senior management in shaping policies, procedures, and data

security strategies.

Its role is not limited to the technical side of security but also includes identifying, analyzing,
and managing risks and monitoring compliance with regulations and safety standards. The
CISO acts as a critical communication bridge between IT and senior management by

sharing crucial information about security risks and investment needs.

The conclusion is that organizations must adequately support their CISO and provide them
with access to appropriate resources, including financial and human resources. This is the
only way he can perform his tasks effectively (section 2.5.1). A formal designation within
the framework of an ISMS project without granting corresponding rights and obligations is

not expedient.
Thus, the following results were achieved by contribution #12 for the research work:

e Research Area:

o CISO s the driver in ISMS matters in administrations.
e Research Relevance:

o CISOis an essential Stakeholder.
e Research Results:

o The CISO takes on essential tasks in the context of information security.
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o The location of the CISO in the organizational hierarchy is a critical success
factor for establishing information security.
e Other Research Topics:

o Increasing the importance of the CISO for small local governments.

With the help of Publication #12, the research question B3 could be answered:

e ,B2. Determination of the main stakeholder groups for consideration in the

process model.”
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Abstract

Modern administrative action is no longer conceivable without electronic
communication and IT. The complexity of IT, the increasing degree of networking and the
administration's dependence on IT-supported procedures have led to the fact that the
security of IT and associated processes must be given high priority, and a corresponding
cybersecurity strategy must be substantiated. Existing approaches either fall short or
cannot be applied to the context of local government without adaptation. This article
contrasts the published information security management and state-of-practice
information management in governmental organizations. The empirical basis for our
work are (1) audit reports of certification audits in the municipal sector, (2) expert
interviews on the status quo of information security in German local government and (3)
a review of scientific literature. The paper's results include current challenges in
increasing the resilience of the municipal administration and open issues for future

research.
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5.1 Introduction

The automated processing of data and information now plays a key role in fulfilling tasks in
small and medium-sized enterprises (SMEs) and local governments (Solms and Niekerk,
2013). Itis a precondition for applying artificial intelligence to support human actorsin such
organizations and for establishing digital services and intelligent systems. To meet the
societal demand for increased efficiency and flexibility of public bodies, all essential
processes must be supported by information technology (IT) (Helbig et al., 2009). In
addition, legal requirements such as the General Data Protection Regulation (Calder, 2018)
and the E-Government Act (Heinemann, 2023) drive digitization in the respective domain

forward.

Increased reliance on modern IT has significantly increased the risk of information
infrastructures being adversely affected by deliberate attacks from inside and outside,
negligent action, ignorance or technical failure, both qualitatively and quantitatively. Lack
of information security can lead to disruptions in the performance of tasks, which can
reduce the performance of authorities and, in extreme cases, bring their processes to a
standstill. Furthermore, problems in information security (IS) seriously hamper the
establishment of intelligent information systems, as they negatively affect the acceptance,
efficiency and functionality of such systems (Kweon et al., 2021). Thus, ensuring IS is one
of the central tasks of local governments; an appropriate level of security in the business

processes and the associated (IT) infrastructures must be organized.

Research on information security management (ISM) has created a rich body of knowledge
(cf. section 2). However, based on experiences from governmental projects, we think there
is a gap between the research view on the status of ISM and the practitioners’ reality. Thus,
the work presented in this paper aims to contrast the state of research in ISM with the
corresponding state of practice in municipalities and other governmental organizations. To

address the research view, we perform a systematic literature analysis (section 2).

The empirical basis for the state of practice consists of 421 reports from IS audits carried
out in the municipal sector (see section 3.1) and 42 interviews with ISM experts from
German federal states and local governmental bodies (see section 3.2). Analysis of this
substantial and unique material results in the identification of many challenges for the
practice of ISM in local governmental organizations that so far have not been sufficiently

addressed in research.

52 Literature Review

A structured approach was used to collect relevant literature on IS status quo in the
municipal sector (Watson and Webster, 2020). A search was conducted in the literature
databases SSOAR (Administrative Sciences), EBSCO EconLit and WISO (Public Service,

Business Administration) and Scopus (various disciplines) with a combination of the
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following search terms: "cybersecurity, public sector, information security". In addition,

references to relevant systematic works from 2013 to 2021 were reviewed.

Table 14: Results of the literature review

Search query Source Hits Relevance
public AND sector AND cybersecurity Scopus 247 18
informationssicherheit 27 0
informationssicherheitsmanagement 3 1
public-sector AND cybersecurity 64 7
Public services AND information security 43 0
public AND sector AND cybersecurity EBSCO 15 0
public-sector AND cybersecurity EconlLit 1 0
cybersecurity SSOAR 29 3
public AND sector AND cybersecurity 1 1
informationssicherheitsmanagement WISO 9 0

The first search queries resulted in around 1,500 hits. Older literature was not considered,

as publications are only relevant from 2018 due to the entry into force of the EU GDPR (Art.

32, para. 1, lit. d). The list of results was reduced to 987 titles. After a review of the titles, the

abstracts of 439 papers were also read. This was followed by a review of the full text of 85

articles. When assessing their relevance based on content, quality and citation frequency,

26 papers (4 duplicates) were found relevant and included in the analysis. Table 1

summarizes the results of the search.

Table 15: Grouping after qualitative content analysis

# | Content groups

Literature

1 | Validation of the technical components

(A. Weber et al., 2020), (Karsten Weber
etal., 2020)

Analysis of factors hindering the development of
cybersecurity strategies in the public sector

(Aman and Shukaili, 2021)

Analysis of cyber-attacks and possible preventive
measures

(Ahmad et al., 2022), (Alagarsamy et al.,
2021), (Kesan and Zhang, 2021),
(Bouzoubaa et al., 2021)

4 | Development and establishment of ISMS

(Maller, 2020)

5 | Awareness Measures

(Alhashim and Rahman, 2021),
(Andreasson, 2012), (Wirtz and
Weyerer, 2017), (Park et al., 2017),
(Alharbe, 2021), (Coppolino et al., 2018)

Shortage of skilled workers and effects on the
public sector

(Drmola et al., 2021), (Lehto, 2020)

7 | Physical Security and Security Assessment

(Phelps, 2021), (Choi et al., 2021),
(Dreyling et al., 2021), (Mironeanu et al.,
2021), (Savold et al., 2017)

Legal framework parameters in the cybersecurity
domain

(Bendiek and Schallbruch, 2019;
Maglaras et al., 2020)

9 | Maturity Models

(Garba et al., 2020), (Zakaria et al.,
2019)
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In the following analysis step, the papers were assigned to the content groups in Table 2.
The current research topics in the field of cybersecurity are far-reaching and mainly deal
with safeguarding the technical components. Many publications shed light on the analysis
of cyber attacks and possible preventive measures. It is striking that many papers focus on
employees and investigate how employees' awareness of cybersecurity can be increased.
Many documents describe possibilities for the protection of physical security and security

assessments and discuss the shortage of skilled workers, especially in the public sector.

Furthermore, papers regarding the legal framework and digital sovereignty must be
mentioned. Since the EU GDPR, IS and cybersecurity have been used increasingly
synonymously and often concerning data protection and privacy issues. In contrast, only

one relevant article sheds light on the structure and establishment of an ISMS.

5.3  Methodology

Various success factors influence the development and establishment of ISM systems.
Interviews, case studies, and retrospective analyses are research strategies (Yin, 1981) for
qualitative data collection that are well suited to present complex facts in the natural
environment and to derive results from them (Eisenhardt, 1989). In the first step, audit
reports from the local government domain provided by two certification bodies were
analyzed. The results were used to design a questionnaire as a basis for expert interviews.
The aim was to compare interview results with the results of the empirical analysis and the

case studies.

5.3.1 Evaluation of audit reports

The issue of IS is not a new topic. There are corresponding concepts for developing and
establishing ISM systems (“BSI-Standard 200-1,” 2024). With the help of these concepts,
some local German governments have already dealt with the topic of IS and set up a
management system. A structured evaluation was particularly possible in Bavaria and
Saarland. Two certification bodies have allowed researchers to view and analyse audit
reports. In total, 421 audit reports were analysed. The following Table 16 provides an

overview of the results:

Table 16: Analysed certification audits

certification body year No. of passed Passed not passed, to
Audits with defects be repeated

IT-Sicherheits- 2019 17 0 16 1
cluster Regensburg

2020 43 0 38 5

2021 80 0 66 14
DQS GmbH 2019 58 0 47 +1 9

2020 102 0 87 15

2021 121 0 95 26
Sum 421 0 350 70
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Of 421 organizations that have undergone an IS audit, no organization has achieved the goal
of "passing without defects." 350 organizations passed the audit with deficiencies. For 70
organizations, however, the weaknesses identified in the audit were so significant that a so-
called action plan was initiated, e.g. a reworking and elimination of the deficiencies and
subsequent re-examination. One organization had not seized the opportunity to remedy the
shortcomings and had not repeated the examination. All other organizations have a
certificate through the audit, confirming an ISMS's successful establishment. The audit
reports were examined formally (humber of audits and number of passed test certificates)
and materially. The following criteria were coded in advance to give the analysis more
significance, and the audit reports were then qualitatively analyzed to derive core
statements (Mayring, 2004, pp. 159-176).

Management Attention (Coding 1): Essential for the development of an ISM system is the
assumption of the responsibility of the management level for the topic itself (“BSI-Standard
200-1,” 2024). Against this background, the analysis focused on the extent to which the

respective management level was involved in the ISMS process.

Leadership (Coding 2): The management initiative is essential for successfully setting up
an ISMS in an organization. Nevertheless, the complex topic of ISMS requires concrete
control and management tasks, which, in the best case, are taken over by the management

itself or delegated accordingly and then performed.

Organizational structure (Coding 3): The planning and implementation of the security
process includes defining organisational structures and roles and tasks (“BSI-Standard
200-1,” 2024). With this coding, all places in the audit reports are marked, which provides

information regarding organizational structure in the context of security concepts.

Process organization (Coding 4): Many organisational tasks are organized as processes,
with a specific process owner, person in charge, and description. The structure of a safety
system includes, in particular, the recurring processing of maintenance, incident and
change processes. High-quality implementation of these processes forms the foundation

of ISMS and is thus marked with code 5 in the analysis of the audit reports.

Employee Awareness (Coding 5): Recent attacks on public infrastructures have shown
that a gateway is formed by the organisation's employees (Leeser, 2020). Against this
background, itis interesting to find out which measures the organisations have planned and

implemented concerning employee awareness.

PDCA-Cycle (Coding 6): A management system thrives on the recurring sequence of
planning, implementation, review and initiation of corrective measures (“BSI-Standard 200-
1,” 2024). When analyzing the audit reports, great importance was attached to coding No.
6. Essentially, it is a matter of determining whether only an ISMS is being set up to obtain a

one-time certificate or whether the organization operates the ISMS sustainably.
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Guidelines and Documentation Task (Coding 7): Documentation is indispensable (“BSlI-
Standard 200-1,” 2024) . An ISMS project ranges from the guideline for IS through further
planning and guideline documents to clear process descriptions and verification
documents. It is precisely this documentation task that poses significant challenges for
small and medium-sized enterprises as well as local government. Since policy documents
are to be classified in the category planning of the PDCA cycle and without a good plan, the
goal is often not achieved, precisely this component of an ISMS is to be analyzed as part of

the analysis of the audit reports.

Use of tools (Coding 8): Within the framework of an ISMS project, there is a need for tool
support for the ISMS itself as well as for other tasks within the framework of the security
concept, e.g. monitoring of network activities with the help of special tools. Tools are a
critical success factor to fulfil or monitor many different tasks. Thus, statements regarding

the use of tools are coded accordingly.

Implementation of measures (Coding 9): A holistic ISMS implements and plans
preventive measures to remedy security incidents. When analyzing the audit reports and
any existing evidence (annexes to the audit report), it is to be checked which type of
measures (organizational, personnel, infrastructural and technical security measures) have

been planned and implemented and what contribution they make to increasing safety.

Risk management (Coding 10): Any process or IT infrastructure operation is associated
with risks. The risk management process is thus one of the foundations of a safety
management system (“BSI-Standard 200-3: Risikomanagement,” 2024). Experience has
shown that risk identification and treatment are challenging for the municipal
administration. Code 10 will be essential in analysing the audit reports to identify how risk

management is embedded in the security process.

Continuous Improvement - CIP (Coding 11): To maintain IS, it must be subject to
permanent improvement. Logically, this necessitates constant measurement and
evaluation (DIN ISO/IEC 27001, 2018). How and with which results was the CIP process
evaluated by the auditors in the available audit reports marked with code 11 and later

assessed accordingly?

The audit reports were written by independent auditors based on the findings found during
the audit. All reports have the same structure and include 20 test groups with a total of 76
test complexes. The evaluation of the test complexes was conducted based on the CMMI
maturity model (“CMMI Institute - Home,” n.d.). A complex of questions is considered
fulfilled if itreaches at least maturity level 3. The audit is passed if no question complex with
a maturity level of less than three has been assessed. Maturity level 1 is considered a
serious major nonconformity, and maturity level 2 is a minor nonconformity. At maturity
level 3, however, the respective test complex is considered fulfilled with considerable
potential forimprovement. Maturity level 4 is awarded if the respective test complex meets

the essential requirements, i.e., the planning measures are completed, and the
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implementation is largely completed. For a maturity level 5, the planning and
implementation of a test complex must be fulfilled entirely. In addition, appropriate
supporting documents must be kept. Table 15 summarizes the CMMI maturity line and its

description:

Table 17: CMMI-Maturity Levels

CMMI- Description
Maturity

1 Initial: There are no specifications or documentation. Implementing measures or
processes happens ad hoc and usually depends on the situation. There is no
evidence. Responsibilities are not regulated. (Implementation 0%)

2 Managed: There are plans to implement the specifications. However,
implementation has not yet begun. (Implementation 25%)

3 Defined: Planning measures have been completed, and implementation has begun
but has not yet been fully completed. (Implementation 50%)

4 Quantitively Managed: The implementation of planned measures is underway and is
nearing completion. (Implementation 75%)

5 Optimizing: Fully implemented. Written specifications are available. Evidence may
be provided. Necessary processes are described, and the responsibilities are fully
regulated. (Implementation 100%)

The audit reports were evaluated according to the coding and determined in which area
which results were achieved by the audited organization. The result is summarized
in Figure 47. Itis striking that maturity levels 1-2 are strongly represented in the percentage
distribution (average value 16.8%). In contrast, maturity levels 4-5 are poorly developed

(average value 4.8%). Maturity level 3 has an average value of 56.8%.

When adding up the two maturity grades 1-2, coding 5, “employee-awareness” stands out
in particular, with a total of 47.8%. This means that the topic of employee awareness at
these institutions is suboptimal. In 2nd place is the coding 11 “CIP process” with 46.8%,

closely followed by the coding 10 risk management in 3rd place with 41.8%.

This is followed in 4th and 5th place by the coding 3 organizational structure with 35.9% and
coding 4 process organization with 34.9%, in 6th place the coding PDCA-cycle with 34.0%,

and the 7th place the coding guidelines and other documentation tasks with 32.1%.

Finally, coding 1 management attention with 29.5% should be mentioned. These values

allow the following assumptions:

e The organizations underestimated the tasks for the development and
establishment of the safety management system,

e Lack of implementation experience in a security project,

e |lackof support or project expertise within the organization,

e |ackof management support for the topic,

e Missing tools, missing process models, missing best practices, etc.

These assumptions were further investigated with the help of the interview study.
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Figure 47: Results of the qualitative analysis of the audit reports

5.3.2 Interview study

A guideline-based interview study was conducted to confirm the first impressions from the
analysis of the audit reports. The central research question, further defined by the interview
study, is: What are the obstacles and challenges in setting up and establishing security
management systems in public administration, especially in local government?
Propositions were developed to investigate this work's central research question in the
interview study. These propositions served as the basis for creating a questionnaire and,
simultaneously, formed an essential input for the qualitative content analysis of the

interviews.

First and foremost, the state representatives of the individual federal states and other
interview partners from state, city and local governments of various German federal states
were addressed. In addition, project members and responsible persons from audited
organisations were considered. The survey was conducted in August and November 2021.
Atotal of 42 interviews were conducted. The average duration of the interview was 1h:36min
with 50 questions. The interviewees were confronted with open and closed questions. The
obtained and transcribed results were subjected to a qualitative content analysis,
according to MAYRING (Mayring, 2004). With the help of this method, empirical data sets can
be evaluated, whereby the focus of the analysis is on understanding complex relationships.
For this purpose, the relevant text passages or answers were marked and assigned to main
categories and thus coded. As a result, the same texts or answers of identical main
categories were summarized and resolved more finely by forming subcategories. The
formation of subcategories corresponds to the induction process, which, after a catalogue-
based evaluation, further defines the research question. Critical individual case
interpretations have emerged as synergy effects, in addition to the category-based
evaluations along the upper categories. Table 5 summarizes the assessment of the

interview questions concerning the propositions.
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5.3.3 Summary of results

The most crucial point of the analysis is the lack of management attention in municipal
administration. The lack of awareness of the management level for the importance of IT
infrastructures, their resilience, and, at the same time, their significance for the business
processes of the organization has a direct negative impact on other essential framework

conditions.

Management tasks, the necessary organizational structure for the safety process, and the
need to create guidelines and implement documentation tasks form the basis for
sustainable development and establishment of a safety management system, but on the

other hand, are only rudimentarily trained or implemented.

The biggest weakness identified was the sensitization of employees to the threats from
cyberspace. Existing guidelines such as the BSI essential protection are hardly used in
small local governments, as both the procedure described in the guideline and the
catalogue of measures with around 5.450 individual measures seem too complex and too
extensive. To make matters worse, a lack of tool supportin the operational areas has further
negative consequences. Existing tools exceed local government requirements, require

additional expertise and have no economic relationship.

5.4 Conclusion and Outlook

Research presented in this paper started from the conjecture of a gap between the state of
research and state-of-practice of ISM in municipalities and local government that
negatively affects digitalization efforts and hampers the implementation of intelligent
digital services. The analysis of the state of practice showed substantial shortcomings and
challenges in management attention, suitable organizational structures and adequate
operational processes. However, these challenges did not get much attention in the
literature analysed in our survey. Thus, we see clear support for our conjecture.
Furthermore, there is no published research work on the state of practice with such a rich

data set. This makes our analysis unique.

One of the most significant limitations of our work is the focus on the German local
government regarding the data set used for the state-of-practice analysis. The conclusions
drawn from this material cannot be transferred to other countries. Still, they might help to
identify the focus of attention for future analysis efforts in other federal governmental
structures. However, this limitation does not apply to the analysis of the state of research,
i.e., we see a clear need for more research on ISM in small-scale organizations, such as

SMEs or small governmental organizations.

Our results also show that the German local government is lagging the trend in terms of
cybersecurity in almost all federal states. Some local governments have recognized the

importance of the resilience of their IT infrastructures against the increasing cyber threat
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and have already tried to establish appropriate security management systems. The analysis
has shown that there is enormous pressure to act both on the part of the management level
and the technical and organizational side to counteract the constantly increasing threat
situation. In addition, existing process models and tools cannot be transferred to local

government requirements without revision.

This article attempts to provide an overview of the obstacles and challenges and, at the
same time, to lay a foundation for further research. The codes provide an analysis
framework for security projects, concepts, or process models. Based on the knowledge
gained, a process model for small- to medium-sized organizations is to be developed, and

its function will be tested in practice by case studies.
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Abstract

The growing importance of information security in organizations is undisputed. This is
particularly true of local governments because modern administrative action is no longer
conceivable today without electronic communication media and IT procedures. The
complexity of information technology, the increasing degree of networking (also with
citizens) and the administration's dependence on IT-supported procedures have led to the
fact that the security of information technology and associated processes must be given a
higher priority, and a corresponding cybersecurity strategy must be substantiated. Existing
approaches either fall short or cannot be applied to local government contexts without
revision and adaptation. This article examines case studies of implementations of IT
security projects in local government. The specific focus is on the differences between
information security management system (ISMS) implementations of different hierarchical
levels of governmental organizations. The results show current challenges in increasing the

resilience of the local government.
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6.1 Introduction

Information security is a comparatively new topic in the domain of local government. The
automated processing of data and information now plays a crucial role in the fulfilment of
tasks in small and medium-sized enterprises (SMEs) and also in local governments
(Schénbohm, 2018), (Mierowski, 2021, p. 1). All essential processes are significantly
supported by information and communication technology (ICT) (Gulden, 2018, p. 137).
Furthermore, legal requirements such as the General Data Protection Regulation (EU-
GDPR), the Online Access Act (OZG) and the E-Government Act are driving forces of
digitization in the domain (Richtlinie (EU) 2022/2555 des Européischen Parlaments und des
Rates vom 14. Dezember 2022 (iber MaBnahmen fir ein hohes gemeinsames
Cybersicherheitsniveau in der Union, zur Anderung der Verordnung (EU) Nr. 910/2014 und
der Richtlinie (EU) 2018/1972 sowie zur Aufhebung der Richtlinie (EU) 2016/1148 (NIS-2-
Richtlinie), 2022), (0OZG - Gesetz zur Verbesserung des Onlinezugangs zu

Verwaltungsleistungen, n.d.), (Heinemann, 2023)

Increased reliance on modern ICT has significantly increased the risk of information
infrastructures being adversely affected by deliberate attacks from inside and outside,
negligent action, ignorance or technical failure, both qualitatively and quantitatively
(Leeser, 2020, pp. 86, 107), (Pohlmann, 2018, p. 196). Lack of information security can lead
to disruptions in the performance of tasks, which can reduce the performance of
authorities and, in extreme cases, bring their business processes to a standstill (Henseler-
Unger and Hillebrand, 2018, p. 688). Against this background, ensuring information security
is one of the central tasks of local governments, within the framework of which an
appropriate level of security in business processes and the associated (IT) infrastructures

must be organized (Kammerloher, 2021, p. 650).

This need is underlined in particular by the recent successful cyber-attacks in various
federal states, especially against authorities (Gernot Heller, 2021), (Kuhn, 2021). Public
authorities, in particular, are institutions of high importance for the state community.
Impairments or failures may result in public service shortages, significant disruption of
public security or other serious consequences (BSI, 2021). A case study analysis was
carried out to study the information security of local governments. The work described here
aims to identify the state of information security of local governments and critical public
infrastructures to contribute to the research field of information security in the domain of
local government. The specific focus is on the differences between information security
management system (ISMS) implementations of different hierarchical levels of

governmental organizations.
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6.2 Research Method

The work presented in this paper is part of a PhD project aiming at methodological and
technological support for information security management that is tailored to the needs of
small and medium-sized local government units. The PhD project follows the paradigm of
design science research (Hevner et al., 2004) and starts with an analysis of (a) existing
scientific work in the field of information security management (ISM) for local governments
and (b) an analysis of typical problems in local government’s ISM as visible in information
security audit reports. The detailed results of both steps are available in (Moses et al.,

2022a); the literature analysis is summarized in section 3.

As the audit reports analyzed in (b) mainly reflected ISM implementations' shortcomings,
we also decided to look for successful elements of ISM implementations by analyzing ISM
cases. This paper focuses on these cases that — in a DSR context - contribute to
investigating problem relevance and requirements for the envisioned artefact. The research
question for this work is: What are the differences (if any) between ISMS implementations

of different kinds and hierarchical levels of governmental organizations?

The introduction of information security management systems (ISM) usually represents an
intervention in existing business processes and is influenced by various success factors.
Case studies and retrospective analyses are research strategies (Yin, 1981) for qualitative
data collection, which are very well suited to investigate complex issues in the natural
environment (Eisenhardt, 1989). Qualitative data analysis methods help to understand
process sequences and the dynamics of concrete situations under certain framework

conditions and to derive results from them (Wilde and Hess, 2006).

Thus, we analyzed various ISM cases. Although our cases show many characteristics of
qualitative case studies as described by (Yin, 1981) (e.g., defined boundaries, defined
research question, rich set of qualitative material, etc.), we prefer the term “ISM case”
because most of the case material was not collected with the case study research method
in mind but evaluated ex-post as case material. Here, the eXperience methodology
(Schubert and Bhaskaran, 2007) supports the research work on the one hand in the uniform
preparation of the ISM cases and on the other hand, it can be ensured that the ISM cases

are made comparable to derive concrete results from them.

6.3  Summary of Literature Analysis

To identify relevant literature on the status of ISM in the local government sector, a
structured literature search was carried out following (EGovG - Gesetz zur Férderung der
elektronischen Verwaltung, n.d.). The literature search was conducted in the databases
EBSCO EconLit and WISO (Public Service, Business Administration), SSOAR

(Administrative Sciences) and Scopus (various scientific disciplines) with a combination of
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the search terms: "cybersecurity, public sector, information security". In addition,

references to relevant systematic works from 2013 to 2021 were reviewed.

The initial search resulted in more than 1,500 hits, which were reduced to 85 articles in
several steps by examining the titles, keywords and abstract. It followed an assessment of
their relevance using the content, quality, and citation frequency. Finally, 26 papers were
classified as relevant and grouped into thematic areas. Table 19 shows these areas and the

appropriate papers.

Table 19: Relevant Literature sorted by thematic areas

Thematic area Literature

(A. Weber et al., 2020), (Karsten
Weber et al., 2020)

Analysis of factors hindering the development of (Aman and Shukaili, 2021)
cybersecurity strategies in the public sector

Validation of technical components

(Ahmad et al., 2022), (Alagarsamy et

Analysis of cyber-attacks and preventive measures al., 2021), (Kesan and Zhang, 2021),
(Bouzoubaa et al., 2021)
Development and establishment of ISMS (Muller, 2020)

(Alhashim and Rahman, 2021),
(Andreasson et al., 2021), (Wirtz and

Awareness measures Weyerer, 2017), (Park et al., 2017),
(Alharbe, 2021), (Coppolino et al.,
2018)
Lack of skilled workers in the public sector and its (Drmola et al., 2021), (Lehto, 2020)
effects
(Phelps, 2021), (Choi et al., 2021),
Physical Security and Security Assessment (Dreyling et al., 2021), (Mironeanu et
al., 2021), (Savold et al., 2017)
Legal Framework parameters in the cybersecurity (Bendiek and Schallbruch, 2019;
domain Maglaras et al., 2020),
Maturity models (zcc;)?;t;a etal., 2020), (Zakaria et al.,

Most papers deal with safeguarding the technical components or tackling the analysis of
cyber-attacks and possible preventive measures. It is striking that many papers focus on

the staff and examine how their awareness of cybersecurity can be increased.

Also, a substantial number of papers address options for protecting physical security and

security assessments and discuss the lack of skilled workers in the public sector.

Furthermore, papers regarding the legal framework and digital sovereignty must be

mentioned.

Since the introduction of the EU-GDPR in 2018, information and cybersecurity have been
used increasingly synonymously and often with data protection and data protection issues.
In contrast, only one relevant article addresses the structure and establishment of ISM

systems.
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6.4 ISM Cases

Although the topic of information security in local government has only recently been given
more attention in Germany, corresponding concepts for the development and
establishment of information security management systems already exist (“BSI-Standard
200-1,” 2024), (DIN ISO/IEC 27001, 2018). With the support of these concepts, a few local
governments have already dealt with information security and set up a corresponding
management system. The municipalities examined in the focus of this research are mainly
in the two federal states of Germany, namely Bavaria and Saarland. These organizations are
motivated by funding programs of the respective state government to introduce and operate

a corresponding security management system.

6.5 Case material

One of the authors supervises various institutions in setting up information security
management systems to increase the resiliency of the respective organizations. The
associated ISM cases were conducted from 2018 to 2022 and cover a wide range of state,
city and local governments, an SME, and a critical infrastructure from four federal states.
Various municipal organizations throughout Germany were asked to participate in the ISM
cases. In addition, further municipal case study participants from other federal states
without a funding program and three medium-sized companies were sought as a
comparison group willing to have the development of their information security
management system scientifically accompanied. The cases consist of local governments
(small to medium-sized), district council offices, city administrations, state companies,
state administration and a company, and a hospital network. For this contribution, 24 ISM

cases that exemplify the situation in the German local government were selected.

Table 20: ISM Analysed Cases

# Governmental Organization Federal State | Type of organization
1 Gemeinde ****dorf BY Local government

2 Gemeinde Ma****** SL Local government

3 Gemeinde Post*****.*xx* BY Local government

4 Landeshauptkasse Saarland SL State administration
5 Zentrales Travelmanagement Saarland SL State administration
6 Landratsamt Frei**** BY District Office

7 Landratsamt Neu***** BY District Office

8 LEG-Service GmbH SL Enterprise

9 Markt ***bach BY Local government
10 Markt ******dorf BY Local government
1 Performa Nord GmbH HB Enterprise

12 | SlyCon GmbH SL SME

13 Stadt Hi**** NW Municipality

14 Stadt ***heim BY Municipality

15 Stadt Neuburg a.d. Donau BY Municipality

16 Stadt *******fyrt BY Municipality

17 Stadt S*****fen BY Municipality
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18 Stadt St. ******* SL Municipality
19 Stadt ****bach SL Municipality
20 Stadt *******hausen BY Municipality
21 Stadtwerke *******hgusen BY Mu.n.icipal Utilities
(critical)
22 Stadt *****burg BY Municipality
23 | VG Neumarkti.d. Oberpfalz BY Local government
24 | VG ****beuren BY Local government

In all ISM cases, the documentation of ISMS, including organization structure and
processes, was available and analysed. Furthermore, access to the stakeholders in the
organization made it possible to collect required information from other reports. This was

used during ISM case analysis.

6.6  Coding for Cross-Case Analysis

The cases listed in the previous section cover different hierarchical levels of local
government and also other IT security areas. The case analysis aimed to identify patterns,
similarities, and differences in the cases, which allowed conclusions to be drawn about

generally valid relationships, proven process models, and framework conditions.

The case material was examined. To give the analysis more significance, the following
criteria were coded in advance according to MAYRING (Mayring, 2015), followed by a content
analysis of the case material so that corresponding core statements could be derived. The

following describes the coding.

Table 21: Coding Scheme for the qualitative content analysis of the ISM cases

Coding

Management Attention

Leadership

Organizational structure

Process organization

Employee awareness

PDCA-Cycle

Guidelines and other documentation tasks
Use of tools (ISMS tools, control tools, etc.)
Implementation of measures (Increased IT security)
Risk management

CIP process (Assessment and measurement)

=S| OO |IN|O(O|D|W|IN|(=|FF

=0

Management attention (Coding 1): Essential for the development of an information
security management system is the assumption of the responsibility of the management
level for the topic per se (“BSI-Standard 200-1,” 2024, p. 7), (Pfeiffer, 2022, pp. 24-27).
Against this background, the analysis focused on the extent to which the respective

management level was involved in the ISMS process.

Leadership (Coding 2): The management initiative is essential for successfully setting up

an ISMS in an organization. Nevertheless, the complex topic of ISMS requires concrete
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control and management tasks, which, in the best case, are taken over by the management

itself or delegated accordingly and then performed.

Organizational structure (Coding 3): The planning and implementation of the security
process includes the definition of organizational structures and the definition of roles and
tasks (“BSI-Standard 200-1,” 2024, p. 28). With this coding, all places in the ISM cases are
marked, which provides information regarding the organizational structure in the context of

the security concept.

Process organization (Coding 4): Many organisational tasks are organized as processes,
with a specific process owner, a person in charge, and a description. The structure of a
security management system includes, in particular, the recurring processing of
maintenance, fault and change processes. The qualitative implementation of these

processes forms the foundation of an ISMS and is therefore marked with code 4.

Employee awareness (Coding 5): Recent attacks on public infrastructures have especially
shown that the organisation's employees form a gateway (Leeser, 2020, p. 54). And these
must be sensitized accordingly (Meuche, 2022). Against this background, it is interesting to
find out which measures the organisations have planned and implemented concerning

employee awareness.

PDCA-Cycle (Cycle 6): A management system thrives on the recurring sequence of
planning, implementation, review and initiation of corrective measures (“BSI-Standard 200-
1,7 2024, p. 17). In the analysis of the ISM cases, great emphasis was placed on coding No.
6. Essentially, it is a matter of determining whether only an ISMS is being set up to obtain a

one-time certificate or whether the organization operates the ISMS sustainably.

Guidelines and Documentation task (Coding 7): The documentation task is
indispensable (“BSI-Standard 200-1,” 2024, p. 21) and in an ISMS project, ranges from the
guideline for information security through further planning and guideline documents to
clear process descriptions and verification documents. It is precisely this documentation
task that poses significant challenges for small and medium-sized enterprises as well as
for local governments. Policy documents belong to the PDCA cycle planning category, and
the goal is often not achieved without a good plan. Therefore, as part of the analysis of the

ISM cases, this component of an ISMS will be analyzed in detail.

Use of tools (Coding 8): Within the framework of an ISMS project, there is a need for tool
support for the ISMS as well as for other tasks within the framework of the security concept,
e.g. monitoring of network activities with the help of special tools. Tools use is a critical
success factor in fulfilling or monitoring many different tasks. Against this background,

statements regarding the use of tools are coded accordingly.

Implementation of measures (Coding 9): A holistic ISMS implements and plans
preventive measures to remedy security incidents. When analyzing the ISM cases,

examining which type of measures (organizational, personnel, infrastructural, and
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technical security measures) have been planned and implemented and what contributions

they make to increasing security is crucial.

Risk management (Coding 10): Any process or IT infrastructure operation is associated
with risks. The risk management process is thus one of the foundations of a security
management system (“BSI-Standard 200-3: Risikomanagement,” 2024, p. 7). Experience
has shown that risk identification and treatment are particularly difficult for local
governments. To identify how risk management is embedded in the security process,

Coding 10 will play an essential role in analysing the ISM cases.

Continuous improvement - CIP (Coding 11): To maintain information security, it must be
subject to permanent improvement. Logically, this necessitates continuous measurement
and, above all, evaluation. (DIN ISO/IEC 27001, 2018). How and with which results was the
CIP process implemented in the respective ISM cases marked with code 11 and later

evaluated accordingly?

6.7 Case Analysis

6.7.1 Groups of Cases and Their Difference

Based on the coding and analysis of the available case material, groups of governmental
organizations were identified and differences in their ISM implementations were

recognized. These groups are summarized in the following.

Local Government cases — Adoption and Diffusion of an ISMS

The eight ISM cases from the domain of local government essentially address the
challenges of setting up and establishing an information security management systemin a
small administrative organization (max. 25 employees). At the same time, these "small"
local governments have to meet the increased demands on administrative processes due
to increasing digitization. Furthermore, due to the tight tariff structure of public service,
organizations are often unable to engage employees with the appropriate qualifications. In
addition to IT technology, both internal and cross-organizational challenges have been
identified that must be solved for successful implementation. Furthermore, the
documentation task is one of the biggest challenges small local governments face. In
addition, there is a lack of suitable tools that support developing and establishing this target

group's information security management system.

District Administration cases — Implementation of the Security Requirement

A different picture emerges in the case of the two ISM cases from the domain of district
administration. The necessary human and financial resources are available here.

Nevertheless, additional tasks must be performed within this domain, which is needed as
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a service for the subordinate administrative levels. The ISM cases focused on the
challenges that arise from developing an information security management system in
organizations. In large administrative organizations, the management attention, role
definition, and process descriptions, especially in the IT and security domain, are
suboptimal. Due to hierarchical levels within parts of a wide lead span, losses occur at the
organizational interfaces (structure and process organization). Furthermore, the
involvement of stakeholders and their training and sensitization, as well as employees, for

the requirements of information security is a significant challenge.

City Administration cases — Security in Organizational Processes

The eight city administrations have to cope with different challenges in terms of IT security
compared to other municipal organizations. Processing sensitive (often private) data
requires a particularly secure handling of this data. Based on the introduced information
security management system, the established strategy is supplemented by modern
measures for data backup and process automation. Furthermore, the maturity level derived
from the information security management system can be used to obtain data that can be
used to support further management decisions. For example, it can be used to secure
make-it or buy-it choices that aim to outsource certain services, both for economic and
security reasons. Furthermore, this strategy replaces the heterogeneous risk landscape in
favour of new uniform risk assessments. Using suitable tools to support the ISMS process

was essential in these ISM cases.

State Administration cases — Secure Business Processes for Financial and Travel

Transactions

The ISM cases use the example of "state accounting" and central travel management to
describe the challenges there in the context of IT security. In addition to the administration
of a large amount of private data within the scope of the tasks of the travel management
process, the business process of "state accounting", in particular, forms a core process of
a state administration. In this process, all bookings of a state administration converge. Many
interfaces (e.g., with banks, debtors and creditors) must be secured organizationally,
contractually and technically. The information security management system, which has
been established in the meantime, forms the foundation for further strategies to guarantee
information security, especially in payment transactions and travel management. This is
based on advanced risk management, which provides a dashboard that aggregates and
provides data from different sources. The C-Level Management is now in a position to
identify and treat aggregated risks that were previously not the focus of implementing

measures as individual risks.
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National Company case — IT Security at an Airport Operator

The main focus of the ISM case at an airport operator is the reactions to the ransomware
attack that took place there in the autumn of 2020. This attack has given the impetus to

implement planned measures more quickly.

At the same time, the attack and the associated ransom demand have increased the
management's attention accordingly. As a result, both human and financial resources were
made available to build up the non-existent risk management and to promote the

implementation of measures to increase IT security.

The forensic analysis revealed that a lack of employee sensitization and training and, partly,
organizational failure were the main causes of the successful cyberattack. As a result, the
following points can be mentioned to better defend against targeted attacks on critical

infrastructure in the future:

e |Implementation of a sustainable organization-wide IT security concept,

e Streamline the threat detection process and

e Increase in the ability to deal with threats,

o Further establishment of an open cooperation of all those responsible and

e Use of suitable tools (e.g. monitoring PDCA cycle, risk and maturity model)

Clinic Network case —IT Security at a Hospital Network and Municipal Utilities

Another ISM case was carried out in a clinic network. German hospitals, as part of the
public critical infrastructure, are motivated on the one hand by various successful cyber-
attacks against hospital infrastructures, on the other hand by legal requirements to
introduce an information security management system (Studier and epubli GmbH, 2021, p.
196). The central topic of the ISM case in the hospital network and the critical infrastructure
of the municipal utilities examined is the use of suitable tools that accompany and optimize
the introduction and implementation of an information security management system taking
into account different standards (e.g. BSI Compendium 2022 and the B3S* of the German

Hospital Association).

6.7.2 Application of Coding Scheme

Using the coding presented in Table 21, all ISM cases were examined concerning the
maturity the individual case showed for the aspect represented by the coding. The maturity
levels were from level 1 (low maturity — only basic implementation) to level 5 (high maturity
- managed and optimized status). All ISM cases focused on introducing an information
security management system to increase the resiliency against cyber-attacks of the

respective organization.

4B3S - Branch-Specific Security Standard
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As part of the ISM cases, a prototypical process model developed by one of the authors was
used (Moses and Rehbohm, 2022a, p. 61ff). This process model attempts to eliminate the
shortcomings revealed in the audit reports' analysis. In essence, a positive result was
achieved for all facilities. Some of the organizations mentioned above have already

successfully passed an audit; others are still working towards it.

An analysis of the audit reports of the subjects from the ISM cases and the ISM cases
themselves showed a significant improvement in the individual codes. Thus, a substantial
improvement in the maturity level of the information security management system and

organizational resilience can be observed. The results can be found in Table 22.

Table 22: Distribution of Maturity Levels in the ISM Cases for the different Codings®

Distribution of encodings in %

Coding 1 2 3 4 5
1 4,2 8,3 58,3 20,8 8,3
2 4,2 8,3 66,7 12,5 8,3
3 0,0 12,5 75,0 8,3 4,2
4 8,3 20,8 50,0 16,7 4,2
5 4,2 8,3 45,8 29,2 12,5
6 4,2 20,8 41,7 29,2 4,2
7 0,0 4,2 37,5 54,2 4,2
8 0,0 0,0 20,8 75,0 4,2
9 0,0 0,0 41,7 50,0 8,3
10 4,2 20,8 54,2 16,7 4,2
11 8,3 8,3 62,5 16,7 4,2

6.8 Summary and Discussion

24 ISM cases were carried out, which qualitatively examined projects to increase IT security,
IT security concepts or individual IT security measures of different levels of German local

governments from four federal states.

A prototypical procedure was used for the supported organizations, which enables them to
implement corresponding projects to ensure information security in a practicable way. At
the same time, a basis was created for incorporating the findings made in the preliminary
analysis into the process model. As a result, the respective organization is supported

organizationally, technically, and structurally.

To identify patterns in the ISM case series, a cross-case analysis in the form of qualitative
content analysis, according to MAYRING, was carried out after the completion of the
projects. This was also applied to secure the process model in a domain outside the local

government. The results obtained confirm the findings from the primary research domain.

5Values are rounded to one decimal place.
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This article contributes to understanding the overall context of successful IT security
projects for implementing IT security concepts in local government. For the present work,
the methodological limitations of case studies apply. Nevertheless, the generalizability of

the results is possible, as shown by the comparison group with three companies.

Further research will show whether qualitative and quantitative research based on this

confirms the similarities and differences found.

One of the most significant limitations of our work is the focus on German local
governments. The conclusions derived from this material cannot be transferred to other
countries. Still, they might help to identify the focus of attention for future analysis efforts
in other federal governmental structures. However, this limitation does not apply to the
analysis of the state of research, i.e., we see a clear need for more research on ISM in small

and medium-sized governmental units.
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Abstract

The recent cyber-attacks, including on municipal infrastructures, make it clear that
municipalities must also set up an information security management system (ISMS). This
is because the administration provides its own services and ensures that citizens' data is
adequately protected based on legal requirements. As an easy-to-use process model,
CISIS12 offers the opportunity to set up and sustainably operate a compliance and
security management system in 12 steps in local governments as well as in the SME

sector, thus increasing cyber resilience in the respective organization.
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7.1 Introduction

The automated processing of information (Schonbohm, 2018, p. 429) and data (Mierowski,
2021, p. 1) now plays a vital role in the fulfilment of tasks in local governments and small
and medium-sized organisations (SMEs). All essential processes are significantly
supported by information and communication technology (ICT) (Gulden, 2018, p. 137). The
complexity of information technology, the increasing degree of networking, and the
dependence on IT-supported processes require that the security of information technology
become increasingly important. On the other hand, legal requirements such as the EU
Directive on Network and Information Security (NIS2 Directive), the General Data Protection
Regulation (GDPR), the Online Access Act (OZG) and the E-Government Act continue to
advance digitalisation in local government. The increased reliance on modern ICT has
significantly increased the risk of information infrastructures being compromised by
deliberate attacks from outside and domestic, negligence, ignorance or technical failure,
both qualitatively and quantitatively (Leeser, 2020, pp. 86, 107), (Pohlmann, 2018, p. 196).
Lack of information security can lead to disruptions in the performance of tasks, reduce the
performance of authorities, and, in extreme cases, bring their business processes to a
standstill (Henseler-Unger and Hillebrand, 2018, p. 688). Against this background, ensuring
information security is one of the central tasks of local governments, within which an
appropriate level of security must be organized in the business processes and the
associated (IT) infrastructures (Kammerloher, 2021, p. 650). This necessity is underlined
particularly by the recent successful cyberattacks in various federal states, especially on
public authorities (Gernot Heller, 2021), (Kuhn, 2021). Disruptions or failures may result in
shortages of public services, significant disruption of public safety or other serious

consequences (BSI, 2021).

This article presents a corresponding process model for developing and establishing an

information security management system.

7.2 State of research and literature

The number of research projects in the cyber and information security field is growing
steadily, focusing mainly on the area of critical IT infrastructures (Schallbruch, 2017). KIPKER
provides a comprehensive presentation of IT security law, including the technical basics
(Kipker, 2020). On the other hand, some works postulate the required digital transformation
of the public sector but only marginally shed light on information security (Bér et al., 2018).
BOSTELMANN describes the security strategies of the German government and the EU and
sheds light on the abovementioned laws and guidelines. The result of his analysis is that the
municipalities are addressed as bearing the main burden in implementing the 0OZG
(Bostelmann, 2021, pp. 183, 188). Specific instructions for action are limited to a handout
for creating an information security policy. However, concrete implementation instructions

for developing and establishing an ISMS remain open. However, implementation guidelines
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can be found in the literature, mainly for the SME sector. Literature in this area includes a
comprehensive presentation of information security challenges while considering data

protection requirements (Hanschke, 2020a).

SCHUNEMANN also acknowledges cybersecurity's particular relevance in digitalization and
sees the state and administration as having a creative obligation to guarantee the
functioning of their IT systems that are worthy of protection. However, developing
information security frameworks can only be one component of future cybersecurity (Klenk
etal., 2020, p. 3).

Without organisational and technical measures, many business processes can no longer
be protected against cyber-attacks or other manipulations (Hohmeister and Rickel, 2021).
This requires a higher-level management system that can be used to drive forward the
development and establishment of an ISMS and its control and optimization (Sowa, 2017,
p. 18). Experience from implementing other management systems has shown that IT-
supported tools help support information management and process support. A tool
suitable forthe domain as a flank could, therefore, positively influence the security process.
The relevant literature mainly sheds light on higher-level management systems. They all
have in common that no concrete recommendations for action, process models or best
practices forimplementing an ISMS projectin local government are described. This is where

this article comes in.

The authors have already published a summary of further relevant literature on the subject

of research (Moses et al., 2022a).

7.3 Methodological Approach

The introduction of IT security management systems usually represents an intervention in
existing business processes and is influenced by various success factors. Case studies
(Yin, 1981) and retrospective analyses represent research strategies for qualitative data
collection, which are very well suited to investigate the complex issues to be considered in
the natural environment (Eisenhardt, 1989). Qualitative data analysis methods are an
essential tool for understanding process flows and the dynamics of concrete situations

under certain conditions and derive results from them (Wilde and Hess, 2006).

In the first step, audit reports provided by independent certification bodies were analysed,
and concrete case studies for the development of an ISMS were accompanied. On the one
hand, the eXperience (Schubert and Bhaskaran, 2007, p. 16) methodology supported the
research process in the uniform creation of the case studies. It thus ensured the
comparability of the case studies. The audit reports, and case studies were examined both
formally and substantively (Moses et al., 2022a). To make the analysis more meaningful, the

following criteria were defined in advance according to MAYRING (Table 23) and used in the
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qualitative content analysis to code the audit reports and case studies to derive

corresponding key messages (Mayring, 2015).

Table 23: Coding Table

Z

Coding

Management Attention (Pfeiffer, 2022)
Leading Tasks

Organisational Structure

Process Organisation

Employee awareness (Leeser, 2020), (Meuche, 2022)
PDCA-Cycle

Guidelines and other documentation
Use of tools

Implementation of measures

Risk management

Continuous improvement process (CIP)

OO N[O |WIN| =

_ | =
- O

The results of the evaluation of the audit reports about the analysis mentioned above
criteria are in Table 24 below, following the maturity levels defined in CMMI (Hertneck and
Kneuper, 2012). In CMMI, maturity level 1 means low maturity (e.g. no fixed processes or

structures), while 5 denotes optimum ripeness.

Table 24: Results of the qualitative Analysis of the Audit reports

CMMI-Maturity Level in %
Coding | with/without 1 5 3 4 5
Prototype
1 without 5,0 | 24,5 | 653 |43 1,0
with 4,2 | 8,3 58,3 | 20,8 | 8,3
5 without 7,8 |20,2 | 61,0 | 8,1 2,9
with 4,2 | 8,3 66,7 | 12,6 | 8,3
3 without 11,9 | 24,0 | 48,2 | 15,0 | 1,0
with 0,0 | 12,5 | 75,0 | 8,3 4,2
4 without 10,0 | 24,9 | 54,9 | 10,2 | 0,0
with 8,3 | 20,8 |50,0 |16,7 | 4,2
5 without 21,9 | 25,9 | 50,1 | 2,1 0,0
with 4,2 | 8,3 45,8 | 29,2 | 12,5
without 3,8 |30,2 |608 |52 0,0
6 with 4,2 | 20,8 |41,7 | 29,2 | 4,2
without 8,1 24,0 | 58,0 | 10,0 | 0,0
/ with 0,0 |42 37,5 | 54,2 | 4,2
without 4,0 | 18,1 (64,8 | 11,9 | 1,2
8 with 0,0 |0,0 20,8 | 75,0 | 4,2
without 59 |10,9 | 62,9 |12,1 | 8,1
o with 0,0 |0,0 41,7 | 50,0 | 8,3
10 without 6,9 |34,9 |48,0 | 10,2 | 0,0
with 4,2 20,8 54,2 16,7 4,2
11 without 20,0 | 26,8 | 50,4 | 2,9 0,0
with 8,3 |83 62,5 | 16,7 | 4,2

Note: Values are rounded to one decimal place.

It is striking that maturity levels 4-5 are weakly developed in the percentage distribution
(mean value 4.8%). On the other hand, maturity levels 1-2 are strongly represented (mean

value 16.8%). Maturity level 3 has an average value of 56.8%. In the maturity levels 1-2,
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employee awareness (No. 5) stands out in particular, with a total of 47.8%. This means that

the topic of employee sensitization is poorly developed at the institutions examined.

In 2nd place is the No. 11 CIP process (assessment and measurement), with 46.8%, closely
followed by No. 10 Risk Management, which is in 3rd place at 41.8%. This is followed in 4th
and 5th place by No. 3 Organizational Structure with 35.9% and No. 4 Process Organization
with 34.9%, in 6th place the PDCA cycle (No. 6) with 34.0% and 7th place ranked No. 7
guidelines and other documentation tasks with 32.1%. Finally, the No. 1 code without

management attention with 29.5% is worth mentioning.
These values allow the following hypotheses:

e The organisations have underestimated the tasks involved in building and
establishing the ISMS,

e Lack ofimplementation experience in a security project,

e Lack of support or project expertise,

e lackof management attention to the topic,

e Process modelsthatare notaligned with local government, lack best practices, lack

appropriate tools, etc.

Against the background of these results, the development of a process model specific to
local governments was pursued to contribute to the elimination of the identified deficits.
The analysis of existing process models or approaches for introducing an ISMS in the public
sector has shown that they are either insufficiently adapted to the needs of the public
sector or that they could, in principle, be adapted to the needs but are therefore, not
manageable for the municipalities. In principle, it is conceivable, e.g., to use the industry
standard TOGAF (see Chapter 4) with its extensions for IT security management. However,
research has made it clear that small organizations are overwhelmed by the complexity of
TOGAF in capacity or find it impractical, even if the general approach to TOGAF is
considered sensible (Alm and WiBotzki, 2013).

7.4  Development with TOE and TOGAF

According to TORNATZKY and FLEISCHER, the TOE framework provides the theoretical
foundation for the research (Tornatzky et al., 1990). The framework represents the adoption
and implementation process of technological innovations in a frame of reference. The
problem of the carried out study was transferred to this basic structure, and the model was
interpreted to meet the specific requirements of the domain of local government. The
results obtained based on the codes were assigned to the three dimensions (organization,
technology, and environment) of the TOE framework. At the same time, the TOE model was
supplemented by other objects of observation since, according to DiMaggio/Powell,
organizations are influenced by three specific mechanisms: (DiMaggio and Powell, 1983)

mimetic, normative, and coercive pressure.
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Mimetic Pressure (Imitation pressure) refers to the behaviour of competing organizations
and results from the perceived success that another organization supposedly achieves
through adoption. Accordingly, mimetic pressure leads organizations to align themselves
with the model of successful industry representatives structurally. There is a tendency for
organizations to imitate successful organizations when there is a high degree of uncertainty
due to their environment, immature or controllable technologies, or unclear objectives of

their organization.

Normative pressure arises from the collective expectations of the environment.
Organizations thus behave in a compliant manner to meet expectations and hence achieve
legitimacy. Specifically, the widespread use of innovation (in this case, the establishment
of an ISMS) within an industry means that other organisations in the same sector tend to
classify adoption as legitimate behaviour. Normative pressure often arises from networking

beyond organizational boundaries, e.g. with suppliers, customers and competitors.

Coercive pressure refers to formal or informal pressure that occurs due to political
influences and regulations. Formal pressure manifests through government requirements
on organizations, such as laws (e.g. EU GDPR, OZG, etc.). Informal pressure can arise from
dependence on other organisations, such as critical suppliers or customers. They can
demand compliant behaviour due to the positions of power in which they find themselves
due to the centralized distribution of resources. Figure 50 below summarizes the results
while highlighting the need to consider the three dimensions of the TOE framework and the

specific mechanisms (pressures) in each domain when developing a solution architecture.

Organization

Maturity
Level

Implementatio
erernal Continuous
requirements Improvement

environment technology

Conrs:
Oercive pressVt

Figure 50: TOE-Framework and DiMaggio/Powell-Mechanism

Based on TOGAF (The Open Group Architecture Framework), a general approach for

designing, planning, implementing and maintaining organizational architectures (EAM),
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the® following process model was developed in an iterative development process. The
process model's phases and structure reflect the four stages of the TOGAF model
(Initiation, Creation, Implementation and Improvement). TOGAF thus provides the relevant
basic features but falls short in certain areas, especially when it comes to adapting to the
requirements of municipalities. The developed process model adapts the TOGAF model

according to the requirements of municipalities; see below Figure 51.

The process model examines five levels at its core, starting with compliance and business
processes. These two main layers are supported by the associated application and IT
infrastructure layers and ultimately lead to the organisation's general building
infrastructure layer (perimeter). In this way, a municipality's structural and operational
structure can essentially be mapped, and the identified deficits can be eliminated. At the
same time, these levels form the solution architecture for a municipal ISMS. Organizations
that use the process model are supported along a predefined sequence of 12 steps in

developing and establishing a management system.

7.5 Process model

The following process modelis described from initiation to revision and transition to the first
PDCA cycle: No ISMS without appropriate management attention! On the one hand, the
first step of the process model is intended to support the creation of the necessary
framework conditions at the level of the C-level, but on the other hand, to underpin the ISMS
to be established using a guideline (policy) and to develop a corresponding hierarchy of
goals, taking into account the requirements and expectations of the stakeholders (interest
groups). Both the analysis of the audit reports and the literature analysis show that the
consideration of employees and their awareness of the dangers of cyberspace are a
crucial success factor for the sustainable development of an ISMS. Against this background
—in contrast to many other projects or traditional standards - the integration of employees

into the ISMS process is placed at the process model's beginning (2nd step).

5 TOGAF®9.1, https://pubs.opengroup.org/architecture/togaf9-doc/arch/; Retrieved 13.06.2022.
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Figure 51: Overview of rough procedure model

The team composition is essential for the successful implementation of an ISMS.
Depending on the organisation's size, it must be determined with which roles the upcoming
ISMS project is to be carried out and whether further roles or expertise are to be integrated
into the project. The PDCA cycle inherent in any management system puts the P for the
plan at the forefront. No successful project without a good plan. Against this background,
the next step of the process model focuses on creating and updating a documentation
structure suitable for the ISMS. Documentation intended to support the organization in the
operation of the ISMS, on the one hand, but also serves as proof of certification on the other,
must meet the requirements of structure, clarity, completeness, comprehensibility,
correctness, traceability, objectivity, integrity and authenticity. One of the main differences
from other ISMS standards is implementing IT service management in the process model.
The implementation of clearly defined and described IT service management processes is
especially a guarantee forincreasing information security and the maturity level of the ISMS.
The following three IT service management processes must be set up as company-specific,

or the existing IT service management processes must be integrated into the ISMS and
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further developed. This includes maintenance, modification and fault elimination
processes. Management systems often do not sufficiently consider current legal
requirements (compliances). To address these compliances (especially in local
government) and simultaneously lay the foundations for the expansion of the ISMS in the
direction of data protection management, the layer model at the core of the process model
in the above graphic was chosen. This also makes it easier for the organization to model
measures from various organization-specific requirements or requirement catalogues. In
essence, this changes the point of view. The operational consideration of organizational
assets worthy of protection, such as applications, servers and building infrastructures, was
brought into focus in favour of a strategic view of compliance and business processes. On
the one hand, this division into a strategic view (management level) and an operational
view facilitates the introduction of the ISMS (focus on core business processes) and, on the
other hand, lays the foundation for strategic management of the ISMS and business
processes. As part of modeling, the essential compliances and business processes are
identified (taking into account mimetic and coercive pressures). Subsequently, the
applications and IT infrastructures associated with the business processes are modelled
and finally underpinned with appropriate technical and organizational measures from any
security catalogues (e.g. from BSI Compendium, CIS Controls, ISO 27002 Measures,
CISIS12 Catalogue or own security measure catalogues) to increase cyber resilience. The
identified assets are subjected to a risk assessment in the next step. The current events of
the last few months, in particular, have shown that developing an information security
management system is no longer a hygiene factor (hygiene factor = can also be done
without it, but a little worse). No, an ISMS is now a "must-have" for all organizations, and an
established risk management system is an important instrument for learning from the past
and being able to assess future events better and thus establish a risk radar for the
organisation's strategic and operational perspective. Following the risk assessment, the
"Assets - Processes, Applications, IT Infrastructures and Buildings" are evaluated
concerning the implementation of the measures from the selected security catalogues
within the framework of a group-dynamic target-performance comparison. As a result, a
GAP analysis is available about the degree of implementation or degree of maturity of the
ISMS that has already been established. The planning and implementation step follows the
GAP analysis. Open measures must be prioritized by recording their financial, technicaland
human expenses and defining the roles of the initiator and the implementer. It is important
to note that no system is perfect and that more is always possible. This also applies to the
process model presented because the degree of maturity of a management system only
develops with several runs (CIP process). To measure this CIP process, an internal audit is
planned in the next step of the presented solution architecture. With the help of an internal
audit, the organization should be able to examine its own ISMS for weaknesses and improve
it accordingly. The steps presented are to be completed regularly (e.g. annually). Changes
and additions can be adapted promptly, and the management system can be adapted to

the dynamic challenges at any time. The final step, revision, summarizes the results of the
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previous PDCA phase and ends with preparing a management report. This management
reportis supplemented by documents such as the implementation plan and risk treatment
plan. It must be appropriately assessed by the management level as part of a management
evaluation. As soon as the management level has approved the management report,
including its assets, the next PDCA phase can begin with a new target definition, and the

continuous improvement process can be initiated. The circuit supports the entire process.

7.6 Discussion and conclusions

The solution architecture presented pursues the goal of providing organizations, especially
from local government, with an easy-to-implement process model with which an
information security management system can be set up. At the same time, an attempt is
made to define an approach to remedy the shortcomings that were revealed in the analysis
of the audit reports. At its core, the hierarchical structure of the asset level (compliance to
building) and the circular sequence of implementation steps facilitate the introduction of
the ISMS. This cycle is supplemented on another level by higher-level elements. This
addresses the strategic management of the ISMS. On the outer circular path of the
architecture are the catalogues of measures to cover the mechanisms of the respective
industry, as well as other requirements. With this open architecture, it is also possible to
open the established ISMS to other management systems (e.g. data protection with SDM
2.0, ISO 27001, CIS controls, BSI, KRITIS §8a, etc.). During the research work, various
municipalities were supported in introducing and establishing an ISMS with the help of the
presented solution architecture (Moses and Sandkuhl, 2022). A positive result was
achieved for all institutions. An analysis of the audit reports of the subjects from the case
studies showed a significant improvement in the individual codes, and an improvement in
the maturity of the ISMS and resilience could be observed. The results using the presented

model are summarized in Table 24.
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Abstract

Europe, the federal government, the federal states, municipalities, and their business
enterprises are facing the challenges of a hybrid threat situation. At a time when
information technology is growing faster than ever before, information cyber security and
security management system (ISMS) assessment have become one of the most critical
aspects of most public sector organisations. The dependency on technology for almost
every single process in public sector organisations has put ISMS at the top of the
corporate agenda. For public organisations, in particular, the NIS 2 Directive describes
abstract requirements for developing an ISMS. At the same time, minimum requirements
should be defined that help municipal administration set up an information security
management system quickly and easily. This paper summarizes the different
requirements and generates a foundation for a rough procedural model for implementing
the upcoming requirements of the NIS 2 Directive speedily and easily in local
governments. In particular, the current discussion focuses on securing ICT
infrastructures and services of all providers of services of general interest. European and
national regulations provide the framework for appropriately responding to this threat to
the common good. The federal cybersecurity architecture of a member state such as
Germany, presented here, must fit into the European context. Procedures for the
implementation of information security management systems complement this
theoretical model. This thesis presents a federal cybersecurity model.
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8.1 Introduction (Section 1)

The availability of essential consumer goods and infrastructures is part of public services
for a federal state in Germany, the respective member state and the European Union. The
public administration is a guarantor at all levels of protecting the state, economy, and
society (Riek et al., 2016, p. 261), (Watson and Webster, 2020, p. 261). State institutions
must act since the Federal Republic of Germany and its states must place human needs,
including economic ones, at the centre of their activities (Bundesverfassungsgericht,
1982).

The current threat situation leaves no room for discretion here, information security is
endangered and thus higher than ever (BSI, 2022). In particular, due to successful attacks
on municipal IT infrastructures or on the IT systems of hospitals, Germany is also called
upon to do more for the cooperation of all actors and fora common approach to strengthen

resilience.

The information security management systems of the respective actors must underpin a
functionally effective and federal cybersecurity architecture. In this context, the strategy
and motivation of the state, business and society, as well as municipalities, are
fundamentally comparable, although it is recognized that commercial enterprises serve

other stakeholders.

The architectural superstructure should be produced in consultation with all the federal
states and, at best, should be seamlessly embedded in European architecture. According
to statements by the Federal Minister of the Interior on the expansion of the German BSl into
a central office for cyber security matters (Bundesministerium des Innern und fur Heimat,
2022) a third security pillar is to be created along the lines of the Federal Criminal Police
Office (BKA) and the Federal Office for the Protection of the Constitution (BfV). The transfer
of competencies in the field of cyber security of the states in favour of the federal

government may require adjustments, but this is not the focus of this work.

The research object of this thesis relates to an effective interaction of a federal
cybersecurity architecture, which is substantiated with information security management
systems - regardless of the framework included - according to the CISIS12 process model
and adequately takes into account the requirements of the NIS 2 Directive (Moses and
Rehbohm, 2022b), (Europaisches Parlaments und Rat, 2023).

In chapter 2, we give an overview of the state of the art. This is followed by chapter “7.3
Methodology", which describes the phases of the Design Science approach, which are
progressed through step by step. Chapter "4 Federal Cybersecurity Architecture” describes
the development of the cybersecurity architecture, considering the requirements of the NIS
2 Directive (chapter 5). These results were structured in a further step to develop and
describe a rough process model based on them. The results will be used to realize an

implementation in practice with the help of the CISIS12 process model (section 6). This
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process model has already been successfully tested in an artificial environment. The
procedure model is being tested in a natural environment with different test subjects. The

section 7 briefly summarises the result.

Our research aims to identify the specifics of public sector organisations and develop a
Cyber Security Architecture and ISMS Approach tailored to their demands. The current
requirements of the NIS-2 Directive (Richtlinie (EU) 2022/2555 des Européaischen
Parlaments und des Rates vom 14. Dezember 2022 (ber MaBnahmen fir ein hohes
gemeinsames Cybersicherheitsniveau in der Union, zur Anderung der Verordnung (EU)
Nr.910/2014 und der Richtlinie (EU)2018/1972 sowie zur Aufhebung der Richtlinie
(EU) 2016/1148 (NIS-2-Richtlinie), 2022) should be considered.

8.2  State of the art (Section 2)

Research contributions in the context of cyber and information security, combined with
topics such as information security management systems, cybersecurity law and

cybersecurity architectures, have continued to grow due to the current threat and topicality.

European contributions in the field of services of general interest are mainly concerned with
internal market law, competition law and, in the context of structural and demographic
change, social, care and health systems. In principle, these are contributions that concern
the common good but do not represent the services of general interest related to the ICT
structures of a region. State interaction between actors in services of general interest is
currently not a research focus; instead, contributions to cybersecurity law are in current
discussions (Kipker and Barudi, 2020) or civil security (Gusy et al., 2017) in the context of
services of general interest. An in-depth literature review is part of the article "Security
Management, Cyber Security and Services of General Interest: Empirical Study in German
Municipalities" (Rehbohm et al., 2022a). The following examples are extracted from this and

are intended to illustrate the topic as examples.

The federal system of the United States is comparable to Germany. In "The Cybersecurity
Policy Challenge — The Tyranny of Geography," KAMARCK recommends that a seamless
collaboration architecture must emerge because, unlike governments, cybersecurity

threats are borderless (Andreasson, 2012).

At the European level, Krajweski's "Services of general interest beyond the single market"
states that in the Treaty of Lisbon, the Member States (national, regional and local
authorities) of the European Union, among others, have general responsibility for the
"provision, commissioning and organisation" of services of general interest (Krajewski,
2015).

At the national level, the authors of "Cyber Security in Critical Infrastructures" state that the

cooperative approach in the field of cyber security has proven its worth, mainly because
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trusting cooperation between the state and business is a "shared mission" (Diirig and Fischer,
2018).

8.3  Methodology (Section 3)

This work is part of a research project aiming at methodical and technological support for
cybersecurity architecture and information security management in public sector
organisation units. The project follows the paradigm of design science research (DSR)
(Johannesson and Perjons, 2014). DSRis a research paradigm aiming at problem-solving in
organizational settings, focusing on developing valid and reliable knowledge for designing
the required solutions. DSR research projects typically consist of several phases and
require different research methods depending on the DSR phase and intended design

solution.

This paper concerns the design solution's phase requirements definition and design and
development, i.e., the core artefact. Table 25 provides an overview of the research activities
performed in the different phases of the DSR process, the research methods used for these
activities, the results achieved, and the sections of this paper that provide information

about the results.

According to the DSR paradigm, the problem must be investigated in two aspects: the
knowledge base and the relevance of the business. The knowledge base generally consists
of the published scientific work in the area under investigation. Using a literature analysis,
we identified relevant existing work. The results presented in Section 1 confirm that there is
no tailored approach in science for Cyber Security Architecture in the federal context. The
business relevance has to show that the research challenge is relevant for a small number
of organizations and that it is an isolated “local” problem to solve. Still, it has substantial
relevance in organizational practice and deserves research. In addition to previous studies
confirming the general relevance of a Cyber Security Architecture implementation, a survey
among Public Sector Organisations also confirms the existence of inhibiting factors. The
requirements definition phase in DSR addresses the initial definition of the core artefact
thatis supposed to address the identified problems and the identification of requirements
that the artefact must meet. The artefact in our contextis a procedural approach tailored to
the needs of Public Sector Organisations on how to introduce ISMS and the Cyber Security
Architecture. The needs of Public Sector Organisations are expressed by the requirements,
which in turn are derived from the inhibiting factors in combination with identified success
factors. Design and development of the artefact in DSR is an iterative process
accompanied by demonstration or evaluation. The artefact in its current form is
documented in a handbook (already published (Moses and Sandkuhl, 2022).
Demonstration means exposing the first applicable version of the artefact to a real-world
application case or experts from the field. Evaluation can use different strategies, like initial

evaluation in a lab setting or evaluation in real-world instances. As many public sector
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organisations already use the artefact, we chose a combination of real-world assessment

and evaluation based on its features.

Table 25: Research activities performed in DSR phases and their results

DSR Phase

Research activity

Result

Section / Literature

Problem
Investigation

Literature analysis to
determine the state of
research

Inhibiting factors and
critical success factors
visible in the literature

Introduction
(Moses et al., 2022b)

A survey to determine
business relevance

Inhibiting factors visible
in the practice of Public
Sector Organisations

Section 2.2
(Moses et al., 2022a)

Define
Requirements

Argumentative-deductive
work to derive
requirements from results
of problem investigation

Summary of inhibiting
and success factors

List of requirements

NIS 2 Directive

Design and Conceptual-deductive ISM procedural model Summary Conclusion
develop work to design procedural | and handbook (Moses and Sandkuhl,
Artifact model based on 2022), (Moses and
requirements Rehbohm, 2023d)
Demonstrate | Application of Cyber Not covered in this work
Security Architecture
Evaluate Evaluation Not covered in this work
Artifact

First, we have primarily considered the requirements of the NIS-2 Directive in this
document. At the same time, we have identified further essential requirements through a
literature review. We merged both lists of requirements to create an overarching list of

requirements as a foundation for developing a rough procedural model.

8.4  Federal Cyber Security Architecture (Section)

Cyber Security architectures should be an elementary component of digital services of
general interest in Germany's federal system. (Schallbruch, 2018) Essential actors of a
regional structure must be actively connected so that joint interaction can occur before,
during and after cybersecurity events. The architectures, which are as harmonious as
possible between the federal states together with the federal government, represent the
level of overall security that meets the requirements of European regulation. Initially, the
core processes and support processes, as well as the processes for the strategy of an
enterprise architecture, are modelled in the architecture. The inter-organizational process
design of the cybersecurity organization is documented as an enterprise architecture that
is to be further developed into a reference architecture. The modelling of the reference
architecture was done in the modelling language ArchiMate and is shown as an example in
Figure 53 on the top. In addition to research, enterprise architecture management has also
evolved to provide practical support for decision-support functions in organizations such

as administration (Simon et al., 2014).
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The research presented here aims to determine the interlocking of a federal architecture
with the information security management systems of the systemically important actors.
Within the framework of a study and expert interviews, various requirements and goals for
a federal Cyber Security Architecture were derived (Rehbohm and Kalmbach, 2022),
(Rehbohm et al., 2022a), (Rehbohm et al., 2022b) and (Rehbohm et al., 2021)

The foundation of such an architecture is formed by the support processes, nhamely

legislative processes, furthermore, communication and cooperation.
The pillars of the actual Cyber Security Architecture are built on this foundation.

e Compliance

e Risk management

e Operation

e Control and improvement

e Safety standards
On top of these supporting pillars lies the level of strategy and motivation as an umbrella.

Legislative processes: This is an essential support process that includes the obligation of
the federal states to initiate legislation and regulations in line with external and internal

requirements and to adapt them to the changed European regulations.

Communication and cooperation include all necessary actors and tasks to detect and

defend against cybersecurity threats.

Within the framework of the core processes (pillars of the architecture), the following tasks

are focused on:
Compliance: Initial and recurring identification of essential legal frameworks.

Risk Management: Monitoring the change in threats to the federal infrastructure, related

threats to it, and associated processes.
Operation: All tasks that guarantee the operation of the cybersecurity architecture.

Control and improvement: The steering committee assesses resilience and derives

concrete measures to maintain or improve it.

Security standards: All tools, measures and procedures that promote operations on the
one hand and the resilience of the cybersecurity architecture on the other, especially in

information security.

This cybersecurity architecture aims to achieve the following objectives: legal certainty,
applicability, resilience, sustainability, and cooperation. Strategy and motivation are the
umbrella processes mapped in the architecture and visualize the stakeholders'

expectations.

In addition to these two dimensions of "strategy, core and support processes" and

"goals", the cybersecurity architecture consists of another dimension. The users can
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individually design these processes according to their respective contexts. The figure below

summarizes these three dimensions (Figure 53).
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Figure 53: Cybersecurity Cube (Architecture, Goals, and Processes)

8.5 NIS 2 Directive (Section 5)

The Network and Information Systems Directive 2 (NIS-2) (Weissmann, 2023) is a European
directive that aims to improve cybersecurity in critical infrastructures and digital services.
It significantly expands the scope and obligations of the previous Directive and thus
provides for various measures to achieve the objective of improved resilience, including:

e Mandatory security requirements: Critical infrastructure and digital service
operators must implement appropriate safeguards to identify and prevent threats.

e Security incident reporting: Operators must report security incidents to national
authorities and share information about these incidents to improve response
capability.

e Establishment of CSIRTs: National authorities must establish Computer Security
Incident Response Teams (CSIRTs) to respond to security incidents.

o Regular security audits: Operators must conduct regular security audits and
review their security measures to ensure they are adequate and in line with current
threats.

e Cooperation between Member States: Member States need to collaborate and
share information to join the Cybersecurity Cube (Architecture, Goals, and
Processes) to combat threats and improve cybersecurity in Europe.

These measures are intended to ensure that critical infrastructures and digital services in
Europe, including Germany, are safe and secure and can respond to threats and prevent
attacks. In practice, the development and sustainable establishment of an information
security management system (ISMS) form an essential foundation for the implementation
of the NIS 2 Directive, as an ISMS helps to ensure the security of critical infrastructures and
digital services and to respond quickly and effectively to threats (Eckhardt and Kotovskaia,
2023).
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In Art. 21 of the NIS 2 Directive, fourteen core requirements are formulated that must be
met by an ISMS (Weissmann, 2023). These include:

e Policies: Risk & Information Security Policies

¢ Incident Management: Prevention, detection, and management of cyber incidents

e Business Continuity: Business Continuity Management, Crisis Management

e Supply Chain Management: Security in the supply chain — up to secure
development at suppliers

e Procurement: Security in the procurement of IT and network systems

e Effectiveness: Requirements for measuring cyber and risk measures

e Training and Cyber Security Hygiene

e Cryptography: Specifications for cryptography and, where possible, encryption

e Personal: Human Resources Security

e Physical access control

e Asset Management (ISMS)

e Authentication: Use of multi-factor authentication (MFA) and single sign-on (SSO)

¢ Communication: Use of secure voice, video, and text communication

e Emergency communication: Use of secure emergency communication systems

At this point, the cyber security architecture described above provides a frame of
reference. First and foremost, a strategy must be formulated by the deploying organisation
to define the implementation of the cyber security architecture. The definition of
requirements for the respective context follows this. The organizational and technical
implementation of the requirements is coordinated by an appropriate organizational
structure and flanked by appropriate guidelines. Corresponding evidence must be
generated, for example, by audits, which can then also be used as proof of guarantee

against third parties.
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Figure 54: Cyber Security Architecture with ISMS

The elements of the cybersecurity strategy are complemented by the cybersecurity strategy
(Figure 54). After the theoretical derivation, strategy, requirements, and implementation
measures must be transferred to a practicable procedural model. First and foremost, the
requirements of the core processes of the cybersecurity architecture act on an axis of
rotation, which in turn drives the development and establishment of an ISMS. With the help
of the Deming Circle, individual adaptations from the cybersecurity architecture can be
transferred to the ISMS. From the ISMS, aggregated results are fed back into the control
centre of the higher-level cybersecurity architecture, which allows the legally required
supervisory management to be fulfilled. The user can decide which standard (BSI baseline

protection, ISO/IEC 27001, or others) should be used to set up and establish the ISMS.

8.6 CISIS12 (Section 6)

Public organisations, in particular, often lack the necessary resources and expertise to set
up an ISMS with which the measures formulated in the NIS 2 Directive can be implemented
(Moses et al., 2022a). Here, the CISIS12 (Compliance and Information Security in 12 Steps)
process model (Moses and Rehbohm, 2023d) offers a quick and accessible introduction to

the topic of ISMS for public organizations (Moses and Sandkuhl, 2022).

Step 1 Guideline: The focus of the first step is the creation of a guideline on information
security as one of the reference documents of the CISIS12 standard and an essential

element of an ISMS (Moses et al., 2022a), Step 2 Raising awareness among employees:
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In many projects, the consideration of employees is only at the end of the project (Tatiara
et al., 2018). However, it is precisely the issue of cyber security that primarily affects
employees and managers. As part of step 2, a process must be established based on an
appropriate concept to ensure employee training, sensitisation, and information. However,
itis important that after employees have been sensitized for the first time, sustainability is
ensured by the training concept in a target group-specific manner. Step 3 Information
security team: The roles necessary for developing the ISMS are fixed here in writing, tasks,
rights and obligations are defined, and an ISMS team is formed. Depending on the
organisation's size, it is necessary to determine which roles the upcoming ISMS project is
to be carried out, which employees have roles in the core team, and which employees have
roles in the extended security team. Regardless of this organizational structure, a member
of the organizational leadership must be integrated into the extended team (Choejey et al.,
2016). Step 4 IT documentation structure: The PDCA cycle inherent in a management
system focuses on the "P for plan". No successful project without a good plan. Against this
background, step 4 of the CISIS12 process model focuses on creating and updating a
documentation structure suitable for the ISMS (Susukailo et al., 2022). Documentation
intended to support the organization in the operation of the ISMS, on the one hand, but also
serves as proof of certification, on the other, must meet the requirements of structure,
clarity, completeness, comprehensibility, correctness, traceability, objectivity, integrity,
and authenticity. The CISIS12 standard lists the 16 mandatory documents (e.g., guidelines,
training and awareness-raising concept, operating manual and network plan to a
management report including implementation and risk treatment plan and emergency
manual). In addition to these certification-relevant reference documents, further
documents are inevitably created when the 12 steps are completed, e.g. work instructions,
process descriptions or concepts. Almost all documentation must be made known to the
employees and controlled. Step 5 IT service management: One of the main differences
from other ISMS process models is implementing IT service management in the CISIS12
process model. Implementing clearly defined and described IT service management
processes is a key success factor for increasing information security and maturity of the
ISMS (Awan, 2017). In step 5, the three essential IT service management processes
(maintenance, malfunction and change processes) are to be set up in an organization-
specific manner, or the processes that already exist in reality are to be integrated into the
ISMS and further developed. Step 6 Compliance, Processes and Applications: CISIS12
has taken up the requirements from practice, namely, to integrate the legal requirements
and contractual obligations (compliance) as well as the process view into the management
system and includes five levels of consideration, namely the compliance and process layer
as well as the application and infrastructure and building level. Thus, CISIS12 offers a view
that corresponds to the management level: "Which legal requirements and compliance
requirements must the management level meet, and how can these be implemented in
practice (corporate governance)?". Thus, the CISIS12 process model makes it easier for the

management level to act and delegate the necessary tasks to set up and establish an ISMS
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while at the same time meeting the legal requirements and minimizing the liability risks of
the management level. This means that in step 6, the essential business processes for the
organization are identified and evaluated concerning the protection requirements of
confidentiality, integrity, and availability. This can be done with the help of tools, such as the
assignment of modules and measures. Step 7 IT infrastructure: The recording of IT
infrastructure objects (e.g. servers, clients, active network components, etc.) is derived
from the business processes identified in step 6 and the applications necessary for these
business processes and forms an important pillar of the ISMS (Chodakowska et al., 2022).
Thus, a simplification for the user also occurs here. In this way, attention can be drawn to
implementing the module and measure assignment. Step 8 Risk management: Risk
management is a major innovation in the CISIS12 process model (Kitsios et al., 2022). The
geopolitical events of the past few months have shown that the development of an
information security management system is no longer a hygiene factor (hygiene factor =
works without it, but a little worse). No, an ISMS is now a "must-have" (state of the art) for
all organizations and a risk management system established in it is an important tool for
learning from the past and assessing future events better. Step 9 Target/actual
comparison: In step 9, the measures from the CISIS12 building block catalogue modelled
in steps 6 and 7 are evaluated concerning the degree of implementation. This evaluation
process takes place within a group dynamic process framework and represents a self-
evaluation. External third parties may support this process. Step 10 Implementation: If
necessary, the degree of implementation of the individual measures determined in Step 9
can be transferred to an implementation plan in Step 10 with the help of tools. Individual
measures can be prioritized, their financial and personnel expenses can be recorded, and
the roles of the initiator and the implementer can be defined with the help of tools. No
system is perfect, and more is always possible. This also applies to the ISMS built with
CISIS12. The maturity level of a management system with CISIS12 only develops with
several runs. The initial audit is therefore referred to as a system audit, whereby the
certification audit focuses on the documentation and implementation of the plan
documents (lived security process). The surveillance audit then examines how the ISMS has
developed further and how this further development affects the maturity level. Step 11
Internal Audit: In step 11, CISIS12 requires the organization to create an appropriate audit
program. This audit program should include the respective certification and internal audits.
With the help of internal audits, the organization should be able to examine its own ISMS for
weaknesses and improve it accordingly (Pohlmann, 2019). Step 12 Revision: CISIS12 steps
1 to 11 must be completed regularly (e.g. annually). However, changes and additions can
also be introduced into the management system at any time. Step 12 summarizes the
results of the final PDCA phase and ends with preparing a management report. Step 12
summarizes the results of the final PDCA phase and ends with preparing a management
report. At the same time, the management report is one of the certification-relevant
reference documents. As soon as the management level has approved the management

report, including its assets, the next PDCA phase can begin, and the continuous
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improvement process can be initiated (Preis and Susskind, 2022). The CISIS12 circuit

supports the entire process — possibly tool-based.

8.7  Summary, Conclusions and Outlook (Section 7)

The NIS 2 Directive requires in Art. 21 fourteen measures to be implemented by federal
states. The developed cybersecurity architecture forms a good procedural model for
identifying, planning, implementing and sustainably establishing and controlling these
measures and associated requirements. An essentialtool here is the selection of a suitable
process model for the further implementation of an information security management

system as the basis of a higher-level cybersecurity architecture.

The presented cybersecurity architecture can be used can be underpinned by the CISIS12
process model. The implementation of CISIS12 provides an open architecture. An ISMS can
be set up with the native CISIS12 catalogue. However, itis also possible to use other module
measure catalogues with the process model, e.g., "BSI-IT-Grundschutz", "BSI-

Kommunalprofil" or ISO/IEC 27001, CIS-Controls, or other proprietary measures.

In particular, the aspects of the NIS 2 guideline, such as guidelines, awareness and training
measures for employees, incident management, business continuity management and
implementation of technical and organizational measures, can be implemented in a target
group-adapted manner with the help of the CISIS12 process model. The result is an overall
cybersecurity architecture that can meet the requirements of the NIS 2 Directive. It does
not matter whether users choose a top-down approach or a bottom-up approach. Due to
the interlocking of the two architectures, each approach can be started independently of

the other, and the necessary information can be exchanged via interfaces (Figure 53).

One limitation of the present work is that the presented theoretical cybersecurity
architecture has not yet been evaluated practically. We are planning to verify the
architecture in conjunction with establishing an ISMS in a municipal organization. The final
logical step is to assess the overall architecture in the country's context. For this purpose,
the overall architecture is to be presented within the framework of the working group on the
cyber security of the federal states. Depending on the evaluation results, the architecture

will be further developed.
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Abstract

The increasing digitalization of enterprises and public authorities has resulted in the
growing importance of information technology in everyday operations. In this context, an
information security management system (ISMS) has become essential for most
organizations. The dependency on technology for almost every single process in an
organization has put ISMS at the top of the corporate agenda of public sector
organizations. For public organizations, in particular, the NIS 2 Directive describes
abstract requirements for developing an ISMS. On the other hand, only a few public
administrations operate an ISMS. In this context, this article analyses the requirements
of the NIS-2 Directive. It complements them with the obstacles and reasons for success
in introducing ISMS in small public sector organizations (SPSO). At the same time,
minimum requirements should be defined that help municipal administration set up an
ISMS quickly and easily. This article summarizes the different requirements and
generates a foundation for a rough procedural model for implementing the upcoming
requirements of the NIS 2 Directive in local governments. The article also presents the
conceptual design of the procedural model.
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9.1 Introduction

The dependency on technology for almost every single process in an organization has put
information security management systems (ISMS) and their success factors at the top of
the agenda for enterprises, public authorities and other organizations. The growing number
of malicious cyber-attacks and their severity receive more and more attention in the public
discussion. The information belonging to sensitive and critical organizations must be
secured. Malicious cyber activities mainly include business disruption, data and property
destruction, and theft of financial or sensitive data (Riek et al., 2016, p. 261). Risks and
threats that can impact information security, in general, affect the confidentiality,
availability, and integrity of corporate resources, causing difficulties for both large and small
companies, and especially the public sector (“Raising Awareness of Cybersecurity,” 2022),
(Webster and Watson, 2002, p. 148).

The focus of this paper is on ISMS for the public sector. The work presented is part of an
ongoing research project to develop procedural support for implementing information
security management in small organization units of the public sector (SPSO). Against this
backdrop, the main obstacles to implementing an ISMS in SPSOs are gathered from the
literature, and a foundation for creating the first procedural model approach is derived from
this.

In many centralized governmental structures, guidelines, recommendations, or even
mandatory standards exist for setting up and operating an ISMS. However, in small federal
governmental structures, this is often not the case (Moses et al., 2022b) which establishes
the responsibility for ISMS on the individual organisation. Furthermore, these organizations
are heterogeneous in size, structure, administrative tasks, duties, and resource availability.
Due to this diversity, many general approaches for ISMS are not applicable. This also
coincides with the author's experience after more than 25 years in a leading position in
ministerial administration. Our research aims to identify the specifics of small public sector
units and develop an ISMS approach tailored to their demands. The current requirements
of the NIS-2 Directive (Richtlinie (EU) 2022/2555 des Européaischen Parlaments und des
Rates vom 14. Dezember 2022 (iber MaBnahmen fir ein hohes gemeinsames
Cybersicherheitsniveau in der Union, zur Anderung der Verordnung (EU) Nr. 910/2014 und
der Richtlinie (EU) 2018/1972 sowie zur Aufhebung der Richtlinie (EU) 2016/1148 (NIS-2-
Richtlinie), 2022) should be considered.

Section "Methodology" describes the phases of the Design Science approach, which

progresses step by step.

Section "ldentifying the requirements for the adoption and diffusion of an ISMS" is divided
into three subsections. First, identify the requirements that can be derived for the SPSO
from the NIS-2 guideline. Second, a summary of the results of the literature review
conducted. This provides an overview of the barriers, which is also the basis for further

research. Thirdly, these two results are compared.
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These results were structured further to develop and describe a rough process model based

on them.

In the fourth section, a rough process model is derived from the requirements and
described. This process model has already been successfully tested in an artificial
environment. The procedure model is being tested in a natural environment with different

test subjects.

9.2 Methodology

This work is part of a research project aiming at methodical and technological support for
information security management in small public sector organization units. The project
follows the paradigm of design science research (DSR) (Johannesson and Perjons, 2014).
DSR is a research paradigm aiming at problem-solving in organizational settings, focusing
on developing valid and reliable knowledge for designing the required solutions. DSR
research projects typically have several phases and require different research methods

depending on the DSR phase and intended design solution.

This paper concerns the design solution's phase requirements definition and design and
development, i.e., the core artefact. Table 26 provides an overview of the research activities
performed in the different phases of the DSR process, the research methods used for these
activities, the results achieved, and the sections of this paper that provide information

about the results.

Table 26. Research activities performed in DSR phases and their results

DSR Phase Research activity Result / Artefact
Problem Literature analysis to determine the | Inhibiting factors and critical
Investigation state of research success factors visible in literature
A survey among small-scale and NIS2-Directive
Organizations
Define Argumentative-deductive work to Summary of inhibiting and success
Requirements derive requirements from results of | factors

problem investigation
List of requirements of NIS-2

Directive
Design and develop | Conceptual-deductive work to Rough procedural model
Artifact design a Foundation of a
procedural model based on
requirements
Demonstrate Not covered in this work
Evaluate Artifact Not covered in this work

First, we have primarily considered the requirements of the NIS-2 Directive in this
document. At the same time, we have identified further necessary requirements through a
literature review. We merged both lists of requirements to create an overarching list of

requirements as a foundation for developing a rough procedural model.
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9.3 Problem Investigation and Relevance

Small and medium-sized local government organisations, in particular, are increasingly the
target of attacks from cyberspace (BSI, 2022, p. 68). The PhD project follows the paradigm
of design science research. It starts with an analysis of (a) existing scientific work in the field
of information security management (ISM) for local governments and (b) an analysis of
typical problems in local government’s ISM as visible in information security audit reports.

The detailed results of both steps are available in (Moses et al., 2022a).

The target group studied is facing more and more challenges. The complexity of information
technology, the increasing degree of networking and the simultaneous dependence on IT-
supported processes require that the security of information technology be given a high
priority. On the other hand, legal requirements such as the EU Directive on Network and
Information Security (NIS2 Directive), the General Data Protection Regulation (GDPR), the
Online Access Act (OZG) and the E-Government Act continue to advance digitalisation in

local government.

The increased reliance on modern ICT has significantly increased the risk of information
infrastructures being compromised by deliberate attacks from within and outside,
negligence, ignorance or technical failure, both qualitatively and quantitatively (Leeser,
2020, pp. 86, 107), (Pohlmann, 2018, p. 196).

Poor information security can lead to disruptions in task performance, reduce public
authorities' performance, and, in extreme cases, bring their business processes to a
standstill (Henseler-Unger and Hillebrand, 2018, p. 688).

In further articles by the authors, the results that could be achieved with the developed
prototype of the procedural model in a field test were described. Twenty-four local
governments took part in the test. As a result, it was found that a significant improvement
was achieved for all of them (Moses et al., 2022b), (Moses and Sandkuhl, 2022, p. 656).

The reasons presented, as well as the studies carried out and the associated results,

illustrate the relevance of research in the domain of small public sector organisations.

9.4 Identification of Requirements for the Adoption and Diffusion of ISMS

9.4.1 Requirements from NIS-2 Directive

The Network and Information Systems Directive 2 (NIS-2) is a European directive that aims
to improve cybersecurity in critical infrastructures and digital services. It significantly
expands the scope and obligations of the previous Directive and thus provides for various

measures to achieve the objective of improved resilience, including: (Weissmann, 2023)

e Mandatory security requirements: Critical infrastructure and digital service

operators must implement appropriate safeguards to identify and prevent threats.
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e Security incident reporting: Operators must report security incidents to national
authorities and share information about these incidents to improve response
capability.

e Establishment of CSIRTs: National authorities must establish Computer Security
Incident Response Teams (CSIRTs) to respond to security incidents.

e Regular security audits: Operators must conduct regular security audits and
review their security measures to ensure they are adequate and in line with current
threats.

e Cooperation between Member States: Member States need to work together and

share information to combat threats and improve cybersecurity in Europe.

These measures are intended to ensure that critical infrastructures and digital services in
Europe, including Germany, are safe and secure and that they can respond to threats and
prevent attacks. In practice, the development and sustainable establishment of an
information security management system (ISMS) form an essential foundation for the
implementation of the NIS 2 Directive, as an ISMS helps to ensure the security of critical
infrastructures and digital services and to respond quickly and effectively to threats
(Eckhardt and Kotovskaia, 2023). In Art. 21 of the NIS-2 Directive, 14 requirements are
formulated that must be met by an ISMS (Weissmann, 2023). These include:

e Policies: Risk & Information Security Policies

¢ Incident Management: Prevention, detection, and management of cyber incidents
e Business Continuity: Business Continuity Management, Crisis Management

e Supply Chain Management: Security in the supply chain — up to suppliers

e Procurement: Security in the procurement of IT and network systems

e Effectiveness: Requirements for measuring cyber and risk measures

e Training: Cyber Security Hygiene of employees

e Cryptography: Specifications for cryptography and, where possible, encryption

e Staff: Human Resources Security

e Physical access control

e Asset Management (ISMS)

e Authentication: Use of multi-factor authentication (MFA) and single sign-on (SSO)
¢ Communication: Use of secure voice, video, and text communication

e Emergency communication: Use of secure emergency communication systems

At this point, the NIS-2 Directive provides a simple framework. First and foremost, the
organisation must formulate a strategy. The definition of requirements of the context
follows this. The organisational and technical implementation of the requirements must
be coordinated by an appropriate organizational structure and flanked by proper
guidelines. However, descriptions of the concrete implementation of an ISMS remain open
(Werner et al., 2022, p. 284).
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9.4.2 Requirements extracted from Literature Review

To collect the relevant literature on the status quo of information security in the public
sector and especially in local government, a structured literature analysis based on
WEBSTER and WATSON (Watson and Webster, 2020) was carried out in the established
electronic literature database SSOAR (administrative sciences), EBSCO Econ Lit and WISO

(public service) as well as Scopus (various disciplines).

The literature analysis was based on a free-text search using the combination of the
following terms: "cybersecurity, public sector, information security, hindering factor,
obstacles". In the first step, the literature databases were searched with German and
English search terms. The first search queries resulted in around 1,500 hits, whereby a
search period of 15 years was chosen. This search period was then successively restricted
and ultimately limited to the period from 2016. This reduced the number of hits to approx.

703 articles.

After reviewing the titles, 378 of the abstracts were read. This was followed by a full review
of the text of 165 articles. After assessing their relevance based on content, quality, and
citation frequency, 92 articles were filtered out, which were included in further analysis.

The results of the search queries can be summarized as follows (Table 27):

Table 27: Result of the literature review

search string literature- hits relevance
join with AND database

isms, success, factor 269 26
isms, success-factor 172 17
isms, hindering, factor 16 4
cybersecurity, hindering, factor 6 1
cyber, security, hindering, factor Scopus 10 2
cybersecurity, municipal 20 8
information, security, municipal 412 23
information, security, success factors, 21 9
isms

isms, success, factor 8 0
isms, success-factor 4 0
isms, hindering, factor

cybersecurity EBSCO 151 5
information, municipal EconlLit 1 1
information, security, municipal 20 1
information, security, management, o8 0
system

cybersecurity SSOAR 37 2
security, municipal 137 1
isms WISO 4 1
information security 24 1

Table 28 presents the results of a literature review. The publications identified with this
analysis were examined for factors inhibiting or supporting ISMS implementation. Sixty

inhibiting factors or critical success factors were identified from the literature review.
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Behind each hindering or success factor, the reference is listed in brackets [citation] (Table
28). On the one hand, this summary serves as the basis of this paper in the sense of Design
Science Research (DSR), which is an overview of the disruptive factors of an ISMS. But also

as a foundation for further research work. The determined requirements that are important

for this paper (dissertation) are marked in bold in Table 28.

Table 28: Identified Hindering Factors resp. Critical Success Factors

Factor / Requirement Factor / Requirement
1. Change management (Choejey et al., 2016) 2. :nG(l::gsi\;e:rf-clj-alzg];v?/:)rvl-\l/(s:r(?,rz)o1 8)
S . 4. Cybersecurity Architecture
3. Application Security (Rehbohm et al., 2022b), (Taddeo, 2019), (Nather,
(Cubuk et al., 2022)
2018)
5. Audits
(Choejey et al., 2016; Glaspie and Karwowski, 6. ISMS-Organization
2018; Khansa et al., 2017), (Susukailo et al., (Choejey et al., 2016), (Poehlmann et al., 2021)
2022)
7. Risk Management .
(Preis and Susskind, 2022), (Gedris et al,, 2021; | & Education Levelof Employees
Kitsios et al., 2022; Moses et al., 2022a; (Glaspie and Karwowski, 2018), (leoloya, 2017),
. (van Steen and Deeleman, 2021), (Gedris et al.,
Susukailo et al., 2022), (Poehlmann et al., 2021), (Koza, 2021)
2021), (Nather, 2018) ’ ’
9. Awareness of Employees
(Choejey et al., 2016), (Glaspie and Karwowski, 10. Size of the Agency
2018), (Chodakowska et al., 2022), (Benson et (Forrester et al., 2022)
al., 2019), (Arbanas and Zajdela Hrustek, 2019)
11. Disaster Recovery Planning 12. Document Revision
(Cubuk et al., 2022) (Susukailo et al., 2022)
13. Self-Interest 14. Achieved Level of Protection
(Moses et al., 2022a) (Awan, 2017)
15. Control Centre (SPoC .
(Rehbohm et al.(, 2022)b), (Sabtu and Mohamad, | 1 Misiudgement of the Management Level
(Preis and Susskind, 2022)
2021)
17. Lack of qualified Employees 18. aD::;ll:}l‘t)l:‘r:no:nF:Z::isolnResponmb|l|t|es
;'Treésozgf Susskind, 2022), (Chodakowska et (Tatiara et al., 2018), (Choejey et al., 2016),
v (Gedris et al., 2021)
19. Definition of Measures and their 20. Sanctions
implementation (Glaspie and Karwowski, 2018; Khansa et al.,
(Tatiara et al., 2018) 2017) (Chodakowska et al., 2022)
21. Financial Resources
(Choejey et al., 2016; Cooke, 2017), 22. Funding (Government)
(Chodakowska et al., 2022; Forrester et al., (De Abrew and Wickramarachchi, 2021), (Koza,
2022; Preis and Susskind, 2022), (Zheng et al., 2021)
2019)
23. ?Koh‘;r:sfg;’t“aal“oz%ﬂ‘;rf 24. Business Continuity (Jalali et al., 2019)
25. Outsourcing Quota 26. Improvement process
(Farrand and Carrapico, 2022) (Moses et al., 2022a)
28. Information Exchange regarding Security
27. Individual Attitude (Culture) Vulnerabilities (Tatiara et al., 2018), (Rehbohm et
(Benson et al., 2019; Khansa et al., 2017), al., 2022b), (Awan, 2017), (Sengupta, 2022)
(Sabtu and Mohamad, 2021) and Networking (Rehbohm et al., 2022b), (Sabtu
and Mohamad, 2021)
29. Obtallnlng Information on Cyber Topics (OSINT) 30. Government Interest
(Chainey and Alonso Berbotto, 2022), (Potter (Moses et al., 2022b)
and Hurley, 2020), (Gedris et al., 2021) ’
31. Communication 32. Concrete Measures of Security Strategies (Awan,
(Choejey et al., 2016) 2017)
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Factor / Requirement

Factor / Requirement

33.

Continuous Improvement
(Tatiara et al., 2018), (Moses et al., 2022a)

34.

Loss of control
(Farrand and Carrapico, 2022), (Koza, 2021)

35.

Cultural Context
(Benson et al., 2019), (Sabtu and Mohamad,
2021)

36.

Leadership
(Moses et al., 2022a)

37.

Policies

(Alkhudhayr et al., 2019; Arbanas and Zajdela
Hrustek, 2019; Chodakowska et al., 2022;
Choejey et al., 2016; Cooke, 2017; Glaspie and
Karwowski, 2018; Hui-Lin and Kuei-Min, 2014;
Schmitz-Berndt and Chiara, 2022; Tatiara et al.,
2018)

38.

Management attention
(Moses et al., 2022a), (Arbanas and Zajdela
Hrustek, 2019)

39.

Integration of the Management into the
Security Process

(Tatiara et al., 2018), (Sabtu and Mohamad,
2021)

40.

Measurements
(Moses et al., 2022a)

41.

Human Factors

(Benson et al., 2019; Glaspie and Karwowski,
2018; Kavrestad et al., 2021; Moses et al.,
2022a; Poehlmann et al., 2021)

42.

Level of the Critical Infrastructures (Awan, 2017)

43.

Emergency Planning
(Jalali et al., 2019)

44.

Organizational Perspective
(Jalali et al., 2019)

45.

Process Management
(Moses et al., 2022a)

46.

Productivity Loss due to cyberloafing
(Khansa et al., 2017)

47.

Project Management
(Hui-Lin and Kuei-Min, 2014)

48.

Qualified Employees

(Chodakowska et al., 2022; Cooke, 2017;
Forrester et al., 2022; Poehlmann et al., 2021;
Preis and Susskind, 2022)

49.

Legal Requirements
(Moses et al., 2022b), (Rehbohm et al., 2022b)

50.

Review of the Implementation of Measures
(Tatiara et al., 2018)

51. Risk Consciousness 52. Collaboration
(Gedris et al., 2021), (Chodakowska et al., 2022) (Choejey et al., 2016)

53. Training Measures
(Alkhudhayr et al., 2019; Choejey et al., 2016; 54. Security Culture
Cooke, 2017; Nikolova, 2017; Schmitz-Berndt (Glaspie and Karwowski, 2018; Khansa et al.,
and Chiara, 2022), (van Steen and Deeleman, 2017)

2021)

55. Technical Equipment (Quality) 56. Technical Security Controls
(Alkhudhayr et al., 2019; Chodakowska et al., (Glaspie and Karwowski, 2018)
2022; Gubuk et al., 2022) ’

57. Tools .

(Moses et al., 2022a), (Nikolova, 2017), (Sabtu | >0 ?ggi‘g;”;;CK‘;’:xtzski 2018)
and Mohamad, 2021) ’

59. Certification as Proof 60. Maturity Models
(Preis and Susskind, 2022) (Clemith and Sicker, 2014)

9.4.3 Integration of Requirements from Literature and NIS-2 Directive

Various requirements for the development of an ISMS can be derived from the NIS-2

guidelines as well as from the literature. The literature research carried out provides the

following overarching requirements:

e Management Attention

e Strategy Requirements

e Compliance and Legal Requirements

e Financial Requirements

e Organisational Requirements
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o Effective Procedural Approach

e Personnel and Financial Resources

In addition to these overarching requirements, the requirements from the NIS-2 Directive
can be combined with those from the literature research. Table 29 provides an overview of

the requirements (Table 29) from the NIS-2 Directive and the literature review.

Table 29: Summary of Requirements

Requirement NIS-2 Directive Literature Review
Asset Management X

Authentication X

Business Continuity X X
Communication X

Cryptography X X
Effectiveness (Gap Analysis) X X
Emergency Communication X

Incident Management X X
Internal Audit X
Physical Access Control X

Policies X X
Policies and further Documents X
Procurement X X
Risk Management X
Service Management X
Staff X

Supply Chain Management X X
Training (Employees) X X

9.5 From Requirements to a Procedural Model

9.5.1 Requirements

These requirements have been summarised as follows. At the top hierarchical level, the
requirements from the area of compliance must be met by an ISMS to be established. This
is only possible if the organization has appropriate financial conditions. Within the
framework of the organizational requirements, the prerequisites for management attention,
organizational structure and guidelines must be created. The sub-items Business
Continuity, Continuous Improvement and Audits are subsumed under Strategy. In the area
of human requirements, training measures are essential to be implemented. The largest
block of requirements follows this - the technical requirements for application security,
infrastructure, and the associated implementation of measures. Risk management
examines all requirements individually or comprehensively to determine dependencies
between the individual requirements. Figure 56 summarises the results of Sections 9.4.1
and 9.4.1.

What are the requirements of the NIS 2 Directive on the one hand, and what are the
obstacles on the other hand, and how can they be implemented quickly and easily through

a rough process model in small and medium-sized municipal administrations?
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Figure 56: Structured Requirements for an ISMS as a foundation of the development of a

Procedural Model

The factors highlighted in grey in Figure 56 receive specific attention in the procedural model
presented in the following. The result of the literature research was that precisely these

points represent a success factor for the development of an ISMS.

In a further development step, these requirements for an ISMS were transferred into a
procedural model (Moses and Sandkuhl, 2022). An appropriate software prototype
supports the procedural model. The procedural model and the software support (Figure 58)
fulfil the requirements of an ISMS with the help of 12 steps and help to meet the

requirements of the NIS-2 Guidelines.

9.5.2 Initial Procedural Model

The procedural model explains five levels, starting with the compliance requirements and
the business processes. These two main layers are supported by the associated
application and IT infrastructure layers and flow into the organisation's building
infrastructure layer (perimeter) (Figure 57). The first two layers are strategic layers. The
other three layers are to be understood as operational. This distinction distinguishes the
presented model from different approaches, which often focus only on the operative layers
(Hevner and Chatterjee, 2010, pp. 107-143).

A key point of the presented model is that compliance requirements are placed at the
forefront of consideration. Concrete tasks are derived from this, especially in the area of
public organizations (Hevner and Chatterjee, 2010, p. 187). However, the same applies to

small and medium-sized enterprises (SMEs). In the SME sector, for example, compliance



9 Requirements and Design of a Procedural Approach (Post #10) 166

requirements include contractual and delivery terms and conditions as andher
compliances. To meet compliance requirements, processes are carried out in both types of
organizations to fulfil the tasks associated with the contracts. At this interface, the process
model dovetails the strategic with the operational level. Furthermore, the model ensures
that both the strategic and operational areas are treated equally. Appropriate security
measures will be provided for both. The implementation of these measures is supported by
12 stepsin a continuous improvement process and is subject to an annualreview. The latter

point, in turn, fulfils legal requirements, namely Art. 32(1, d) GDPR.

Organizations that use the procedural model are supported along a given sequence of 12

steps in developing and establishing a management system.

The first step of the procedural model should, on the one hand, support the creation of the
necessary conditions at the management level (C-level). On the other hand, the ISMS that
is to be established should also be founded by a policy. It is also important to develop a
corresponding target hierarchy, taking into account the requirements and expectations of

the stakeholders (interest groups).

Both the material analysis of the audit reports and the literature analysis have concluded
that the consideration of employees and their sensitization to the dangers of cyberspace
are critical success factors for the sustainable development of an ISMS. Against this
background —in contrast to many other projects or traditional standards — the integration of

employees into the ISMS process is placed at the procedural model's beginning (2nd step).

The team composition is essential for the successful implementation of an ISMS. The
organisation's size and the roles of the upcoming ISMS project must be determined. It is
critical that a so-called core team (information security officer, IT management, data
protection officer and organizational management) is established and that further roles or

expertise are integrated into the upcoming project as part of an extended core team.

The PDCA cycle inherent in every management system puts the P for a plan in the
foreground. Against this background, the next step of the procedural model focuses on
creating and updating a documentation structure suitable for the ISMS. Documentation
intended to support the organization in the operation of the ISMS, on the one hand, but also
serves as proof of certification, on the other hand, must meet the requirements of structure,
clarity, completeness, comprehensibility, correctness, traceability, objectivity, integrity,
and authenticity. Traceability forms one of the foundations for the ISMS's continuous

improvement process (CIP).

One of the main differences from other ISMS standards is implementing IT service
management in the procedural model. The implementation of clearly defined and
described IT service management processes is a guarantee for increasing information
security. At least the three essential IT service management processes must be set up
organization-specifically, or the IT service management processes already existing in reality

must be integrated into the ISMS:
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¢ Maintenance processes (e.g. Control and execution of patch and update tasks)
e Change processes (e.g. On-Off-Boarding)

¢ Incident Management systems often do not sufficiently consider these

Next, the new legal requirements. The first level integrates these compliances into the
procedural model (Figure 57). The layer model also makes it easier for the implementing
organization to model measures from various organization-specific requirements or
requirement catalogues. In essence, this changes the point of view. The operational
consideration of organizational assets such as applications, servers and building
infrastructures was brought into focus in favour of a strategic view of compliance and

business processes.

This division into a strategic view (management level) and operational view facilitates the
introduction of the ISMS on the one hand (focusing on the core business processes) and,
on the other hand, lays the foundation for strategic control of the ISMS and the business

processes.

As part of modelling, the essential compliances and business processes are identified
(consideration of mimetic and coercive pressure). Subsequently, the applications and IT
infrastructures associated with the business processes are modelled and finally
underpinned with corresponding technical and organizational measures from any security
catalogues (e.g., from BSI compendium, CIS controls, ISO 27002 measures, CISIS12

catalogue or own security measures catalogues) to increase cyber resilience.

The identified assets are subjected to a mandatory risk assessment in the next step of the
process. The current events of recent months have shown that the development of
information security managementis no longer a hygiene factor (Hygiene factor = also works
without but slightly worse). No, an ISMS is now a "must-have" for all organizations, and an
established risk management system is a vital instrument for learning from the past and
better assessing future events, thus establishing a risk radar for the organisation's strategic

and operational view.

Following the risk assessment, the "assets — processes, applications, IT infrastructures and
buildings" are evaluated in terms of implementing the measures from the selected security
catalogues. This target-actual assessment should be part of a group dynamic process and
represent a self-assessment. As a result, a GAP analysis regarding the degree of
implementation or maturity level of the ISMS has already been established. External third

parties may support this process.

The planning and implementation step follows the GAP analysis. Open measures must be
prioritized by recording their financial, technical and personnel expenses and defining the
roles of the initiator and the implementer. It should be noted that no system is perfect, and
more always works. This also applies to the procedural model presented because the

degree of maturity of a management system only develops with several runs (CIP process).
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To measure this CIP process, an internal audit is planned in the next step of the presented
solution architecture. With the help of an internal audit, the organization should be able to
examine its own ISMS for weak points and improve it accordingly. If the organization lacks
the appropriate expertise, this can also be done by appropriately qualified third parties. The
steps presented must be completed regularly (e.g., annually). Changes and additions can
be adapted promptly, and the management system can be adapted to the dynamic

challenges at any time.

The final step, Revision, summarizes the results of the previous PDCA phase and ends with
preparing a management report. This management report is supplemented by documents
such as the implementation plan and risk treatment plan. It must be assessed accordingly
by the management level as part of a management review. Once the management level has
approved the management report, the next PDCA phase can begin with a new target
definition. This also initiates the continuous improvement process. The entire process is

supported by the presented cycle.

The presented first approach of a solution architecture pursues the goal of providing
organizations, especially local governments, with an easy-to-implement procedural model

with which an information security management system can be set up.

In essence, the hierarchical structure of the asset level (compliance to buildings) and the
circular sequence of implementation steps facilitate the introduction of the ISMS. The five
overarching management tasks, "General Regulations, Organization and Leadership",
"Staff, Documentation and Project Management", "Operation", "Risk Management", and
"Performance, Evaluation, Monitoring and Improvement", support this cycle. These
management tasks are intended to ensure that the various basic requirements, such as
management attention, financial resources and legal framework conditions, are

considered from the outset. This addresses the control of the ISMS.

The catalogues of measures are located on the outer ring of the architecture to cover the
mechanisms of local government as well as other requirements. With this open
architecture, it is also possible to open the established ISMS for different management
systems (e.g., data protection with SDM 3.0, ISO 27001, CIS-Controls, BSI Compendium,
KRITIS §8a, etc.).
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Figure 57: Initial Procedural Model

9.6 Summary, Future Work and Limitation

The requirements of the NIS-2 Directive are a very abstract framework. There is a lack of
corresponding architectural concepts (Werner et al., 2022, p. 824). Below this architecture,
an ISMS must be established and operated sustainably. At the same time, the requirements

listed in the NIS-2 Directive meet the obstacles to the introduction of an ISMS in practice.

Through a clear identification of the requirements of the NIS-2 Directive and the obstacles
described in Sections 3.1 and 3.2 and summarized in Figure 56, the foundations have been

laid to create an appropriate framework for the implementation of ISMS in SPSO.

The current research project focuses on the development of such a framework. The
framework conditions listed above must be considered when developing a process model.
Currently, there is a first framework concept with the help of which the requirements are
tested prototypically in practice. As part of the research work, the presented procedural
model was integrated into a software prototype (Figure 58) and the usability was checked in

an artificial environment and the field test (Moses and Sandkuhl, 2022).

Since we follow the guidelines of the Design Science Research Approach (DSR) as an
overarching research design, the overall architecture (procedural model and software

prototype) will be evaluated in a further step within the framework of the ongoing research
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project. To this end, the specifications of HEVNER and CHATTERJEE (Hevner and Chatterjee,
2010) are to be implemented with the help of the Framework for Evaluation Design Science
(FEDS) (Venable et al., 2016).

However, a limitation must be taken into account: the development of a process model
specific to local governments was pursued to contribute to eliminating the identified
deficits. The analysis of existing process models or approaches for introducing an ISMS in
the public sector has shown that they are either insufficiently adapted to the needs of the
public sector or that they could, in principle be adapted to the needs but are therefore not
manageable for the municipalities. In principle, it is conceivable, e.g., to use the standard
TOGAF with its extensions for IT security management. However, research has made it very
clear that small organizations are overwhelmed by the complexity of TOGAF in terms of
capacity or find itimpractical, even if the general approach in standard TOGAF is considered
sensible (Alm and WiBotzki, 2013).

¥oeqpadd

Figure 58: The Procedural Model integrated into a Software Prototype
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Abstract

At a time when information technology is growing faster than ever before, information
security management system (ISMS) assessment has become one of the most critical
aspects of most public sector organizations. In particular, the reliance on technology for
almost every single process in an organization has put the issue of implementing an ISMS
at the top of the agenda of public sector organizations. Public organizations must also
meet requirements related to the development and operation of an ISMS. On the other
hand, only a few public administrations operate an ISMS. Public organizations are
hampered by many different factors, such as lack of personnel, time, money, etc., which
harm the development of the ISMS. In this context, this paper briefly presents a
procedural model that should help overcome the implementation hurdles in introducing
ISMS in small public sector organizations (SPSOs). This process model, which has
already been presented elsewhere, will be evaluated in this paper. For this purpose, an
evaluation strategy is developed based on evaluation methods described in the
literature, the implementation of the evaluation is described based on evaluation
activities over different episodes and the results are summarized.
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10.1 Introduction

The reliance on technology for almost every single process in an organization has put
information security management systems (ISMS) and their success factors at the top of
the agenda. The growing number of malicious cyberattacks and their severity are receiving
more and more attention in the public debate, and safeguards are being sought (Moses et
al., 2022a). Risks and threats that can impact information security generally affect the
confidentiality, availability, and integrity of organizational resources and cause difficulties
for both large and small companies, especially the public sector (Moses et al., 20223, p.
751), (Riege et al., 2009, p. 148). The presented work is part of an ongoing research project
to develop procedural support for implementing Information Security Management
Systems (ISMS) in small organizational units of the public sector (SPSO). Many small public
organisations do not currently operate ISMS. This is due to various obstacles (Moses and
Sandkuhl, 2023). In addition, these organizations are heterogeneous in size, structure,
administrative tasks, responsibilities, and resource availability. Because of this diversity,
many general approaches to ISMS are not applicable (Moses and Sandkuhl, 2024a). This
also coincides with the author's experience after several years of project experience in
ministerial administration. Our research aims to identify small public sector entities'
specifics and develop an ISMS approach tailored to their needs. The approach, developed
with the help of Design Science Research methods, will be briefly presented with the help
of this paper, and the evaluation process will be presented. For this purpose, the evaluation
methods and techniques from the literature are summarized in the first step. This is
followed by a presentation of the chosen evaluation strategy before describing the previous

evaluation episodes and related activities.

10.2 Procedural Approach for the establishment of an ISMS in small public

sector administrations

Cybersecurity threats have changed in recent years and are steadily increasing. Even small
administrative organizations are now the focus of these cyberattacks. Therefore, the need
to introduce an ISMS is growing increasingly in this domain. Due to the particular
requirements of small administrative units (SPSOs) in particular, the researchers have
developed the procedural process model CISIS127 (Moses and Sandkuhl, 2022), (Moses
and Rehbohm, 2023b) and (Moses and Sandkuhl, 2024a, p. 61) a part of an overall
architecture (Figure 60), which attempts to minimize or eliminate the existing hurdles to the

introduction and establishment of an ISMS (Moses and Sandkuhl, 2023).

7 CISIS12 — Compliance, Information Security in 12 Steps
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Figure 60: Procedural process model (CISIS12) incl. integrated software support

Along a higher-level PDCA cycle, the introduction and establishment of an ISMS are
supported by twelve steps that must be completed in a cycle. This includes creating a
guideline, training employees, building a project team, and creating a set of policies and
instructions (steps 1 to 4). At the core of the model, the essential assets of the organization
are focused. Security measures from any catalogue of measures can be assigned to the
assets for safeguarding. In addition, the level of security that has already been achieved is
evaluated, and measures need to be planned for further implementation (steps 5 to 11).
Finally, an overall overview of the resilience of the ISMS is generated as a basis for the
continuous improvement process. The procedure can be carried out manually (involving

much effort) or by the software developed and provided in parallel.

10.3 Methodology - Fundamentals and Evaluation Methods

The relevant literature in business informatics regards evaluation as evaluating the tangible
and intangible objects used or used in a specific context (Riege et al., 2009, p. 70ff). These
objects are also known as artefacts. PFEFFERS recommends that the researcher observe and
measure how well the artefact supports a solution to the problem (Peffers et al., 2007, p.
56). Hevner further refined this approach and supplemented by the evaluation criterion of
quality or goodness (Hevner et al., 2004). HEVNER defines evaluation as the rigorous proof
of an artefact's quality, usefulness, and efficacy. However, qualitative evaluation methods
must be used here (Hevner et al., 2004). A glance at the relevant literature provides a
collection of evaluation methods by SIAU (Siau and Rossi, 1998), HEVNER (Hevner et al.,
2004) and PRrIES-HEJA (Pries-Heje et al., 2007). These authors cite case studies, field studies,
laboratory and field experiments, surveys, simulations, action research, feature- and
model-based comparisons, as well as the creation of prototypes and their prototypical use
as useful evaluation methods. With the help of these evaluation methods, evaluation

criteria are then applied to the respective artefacts. It is important that the selected
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evaluation criteria are appropriate for the case at hand and that this is justified and
documented accordingly (Riege et al., 2009). Despite the many evaluation methods, the
researcher receives little support in implementing the evaluation, i.e. in the how and why
(Venable et al., 2016, p. 80). This means there are no recommendations regarding which
evaluation method with which criteria best suits which artefacts (Fischer, 2010, p. 101).
Against this background, it becomes clear that there is not just "one" evaluation method for
a problem area. Rather, according to Venable et al., the solution lies in using several
evaluation methods (best-of-breed approach) to compensate for the existing deficits. At the
same time, it is made clear that evaluation criteria, measures or measurement criteria
depend on the evaluated artefact and the objective (Venable et al., 2012, p. 430). Therefore,
Venable et al. propose using an evaluation strategy with evaluation episodes. According to
the above definitions, the goal of evaluation is to evaluate or prove an artefact's usefulness,
quality, and effectiveness in terms of an intended solution to the problem. Further goals
and, thus, a further understanding of evaluation is shown by HEVNER et al.: "The evaluation
of the artefact provides feedback information and a better understanding of the problem to
improve both the quality of the product and the design process. This build-and-evaluate
loop is typically repeated several times before the final design artefact is generated"
(Hevner et al., 2004). In addition to assessing the usefulness of the problem or the quality
of the artefact by using a more comprehensive catalogue of evaluation criteria, other goals
can be identified, namely the degree of improvement compared to existing, alternative
artefacts, identification of long-distance and side effects or synergies, etc. (Venable et al.,
2016). SONNENBERG expands the list of possible evaluation criteria as follows: safety,
efficiency, correctness, reliability, applicability, flexibility, comprehensibility, and
reusability (Sonnenberg and vom Brocke, 2012, p. 391). The Individual Evaluation Methods
(Riege et al., 2009), (Sonnenberg and vom Brocke, 2012), (Cleven et al., 2009) already
provide a good frame of reference for developing an evaluation strategy. FISCHER provides a
good overview of the conditions of use and application and describes various prerequisites
for research methods, including evaluation situations in which research methods are
suitable. VENEABLE et al. shed light on the timing of the evaluation (Venable et al., 2012, p.
429), (Venable et al., 2016, p. 79) and distinguish between an ex-ante, i.e. evaluation before
the development of the artefact, and an ex-post (i.e. an evaluation after the development of
the artefact). Furthermore, the authors extend this evaluation dimension to include the
dimension of the environment, namely into a naturalistic, i.e. in the real world, and into an
artificial, e.g. a laboratory environment. Another dimension is the evaluation of the result,
which is divided into a formative and summative component. The formative evaluation is
intended to promote the results of an ongoing development process, making it possible to
actively influence the artefact. The summative evaluation evaluates whether the outcome
of the process achieves the previously defined goals. Another approach is described by
FETTKE et al. In their frame of reference for the evaluation of reference models, the authors
present the dimension of research method with the directions empirical vs. analytical and

the dimension derivation of the quality criteria with the directions ad hoc vs. theory-driven.
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RIEGE et al''s evaluation approach considers two further dimensions (Riege et al., 2009, p.
81) for evaluation. In the first case, the artefact is evaluated against the research gap.
Therefore, the correct design is to be examined against the background of the defined
requirements. In the second case, the evaluation takes place in the real world, i.e., it is
checked whether the expected benefit exists. Thus, two evaluation models shed light on the
target or deployment environment. HELFERT et al. present further dimensions of
consideration in their Design Evaluation Framework (Helfert et al., 2012, p. 56). They
distinguish between pragmatic, semantic, and syntactic criteria. This approach was not
pursued further in the present work, as there was no direct communication in the context
of the evaluation activities. The authors SONNENBERG et al. extend the approaches
presented above to include four evaluation activities or steps (EVAL1 to EVAL4)
(Sonnenberg and vom Brocke, 2012, p. 393). In the first step, the research gap will be
evaluated. In the second step, the design decision is within the development process. This
is followed by the evaluation of the artefact in an artificial environment. The evaluation of
the use in a natural environment is the last step of the evaluation method. Through this
evaluation method, the following results are achieved step by step: Determination of the
research gap and design of the artefact with subsequent proof of the applicability and
usefulness of the artefact. As a result, compared to the evaluation method of PFEFFERS (...
observe and measure how well the artefactis a solution to the problem described...), which
relies on feedback processes through which four evaluation activities establish an
evolutionary and iterative approach (Sonnenberg and vom Brocke, 2012, p. 392). In
addition, the authors assign further elements, such as input and output, as well as concrete
evaluation methods and criteria for the four evaluation activities. The authors ROSEMANN et
al. add an essential aspect for an evaluation. In addition to an examination of importance
and accessibility, they consider an examination of applicability to be useful, especially in
the case of design-oriented research (Rosemann and Vessey, 2008, p. 1). The table below

summarizes the methods used by each author (Table 1).

Table 30: Dimension and evaluation methods (sorted by appearance in the text)

Dimension Method or Activity Literature
temporal ex-ante ex-post (Venable et al.,
Environment Setting artificial naturalistic (Venable et al.,
functional formative summative (Venable et al.,
Research Method analytical empirical (Fettke and Loos,
Quality ad hoc Theory driven (Fettke and Loos,
Evaluation Approach Research Gap Real World (Riege et al., 2009)
Coml.'nu.nication syntactic, semantic, or pragmatic (Helfert et al., 2012)
(semiotics)

Relevance Importance, Accessibility, Applicability (Rosemann and
Evolutionary Steps Test in artificial / natural environments (Sonnenberg and

D 1 NnN4 N0\
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10.4 FEDS-Framework and Derivation of an Evaluation Strategy

In Chapter 3, various evaluation strategies were presented. The most comprehensive
proposal for developing a concrete evaluation strategy for a Design Science Research
project is provided by VENEABLE et al. (Venable et al., 2016, p. 77) with the Framework for

Evaluation in Design Science Research (FEDS).

Alternative approaches are listed within an overarching implementation process along four
steps (Figure 61). Furthermore, the authors point out that an evaluation using a design
science research (DSR) approach does not have to be singular, i.e., it only focuses on one
type of evaluation episode. On the contrary, they suggest that more than one evaluation

episode should be conducted.

It is also possible to mix artificial and naturalistic evaluations as well as non-empirical,
positivistic, interpretive and critical evaluation methods. This supports a pluralistic view of
science because each view has different strengths, which ultimately leads to a robust or

more valid evaluation (Venable et al., 2016, p. 87).

The figure (Figure 61) summarizes the four steps of the FEDS framework and the possible

implementation alternatives and then explains them.

The first step (Explicate the goal of the evaluation) summarizes the objectives of the entire

evaluation. The following different objectives can be pursued (Venable et al., 2016, p. 82):

e Rigour: This refers to both efficiency (the artefact causes an observed or measured
result) and effectiveness (the artefact also works in the natural environment).

e Uncertainty and risk reduction: This objective is essential when planning
uncertainties are significant and is therefore an important method for reducing risks
due to planning uncertainties.

e Ethics: Considers the risks associated with surveys due to communication or
interpretation issues.

e Efficiency: Here, the overarching goals are weighed against evaluating the available
resources (time and money) in the implementation of the respective evaluation

method (e.g., naturalistic vs. artificial).
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1. 2. 3. 4,
explicate the goal of chose the strategy of determine the design the individual
the evaluation the evaluation properties to evaluate evaluation episode
possible goals: possible strategies: possible properties: evaluation:
* rigour * quick and simple * usable « evaluation methods
* uncertainty and risk * human risk and * secure « artificial
reduction effectiveness + efficient (simulation,
« ethics « technical risk and * correct theories,
« efficiency efficacy * reliable mathematical
* purely technical * maintainable proof,
artefact * testable laboratory
« flexible experiments)
+ comprehensible * naturalistic
* reusable (case studies,
* portable field experiments,
* interoperable surveys,
« fit with the action research)
organisation + amount of episodes

Evaluation Strategy

1. 2. 3. 4.
goal of strategy of the properties and criteria episodes of
the evaluation evaluation of the evaluation the evaluation
1. rigour 1. human risk and 1. applicable « literature review and
2. relevance effectiveness 2. comprehensible definition of research
3. efficiency (mixture of different 3. coherent questions (Section 5.1)
formative-summative 4. correct * laboratory experiment
and naturalistic- (5.2)
artificial evaluation * testin a naturalistic
activities environment (5.3)
* survey es post (5.4)
« expert interviews (5.5)
JL JL Il
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Figure 61: FEDS-Framework and Derivation of an Evaluation Strategy (own illustration)

Step 2 (Choose the evaluation strategy) selects a strategy based on the defined goals.
VENEABLE et al. offer four alternative strategies (Venable et al., 2016, p. 82). The first
strategy, "Quick & Simple", selects simple artefacts with low technical and social risks.
On the other hand, the fourth strategy, "Purely Technical Artefact", is proposed only for
purely technical artefacts. The other two strategies will be examined in more detail below,

as they are relevant to the evaluation strategy to be developed by the researchers:

e Human Risk & Effectiveness: This strategy is suitable for artefacts that can be
evaluated with little effort with real users in a real-world context and when user-
facing and social risks are present. Furthermore, if the evaluation is to determine
whether the hoped-for benefit will be achieved in real situations in the long term. In
this evaluation strategy, several evaluation episodes are then undertaken.
Furthermore, formative and summative, as well as artificial and naturalistic
activities, are considered, emphasising a formative and naturalistic view.
Evaluation methods for this evaluation strategy can be naturalistic (possibly
relatively high resource expenditure) and artificial (possibly relatively high resource
expenditure)

o Technical Risk & Efficacy: This strategy should be used when the most critical risk

istechnical and is too time-consuming to work with real users or natural systems in
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a natural context. Furthermore, if one of the objectives of the evaluation is to
determine whether the benefit is attributable to the artefact. With this evaluation
strategy, formative, summative, and artificial and naturalistic evaluation activities
can be carried out, emphasising an artificial and summative approach. Evaluation

methods can be Naturalistic and Artificial.

Step 3 (Determine des properties to evaluate) defines the artefact's criteria, properties, and
characteristics that will be evaluated later. The individual evaluation methods do not
specify any specific criteria but refer to the further literature. For example, the ISO 9126
quality model includes six general dimensions: functionality, reliability, usability, efficiency,
maintainability, and portability. For each dimension of this quality model, two to five
properties can be used for the evaluation, e.g., under dimension maintenance, which
includes analyzability, changeability, stability, and testability. This list of ISO 9126 also
coincides with the lists (safety, efficiency, correctness, reliability, applicability,
maintainability, testability, flexibility, comprehensibility, reusability) of SONNENBERG et al.
(Venable et al., 2016) and HELFERT et al. (Helfert et al., 2012) and thus appears to be
applicable.

Concrete evaluation activities are planned in the fourth and final step (design the individual
evaluation episode). Since it has not been made clear in the presented models which
experiences (heuristics) can be used to establish a relationship between objectives,
strategies and criteria, the researcher must decide for himself how many evaluation
episodes need to be carried out with the help of which evaluation method, weighing up
restrictions and priorities. Based on the four FEDS steps, the evaluation strategy for
evaluating the developed procedural process model for introducing an ISMS is derived in

the following, summarized in Figure 61 and then described.

1. Objective of the evaluation: For the evaluation project, the researchers selected
the Rigour and Efficiency objectives from the list of objectives proposed by VENEABLE
et al. However, since the goal of relevance is also of greatimportance, especially for
DSR projects, this goal was also integrated into the evaluation strategy. In the
context of this goal, the Applicability mentioned above Check is subsumed (Table
30), which is an essential point in the context of design-oriented research. The
procedural process model to be evaluated should be relevant and effective for
management and must, therefore, be able to adapt to changing requirements.

2. Evaluation strategy: The procedural process model presented in Chapter 2 is a
management system for developing and establishing an ISMS. In the broadest
sense, one can thus speak of a socio-technical artefact. Against this background,
the Human Risk and Effectiveness Strategy described above appears suitable for
the planned evaluation. The researchers consider the resources required for
assessment in a real-world context to be high. Nevertheless, naturalistic and
summative evaluation activities must not be neglected. Therefore, the evaluation of

the presented procedural process model is carried out with the help of a mix
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(Venable et al., 2016, p. 87) of various formative and summative as well as artificial
and naturalistic evaluation activities.

3. Characteristics of evaluation activities: An essential approach of the researchers
is to create a practical benefit for a specific target group. Therefore, the following
criteria must be examined from the catalogues mentioned above of criteria:
Completeness (The artefact must contain all the essential elements of an ISMS in
the target domain. Otherwise, the effectiveness in terms of functionality is not
verifiable or measurable), Coherence (traceability with the relevant literature on
comparable strategies must be ensured), Accessibility (Accessibility and
comprehensibility for users in practice is essential for success) and Applicability
(the applicability for the target audience).

4. Procedure and evaluation episodes: The evaluation was carried out through
several evaluation activities and with the help of different evaluation methods.
Since the research project has already been running for a long time, an immense
treasure trove of data can be drawn on, and various evaluation episodes can be

carried out.

10.5 Status Quo of Evaluation

Based on the evaluation strategy presented in Chapter 10.4, various evaluation episodes

were carried out and described in the following subchapters.

10.5.1 Literature Review, Problem Description and Research Question

With the help of an exploratory literature search (Moses et al., 2022a), (Moses et al., 2022b)
and (Moses and Rehbohm, 2023b) the research gap was examined against the real world.
The identification of the problem, as well as the identification of the research gap, was
carried out by an ex-ante (Venable et al., 2012) and formed the first evaluation activity
(EVAL-1) of SONNEBERG et al. (Sonnenberg and vom Brocke, 2012). At the same time, this
evaluation activity justifies the research project, including its importance and relevance. It
is a formative evaluation activity, with a concretely formulated problem and research
question derived from it. This research question guides the DSR process for the

development of the artefact and pursues the goal of optimizing the development process.

10.5.2 Development and Laboratory Experiment

Based on the findings of the literature review and as a first approach, the procedural
process model briefly presented in Chapter 2 was CISIS12 developed. In addition, a
software prototype was designed to make it easy to apply the process modelin practice. In
this iterative development process, goals and requirements were defined (Moses and
Sandkuhl, 2023), (Moses and Rehbohm, 2023b) and (Moses and Sandkuhl, 2024a). With the

help of this external and formative evaluation, the development process was primarily
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coordinated and adapted accordingly through several iterations. The development
procedure corresponds to the evaluation activities EVAL 1 and EVAL 2 proposed by
SONNENBERG et al. (Sonnenberg and vom Brocke, 2012). The problem or the relevance of the
problem was thus identified, and the reason for the research was presented. At the same
time, the first simulation of the artefact was undertaken in an artificial environment (EVAL
3).

10.5.3 Testin a natural environment

The usefulness of the presented procedural model for constructing and establishing an
ISMS will be demonstrated in a natural environment. To ensure that this process can also
provide prompt feedback for further development, the development group decided to
develop the software prototype as a cloud solution and make it available to the test
persons. This also ensures that "human" risks, according to VENEABLE et al. (Venable et al.,
2016) are considered. The research project was started in 2018. The prototype of the
procedural process model and the software were available in the summer of 2019. This was
reflected in the evaluation activity EVAL 3 by SONNENBERG et al. As a first step, several
organizations in the target domain have agreed to actively participate in the research project
(Moses et al., 2022b). As part of these subjects' active supervision, the procedural
procedure model and the supporting software were further developed. During the project,
these Users set up an ISMS and were audited. Across the board, a significant improvement
in results was observed (Moses et al., 2022a, p. 656). Thus, the following results can be

recorded:

e Proof of Applicability (both in laboratory experiments and in several natural
environments),

o Proof of Usefulness (In several natural environments),

e Proof of Comprehensively (In several natural environments) and

e Proof of Correctness (Proven by successful certification).

The results were taken into account in further developing the process model and the

supporting software.

10.5.4 Survey ex-post

As part of the further research work, the test group was expanded to 162 subjects over the
research years 2020 to mid-2022. These test clients were interviewed in a structured
interview between January and August 2022 (Bortz and Déring, 2006, p. 235ff). These are
mainly users from small and medium-sized local governments and some small enterprises
(comparison group), from which 333 users were interviewed directly or indirectly using a
questionnaire. In addition to the evaluation of the size of the organization and the time
(usage since), various criteria were examined, which are summarized in the table below.
This was the fourth evaluation activity described by Sonnenberg et al. At the same time,

further evaluation criteria were examined. First and foremost, Applicability. In addition, the
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study proved that the artefact has a universal validity. It could also be shown that the
artefact fulfils the criteria of comprehensibility and accessibility. The study showed that, in
particular, obstacles and obstacles to the development and sustainable establishment of
an ISMS could be improved (Figure 62) with the help of the process model compared to the
beginning of the study (Moses et al., 2022a)

CMMI-Maturity Level 1-5 per Coding in %

Improvementprocess (with protype) I
Improvementprocess (before)
Riskmanagement (wit h prototype)
Riskmanagement (before)
Measurements (with prototype)
Measurements (before)
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Tools (before)
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Polides (before)
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PDCA-Cycle (before)
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Human Factors (before)
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Managementat tention (with prototype)
)
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Figure 62: Evaluation of Questions

10.5.5 Further Evaluation Episodes - Expert Interviews

During further expert interviews, especially with test persons who have been working with
the artefact for some time, additional findings from practice are to be integrated into the
development process. The aim is to gather knowledge about whether the artefact meets the
new requirements or whether adaptations are necessary to comply with environmental and
technological dynamics. It should also be checked whether the artefact can be applied in

other domains if required.

10.6 Summary and Conclusion

The presented procedural model for constructing and establishing any ISMS in small to
medium-sized local government organizations has now undergone a development phase of
several years with several iteration steps. After the normative activity to identify the
research gap and the iterative development process of the procedural model and the
supporting software, it was shown along the evaluation strategy that the artefact fulfils the
content priorities and thus supports and improves the requirements of the research domain

or the implementation process. In particular, the separation of the strategic approach from
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implementation measures, as well as the support with the help of software, makes it
independent of environmental or technological change. This means that the artefact can be
used sustainably for the target domain. However, it can also be used in other domains
through appropriate adjustments. This paper describes several evaluation activities and
episodes, forming an individual evaluation strategy based on the FEDS of VENEABLE et al.
With the help of this evaluation strategy, the present artefact was evaluated. It became clear
that the design-oriented evaluation is not entirely supported by methodology. Although the
chosen evaluation strategy was helpful, the evaluation process was nevertheless fraught
with some difficulties. On the one hand, there is a lack of methodological support: Which
target criteria and combinations of methods are helpful for an evaluation, and when is a
sufficient degree of evaluation activities (saturation) achieved? A self-selected mix of

evaluation activities or episodes can solve these deficits.
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Abstract

The Information Security Officer (CISO) is increasingly playing a key role in combating the
ever-increasing threats from cyberspace. In doing so, he must cover a wide range of
activities and responsibilities, such as defining and monitoring a cybersecurity strategy,
creating a security-oriented organizational culture, training employees to become more
security-aware and implementing security measures. This requires close cooperation
with the IT management (CTO), the data protection officer (DPO) and the organizational
management (CEQ). In many local governments, the role of the CISO is occupied. But in
contrast to the DPO, which has been established in the organizational hierarchy for a long
time due to legal requirements, the CISO is often not located at the upper hierarchical
level but often in the line organization or the task is performed by external third parties.
This article compares the role tasks and positioning of the CISO in companies with
administrations. In addition, he examines the positioning of the CISO in administrations
of different sizes based on a study carried out. Based on the literature, he describes the
tasks of the CISO. He provides arguments for the optimal location of the CISO in the
administration hierarchy so that cybercrime can be effectively combated.

Contribution to Design Science Research Step

Inference Theory How to Knowledge Metrics, Analysis Knowledge Disciplinary Knowledge

STEP 1 L STEP 2 L STEP 3 L STEP 4 L STEP 5 |" STEP 6

probley Objectives of Design &
Identification & ) . 9 Demonstration Evaluation Communication
Motivation the Solution Development

Find a suitable

Assessment of
Artifact &
Inititate Design
Iteration

Outline Artifact & context &
Define Creation of artifacts demonstrate

Requirements Artifacts
Practicability

i t [ [

Process lIterations

Define Problem

& Relevance Publications

Figure 63: Publication #12 - CISO as the driver of an ISMS project in public administrations: Role,
tasks, and localisation of the CISO



11 CISO - the driver of an ISMS project in public administrations (Post #12) 184

11.1 Introduction

The public sector is facing significant challenges to digitize itself, to consolidate an
established IT landscape comprehensively and at the same time to adapt to new
requirements and ensure the operation of numerous, dislocated, interconnected and often
critical IT systems, taking into account the threats from cyberspace (Balta et al., 2020). The
public sector increasingly needs IT personnel with the appropriate expertise to accomplish
this task. This requires personnel with operational experience and management
experience. These leaders must be located accordingly in the organizational hierarchy to
ensure that they are heard and that their message is perceived and taken seriously by all
those involved. The issue of cybercrime is a serious problem area for local governments. A
vulnerability in an organization can cause the administration to fall victim to a cyberattack.
The result is the outflow of personal data or the inability of the attacked administration to
act. If this is the case, the person responsible is usually searched. This is quickly found, the
Information Security Officer (CISO for short)! In many organizations, the CISO is located at
a lower level, often directly in the IT department itself, or in small organizations, the role is
performed by external third parties. Critical security projects and the increase in IT project
resources are often not approved, or the CISO fights out of line. It is precisely in this
circumstance that attempts are made to set up an information security management
system (ISMS) from the IT department that often fails due to the decision-making powers of
the CISO and is, at best, a major challenge that frustrates many CISOs in public
administrations and often makes them look for other employment (Da Silva and Jensen,
2022). A local government also needs a dedicated officer to coordinate and manage the
information security function (Allen, 2015). It is essential that an open communication
culture is established and that the CISO can tell the truth, regardless of the personal
consequences (Shayo and Lin, 2019). If this is not the case, the role of the CISO can be
compared to a combination of the characters Sisyphus and Cassandra, who are known
from Greek mythology. Sisyphus, punished by Hades for cheating death, had to roll a stone
up a hill that rolled back to the starting position whenever it approached the target.
Cassandra, who could correctly predict the future, was cursed by Apollo so that she would
never be believed. Both Sisyphus's and Cassandra's suffering can be transferred to the
CISO. Regardless of the type of organization, the ISB is often seen as a "killjoy" that

bureaucratizes IT processes, constantly predicts disaster, and demands a higher budget.

There is, of course, a grain of truth in every statement. Still, the critical role that IT plays in
today's business world — securing the information processed by IT systems —is essential to
the long-term functioning of the administration (Whitten, 2008). One of the biggest mistakes
that information security professionals make in local governments is that they classify (IT)
security less as a business issue than a technological one(Goodyear et al., 2010; Knoll and
Strahringer, 2017; Maynard et al., 2018). On the other hand, corporate cybersecurity has
expanded far beyond the boundaries of IT and has become a task at the highest corporate

level. The potentially devastating impact on shareholder value, market share, reputation,



11 CISO - the driver of an ISMS project in public administrations (Post #12) 185

and even long-term survival is now unmistakable. Cybersecurity is a topic that transcends
all organizational silos and boundaries, top-down and encompasses people, culture, and
risk management, bridging security, technology, privacy, and compliance (Bertschek and
JanBen, n.d.; Bostelmann, 2021; Engels, 2021). This is often not the case in local
governments. Against this background, on the one hand, the tasks of the CISO must be
defined and anchored in the organizational structure and processes, and the role must be

given a suitable function name.

11.2 The Information Security Officer in the Literature

The terms Information Security Officer (ISO) and Chief of Information Security Officer
(CISO) are used differently in the literature. There is no distinction in Anglo-Saxon literature.
In German literature, the two terms are often used synonymously, but also more and more
often with different definitions or task approaches and, above all, a different positioning in
the organizational structure (Liedtke, 2022). First and foremost, the literature discusses the
increasing need for management to review, monitor and control information security in the
organization under the term (IT) governance. Wong et al. consider these control tasks
essential to be delegated to a particular authority (e.g. CISO) (Wong et al., 2020). The
authors von SOLMS and von SOLMS suggest that information security strategies, objectives,
organizational structure, risk management, and performance monitoring should be
integrated into the CISO's range of tasks (Von Solms and Von Solms, 2004). The
expectations placed on the role of the CISO and the responsibilities that come with this role
were examined by HOOPER and McCKIsSSACK (Hooper and McKissack, 2016). The authors
believe that not only is technical expertise necessary for the role of the CISO, but they also
describe communication skills as a key competency. Communication skills, in particular,
make it easier for the CISO to communicate about cybersecurity challenges with C-suite
and other executives effectively. The competencies required by a CISO are examined in the
study by Onibere et al. (Onibere et al., 2017). In doing so, the authors emphasize the need
to conduct security campaigns to underpin the strategic importance of the CISO. In
addition, they identify five key requirement characteristics: thinking, problem awareness,
execution, response, and advocacy, i.e., strategic CISOs must be creative to develop
effective and relevant strategies. In doing so, they must grasp the organisation's context,
have a holistic view and maintain a keen awareness of the environment. They must also be
able to translate visions and strategies into actionable plans and align them with
organizational goals. Last but not least, they must inspire, influence, persuade,
communicate clearly, negotiate and advocate for the cause. Monzelo and Nunes analyzed
where the role of the CISO should be located within an organization (Monzelo and Nunes,
2019). They find that specific C-level leadership roles, such as CEO, CFO and CIO, are
already established in organizations, and the role of the CISO is still evolving. They found
that in the past, the CISO's role was seen more as a technical role that sets security

standards and policies. At the same time, recently, it has been increasingly recognized as a
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core element of the organization's cybersecurity strategy. The study also finds that in
organizations where security issues are less of a focus, the role of the CISO is usually

located in or even subordinated to the IT department.

On the other hand, there are organizations where the management level deals with
information security risks and their impact on business operations. The CISO is
independent and in excellent proximity to the management level. In the study by MOSES and
SANDKUHL, the deficits of "management attention" and "lack of CISO" or "incorrect
positioning of the CISO at the hierarchical level" could also be observed in particular (Moses
etal., 2022a). Whether the CISO still deserves the name CISO in these cases remains to be
seen. The study conducted by Karanja also sheds light on the positioning of the CISO in the
organizational hierarchy (Karanja, 2017). At the heart of the study was the position of the
CISO before and after a security breach. The frightening result is that out of 13 companies,
six did not have a CISO before the security incident, and only 5 of these companies
subsequently hired a CISO. The organizations surveyed stated that they view IT security and
the role of the CISO as a technically specialized function. At the same time, the CISOs
complained that they are still struggling to gain management's credibility, i.e., they are
suffering from the "Sisyphean Cassandra phenomenon" already described above. IT
security is, therefore, not understood as a specialized organizational function. The authors
ASHDEEN and SASSE also note this and demand that IT security and the role required for it

must be understood more as a strategic task(Ashenden and Sasse, 2013).

A study conducted ten years ago by AHMAD et al. showed that security strategies are more
likely to be implemented "bottom-up" than "top-down" in organizations (Ahmad et al.,
2014). The controlling safety function (ISO/CISO) was located at a middle management
level or in the line function. All the study participants were unaware of a security strategy,
nor was the strategy being driven by senior management. ZWILLING'S article confirms that
this state of affairs has not changed much today (Zwilling, 2022). However, it does provide
an excellent overview of the relevant literature dealing with the different tasks of the CISO
(Zwilling, 2022). Finally, the author concludes that organizations need to assess their
CISOs' knowledge of new cyber challenges and risks and consistently invest in improving
this knowledge and new technological solutions. They should give the role an appropriate
appreciation through an appropriate location in the organization. Paech and Vogel examine
the necessary competence requirements of security officers by analysing job
advertisements. They note that job advertisements for ISOs require a degree, but the field
of study is often secondary. In addition to the skills already required by Hooper, MCKISSACK
and MAYNARD, PAECH and VOGEL were able to determine that more emphasis is placed on
further training in the English language as well as knowledge of the relevant standards and
process models such as BSI-Grundschutz, ISO 27001, IT-Auditor, etc. (Paech and Vogel,
2022). The authors KAPPERS and HARRELL confirm this with their study from 2020 and
describe a relevant degree, at least ten years of professional experience, in particular,

management experience and corresponding personal certifications such as Certified
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Information Security Manager (CISM) as important qualities of a security officer (Kappers
and Harrell, 2020). The importance of good communication skills for the CISO is mentioned
in several articles. For example, HOOPER and MCKISSACK point out that "[...] the CISO should
be an excellent communicator with business knowledge and interpersonal skills" (Hooper
and McKissack, 2016). The authors discuss in depth the importance of the CISO being a
good communicator who can translate their technical expertise into a more appropriate
language, for example, to help senior management better understand cybersecurity risks or
solutions. This was also identified by MAYNARD et al. as one of the qualities required for a
CISO: ,A CISO needs the ability to negotiate, influence, and communicate clearly to
become a strategist“ (Maynard et al., 2018). The (communication) ability to collaborate
across organizational boundaries is also cited by Goodyear et al. (Goodyear et al., 2010) as
important for the role of the CISO, as CISOs often coordinate or collaborate with IT staff in
other agencies,with non-IT staff in other agencies, and with private sector (IT) service
providers. In Anglo-Saxon literature, only the role of the CISO is mentioned. There is no
distinction between CISO and ISO, unlike in German-language articles. A CISO is assumed
to be located at the higher management level and generally has dispositive tasks. At the
same time, it is assumed that the role of the CISO, like the other role holders from the C-
level, has an organizational and personnel underpinning. It is precisely at this point that it
becomes clear why Liedtke distinguishes between a CISO and an ISO in his definition
(Liedtke, 2022). On the part of the CISO, he identifies more dispositive tasks, such as
responsibilities for the entire IT security organization, as well as for IT compliance, IT risk
management and emergency management. In contrast, it only assigns responsibilities in
the operational area to the ISO, namely the technical safeguarding of IT and the review of
the implementation and compliance with IT security requirements. This means that local
governments lack the power of argumentation. Since the role of the ISO is only attributed to
operational tasks, it is often not possible for local governments to establish the role of the
information security officer at a correspondingly high hierarchical level. And even more, this
is often not intentional. The observation of Monzelo and Nunes, already described above,
namely the non-existent awareness of integrating the ISO into the management level (C-
level), occurs frequently, especially in local government. A review of the organizational
charts of municipal administrations shows that although many so-called representative
roles are shown there, such as women's representatives, data protection officers, etc., the
role of the ISB or CISO is rarely found there or, according to Meuche, have the character of
a staff unit with an advisory function without any authority to issue instructions (Meuche,
2022). Taking into account the steadily increasing cybercrime, it is all the more important
to establish the role of the information security officer in the right place in the
administration, then to equip it with the appropriate functional name, namely CISO, and to

appoint the right person for this role!
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11.3 Establishment of the ISO in companies and administrations

11.3.1 Information Security Officer in Companies

In recentyears, it has become established in the organizational structure of companies that
function names from the American-speaking world are used, e.g. CEO (Chief Executive
Officer), CFO (Chief Financial Officer), CPO (Chief Product Office) (Fitzgerald, 2007). These
primary C-level designations have also been accepted in the scientific literature. In the mid-
1980s, the role of the CIO (Chief Information Officer) became more and more common in
companies due to the increasing importance of IT (Atanassov, 2019) and is located on the
same level as the other C-level roles (Kappers and Harrell, 2020). On the other hand, the
role of the CISO is still in the establishment phase in many companies (Atanassov, 2019).
Companies are increasingly aware that cybersecurity risks are directly related to their
innovation and growth strategies (Goodyear et al., 2010). Against this background, with the
introduction of the CISO role (similar to the establishment of the CIO role), a corresponding
organizational classification of the CISO role at the highest management level is to be
expected or can already be observed in many companies (Auth and Von Der Heyde, 2022).
The CISO is primarily responsible for strategic and communication tasks and, like the other

C-level functionaries, has a corresponding budget and assigned personnel.

11.3.2 Information Security Officers in Administrations

The term CISO has only established itself in public administration at the federal and state
levels (Remy and Stettner, 2021). In local governments, presumably also due to the
inflationary use of the term information security officer and its definition by the Federal
Office for Information Security (BSI), an inappropriate term with an outdated definition of
the term has established itself in the minds of administrative managers. The definition of
theroleis ,Information security officers are persons appointed by the head of the institution
who coordinate the task of information security on behalf of the management level and
promote it within the authority or the company.“ (BSI, 2023) falls short. Also, the slightly
different definition in the context of the glossary of the BSI Compendium 2023 ,The
Information Security Officer (ISO for short or, more rarely, IS Officer) is responsible for the
operational fulfilment of the "Information Security" task. Other designations include CISO
(Chief Information Security Officer) or Information Security Manager (ISM), which equate
the term Information Security Officer (ISO) with Chief Information Security Officer (CISO).
Although the BSI still mentions the term information security manager, the confusion is
even greater. This definition is an attempt to make it clear that the role of the information
security officeris also an outstanding and essential task in the administration, which should
be anchored accordingly in the organization. However, there is no reference to the location
and concrete task descriptions. It can be stated that in public administrations, the role of
the information security officer appears in the business distribution plan and more rarely in

the organizational chart but is still not located at the hierarchical level corresponding to the
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role, nor do the job descriptions in the business distribution plan correspond to the role
(Lanz, 2017).

11.4 Positioning of the ISO/CISO in public administrations

To determine whether and at what hierarchical level the information security officer is
established in a municipal, district council or city administration, the researchers
conducted two studies. In the first study, 421 audit reports from local governments were
analyzed and examined, particularly the organizational structure (Moses et al., 2022a). It
was found that the organizations that had already set up an ISMS and had undergone an
external audit had each appointed a person concerning the information security tasks.
However, no conclusions could be drawn from this about the position of the information
security officer in the respective organization. Therefore, in the second study, a total of 162
administrations were asked at which hierarchical level the ISO is located in the respective

organization. As a result, five positions were mentioned by the administrations surveyed:

e ExternallSO

e |SOinthe line, IT department, or subordinate to it

e |SOin line with independent reporting tasks to management

e ClOandISO in personal union

e |SO/CISO with a clearly defined task structure as an equivalent C-level board

member

In the study, the hierarchical level of the ISO was positioned in the respective organization,
and the organisation's size concerning the employees was also considered (Figure 64). Itis
noticeable that, especially in small administrations (up to 25 employees), one ISO is named
by all of them. However, this is only located in the line organization or is even supported by
an external company. This ratio does not change significantly for administrations with up to
150 employees. There, 5% (n=42 of 162) of ISOs already have the right to speak directly to
the management level. On the other hand, 25% (n=42) of ISOs are still represented by
external third parties. Around 70% (n=42 of 162) are also located in the line organization for

this organization size.

The picture changes in organizations with up to 250 employees. Only about 17% (n=12 out
of 162) of administrations outsource the task of information security officer to external third
parties. 75% (n=12 out of 162) of the administrations place the ISO in the line organisation,
and 8% (n=12 out of 162) give the ISB the right to speak directly to the management level. In
administrations with up to 500 employees (usually city administrations or district offices),
a significant improvement in the positioning of the ISO can be observed. None of the
administrations surveyed relies on the expertise of an external ISO. Although most ISOs are
stillin the line organization, 45% (n=18 of 162) already have the right to speak directly to the

management level. Even one administration (5% - n=18 out of 162) has directly assigned
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information security tasks to the CIO (in this case, the mayor). Large administrations with
over 1,000 employees were surveyed only nine times in the study. This group relies only on
internal ISOs, with ISOs with direct right of first refusal dominating at 56% (n=9 out of 162).
But even here, about 22% of the ISBs are still in the line organization. In one of the
administrations, the CISO is a member of the management level and coordinates

information security from "the very top".

Distribution in % of information security officers in relation to
the size of the organisation (number of employees)
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ISO in line with independet reporting taskto management

internal ISO, in the line, IT department, or subordinate to it

external ISO

Figure 64: Information Security Officers in Administrations

Upon closer inspection, it can be seen that although ISOs are consistently named in small
organizations, internal and external ISBs are balanced. As the size of the organization
increases, this picture changes. The tipping pointis reached at an organizational size of 250
employees. From this organizational size, the administrations have sufficient personnel
substance to delegate tasks to specialized organizational units or to set up such
organizational units in the first place. Large administrations such as city and district
administrations often take on centralized tasks, which is why the management's attention
to cybersecurity is more present here. Therefore, a corresponding delegation of functions
and location of the ISO in the organizational structure takes place. At the same time, in such
administrations, the tasks of the ISO are clearly defined, and the role can be found in the

organizational chart at a higher hierarchical level.
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11.5 Necessity, tasks and positioning of the ISO/CISO

Establishing a CISO or person responsible for information security demonstrates the need
for a leader dedicated to the needs and trade-offs of information security in any organization
(BAFIN, 2017). Despite the importance of the CISO's role in IT governance and the
promotion of an administration's internal control structure, the organizational position and
the correct designation of the CISO's role remain controversial. While regulated industries,
including financial services, recognize the benefits of an independent CISO, in some
sectors, most notably administration, the CISO continues to be in the IT department and
usually without direct access to the C-suite (Hanschke, 2020b). Some experts believe that
the CISO should report directly to the CEO (mayor or district administrator) due to the
importance of this function; others believe that the CIO and CISO should be jointly
responsible for protecting the organization's assets, and still others believe that
organizational mapping does not matter at all. A glance at the tasks of the CISO listed in the
literature quickly makes it clear that this discussion is hot conducive to the necessary cyber
resilience of administrations. Instead, it is crucial, as is customary in administrations, to
look at the tasks and then decide to which person the range of tasks is delegated, with which
personnel base, and where the person or the created organizational unit must be located
within the organizational structure to achieve corresponding effects in the administration in
the long term. The information security officer must perform the following tasks to ensure
that all levels (Fig. 2) are served to defend against cyber risks (Lanz, 2017; Shayo and Lin,
2019):

1. Protect, shield, defend and prevent: A key task is to ensure that the administration
has implemented the suitable security measures to prevent a cyberattack as much
as possible.

2. Monitor, Hunt and Detect: Deploy tools that enable management to identify internal
and externalthreats. Atthe same time, employees should be trained on threats from
cyberspace.

3. React, Recover, and Sustain: Creating awareness that security breaches are
inevitable (100% security does not exist!) and developing and implementing plans
to properly manage the violation, recover compromised systems, and keep
management running during the recovery process (Business Continuity
Management).

4. Govern, manage, comply, train and assess risk: Active management and control of
information security and the information security management system,
assessment of risks and active information gathering, filtering and communication

of possible risks to management and employees.

These are not just individual tasks that can be considered independently of each other and
delegated to different people or organizational units. On the contrary, these tasks are

components of a frame building (Figure 65) for which a role must take responsibility. The
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foundation (basement) is Enterprise Architecture Management (EAM) (Hanschke, 2016)
and, at the same time, is a success factor for the establishment of a sustainable ISMS or a
cyber security architecture (Sowa and Rost, 2020). The entire ISMS building will be built
floor by floor on this foundation. First and foremost, appropriate measures are modelled
and implemented for the assets in the EAM development plan with the help of the ISMS. The
ISMS is set up on the first floor, which follows the classic Deming Circle (Plan, Do, Check
and Act).

Figure 65: Architecture Building with Level EAM, ISMS, Data-Protection and overarching Cyber
Security Architecture

Source: (Moses and Rehbohm, 2023b)
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The ISMS will be successively established along a repetitive cycle of subtasks. With each
run, the implementation of measures increases, e.g. from CISIS12, BSI or other module
catalogues. The results are then available to both the information security officer and the
management level, i.e. a dashboard is gradually created as an essential information,
communication and decision-making tool. The second floor of the frame building is used to

meet data protection requirements.

For the essential business processes of the organization, the associated specialist
applications and IT infrastructures, measures and, under certain requirements, a risk
assessment (data protection impact assessment) must be implemented or carried out. A
tried and tested means for this is the standard data protection model (Sowa and Rost,
2020). Whether and when the tasks of the second floor are carried out is up to the
management level. However, the earlier the data protection requirements are considered,

the sooner the legal requirements are met, and the organization can call itself "compliant".

The main control and monitoring tasks are located on the third floor (cyber security
architecture). These are tasks such as defining an overall strategy and considering
compliance requirements. Other tasks include maintaining operations, considering the
risks to the respective assets, and selecting the appropriate security measures for the

assets from the appropriate cyber security standard (e.g. CISIS12, BSI or ISO 27001).

The overall control and definition of improvement measures is the responsibility of a joint
responsibility, namely that of the information security officer and the management level,

supported by a higher-level dashboard that aggregates the data from all floors below.

Communication then takes place vertically via a drive axis to all processes running

horizontally on the floors(Rehbohm et al., 2022a).

When you walk through the individual floors of the entire building, it becomes clear that an
information security officer can handle tasks on more than just one of these floors. Instead,
he must be involved in the strategy from the beginning to ensure the organisation's
operation. A risk assessment concerns individual assets and must be carried out across
divisions or floors. Different security standards can make sense for other assets. Legal
framework parameters (compliance) must be considered, and the organizational,
personnel and, in particular, technical requirements derived from them must be
communicated, governed and monitored on a horizontal level as well as on the individual

floors and, last but not least, improved.

11.6  Summary and Conclusion

It was possible to discern a relationship between the role of the CISO in organizations and
the awareness of security in these organizations, both in the literature and the studies

(surveys). In administrations where there is less awareness of security issues at the
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management level, the person responsible for this area is usually subordinate to the IT
department. In administrations where there is a greater awareness of the risks of
information security and its impact on business operations and the associated external
image, the information security officer has greater proximity and independence to the
management level. From this, it can be concluded that the role of the information security
officer and his role in the administrations studied are directly related to the existing
awareness of this issue and that information security is not only an organizational matter

but also a social and cultural issue.

To cope with the increasing challenges of digitalization and associated threats from
cyberspace on the one hand and the requirements related to the ever-accelerating
technological and environmental dynamics on the other, local governments must
appropriately integrate an appropriate role into their organizational structure that is fully

dedicated to this task, across hierarchies and, above all, sustainably.

The role of the information security officer must be given an appropriate function name to
dojustice to the prominent function of the role. In addition, despite the tight tariff structure,
the administration must understand that strategic tasks must be located at higher
hierarchical levels and that people who perform the tasks associated with the role must be
grouped accordingly. This also ensures that the management level and other functionaries
take the role of the information security officer seriously and take it seriously. It is also

necessary to consider the role in the budget with appropriate financial resources.

If this rethinking does not occur in the administration, the "job" of the information security

officer will remain a "Sisyphean Job".
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PART C - PROCEDURAL MODEL AND SOFTWARE

If you are out to describe the truth,

leave the elegance to the tailor.

Albert Einstein

This thesis section presents the process model and provides insights into the created

software prototype.
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12 Insights into the procedural model and the supporting

software

12.1  Preliminary View

The process model developed is presented below. The development of the process model
and the associated software prototype was driven forward in an iterative process, starting

with the research idea.

The M24S°® software supports the process model with various modules. At its core is the
basic module, which is used to set up the respective client, e.g. view settings or user

administration (Figure 66).

The ISMS module should also be mentioned. With this module, the 12 steps of the process

model can be run through step by step.

The other modules, such as Quick Check, Project Management, Key Performance Indicator
(KPI), Statement of Applicability (SoA) and Business Continuity Management (BCM) support

the expansion and sustainable operation of the ISMS.

SoA catalogues I

Queshon catalogues X }
BCM Scenario
Catalogue of measures I \ > \ > \ > A > catalogues I

Individual
questionnaire

Figure 66: M24S-Modules and Catalogues

PrOJecl catalogues

To support the client in setting up the ISMS right from the start, M24S provides best

practices in the form of template catalogues in the individual steps of the process model.
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The process model steps for which one or more template catalogues are available are

marked with the symbol below (Figure 67).

M24S

Figure 67: Available Catalogues in M24S

This ensures that the process model is open to all systems. Any catalogue of measures
(CISIS12, BSI baseline protection, BSI profiles, ISO 27001) can be provided via the software
and processed individually or in mixed form as part of the process model. This fact makes
it easier for small municipalities to enter the topic of ‘information security’ via BSI profiles

and then successively expand the established ISMS.
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12.2 Derivation of the individual elements of the process model

In the literature, cyber security is often equated with IT security. However, the increasing
digitalisation of administration and the networking of systems and networks makes it clear
that an IT-only approach is not expedient. The IT approach can be understood as basic
hygiene. It must also be supplemented by personnel, physical and organisational aspects
coordinated, controlled and monitored as part of higher-level governance (Bartsch and
Frey, 2017, p. 49), (Seckelmann and Brunzel, 2021b, p. 187ff).

Based on the management functions from sections 2.4.2 and 0 and the result of the field

experiments, the process modelis based on the following five fundamental pillars:

e General Regulations, Organisation and Leadership
e Staff, Documentation and Project Management

e Operation

e Risk Management

e Performance Evaluation, Monitoring and Improvement

These five basic processes drive the twelve steps of the process model via the PDCA cycle,
which underpin an organisation's assets (compliance, processes, applications, IT
infrastructures and facilities) with appropriate measures to increase the cyber resilience
cycle by cycle. The process model and the associated software were developed in an
iterative research process using both inductive and deductive elements (Moses and
Sandkuhl, 2022), (Moses and Rehbohm, 2022a), (Moses and Rehbohm, 2023d). The
prototype derived from induction research, which initially consisted of ten steps, was
supplemented by deduction with two further steps, ‘IT service management’ and ‘internal
audit’ (Moses and Sandkuhl, 2024a).

With the help of the developed process model and the supporting software, the aim is to
structure the essential tasks in such a way that, especially in small administrations, the
introduction to the topic of information security succeeds or is simplified by a predefined

process and can then be expanded through further PDCA cycles.

The 12 steps of the process model are described below, and insights into the specially

developed software are provided (Figure 68).

Itis impossible to provide a comprehensive description of all the functions and options of
the software here. For this reason, an essential section of each step is listed below and

briefly explained.
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Figure 68: M24S-Software to support the procedural model

12.2.1 General Regulations, Organisation and Leadership
12.2.1.1 Step 1: Policy and Management Attention

When asked which factors hinder the promotion of an information security culture, budget
and provability of the benefits, but also management support, are at the top of the list (Rohr,
2015, pp. 403; 414; 466), (Seckelmann and Brunzel, 2021b, p. 187). All three points are
symptomatic of information security: the general benefits of information security are
difficult to prove, which is why insufficient financial resources are often made available
(Seckelmann and Brunzel, 2021b, p. 191). In administrations, in particular, the importance
of information security is not recognised at the management level, as information security
is often equated with IT tasks (Seckelmann and Brunzel, 2021b, p. 189), (Sowa, 2017, p. 21),
(Borum et al., 2015, p. 318).

To ensure awareness at the management level at the start of an ISMS project, the process
model suggests in step 1 that an information security guideline be drawn up, objectives
defined and agreed with management and then communicated to employees and
stakeholders. The recording and monitoring of objectives are supported by selecting ready-
made catalogues from M24S (Figure 69).
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M24S
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Aims #
all - all - Aim-01
Aim-11 R0 Am-02
0
Aim-09 0
Aim-08 Al
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L] Aim Cat Status
Aim-01  Responsibility for information A-Kategorie completed
security
Aim-02  Adoption and Diffusion of an ISMS A-Kategorie in progress
Aim-03  Nomination of the CISO A-Kategorie completed
Aim-04  Information security policy A-Kategorie completed
10C
Aim-05  Employee sensitisation A-Kategorie in progress
Aim-06  Security concept A-Kategorie approval process
Aim-07  Identification of legal requirements A-Kategorie in planning

Figure 69: Step 01 - Policy and aims
12.2.1.2 Step 2: Employee awareness and training

Employees are a critical success factor in an information security concept. Employee
awareness, i.e. the degree of sensitisation to information security, is therefore an important
indicator (Weber et al., 2019, p. 19ff). BADA et al. identify five factors that improve the

effectiveness of security awareness campaigns: (Bada et al., 2014):

e Professional preparation and organisation

e Do not fuel employees' fears

e Targeted and realisable training content

e Continuously train new behaviours and provide feedback

o Consider cultural specificity and provide target group-specific training

WEBER et al. take up these factors and present a 2-phase model with a total of eight
activities for employee sensitisation (Weber et al., 2019, p. 21f). MOHANNADI et al. point out
that employee sensitisation should also be extended to IT employees to create sustainable

resilience in the organisation (Al-Mohannadi et al., 2018, p. 192).

The software and the process model developed in this work address the need to sensitise
employees and place this at the forefront of the process model. This is against the
background that even simple personnel measures help to improve information security in
an organisation before technical or organisational measures can be implemented with a

subsequent review of the degree of implementation.
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The M24S software enables users to plan and monitor training measures (Figure 70).
fraFX@AX0 00488
= Step 02: Training programme

Training programme

to# Training Measure . Status
o1 Training of the Information Security Officer (ISO) completed
02 Tool training completed
03 Technical training measures, e.g. configuration of the firewall in progress
04 IT service management training in progress
05 Target group-specific empl training, e.g. handl puters, Internet in planning

Figure 70: Step 02 - Training programme

12.2.2 Staff, Documentation, Project management

12.2.2.1 Step 3: Team building

The relevant literature assigns significant importance to the ISMS team (Sowa, 2017, p. 2),
(Rajivan and Cooke, 2017, p. 203ff), (Jajodia and Albanese, 2017, p. 30ff). SOWA provides an
overview of the tasks of the ISMS team and, at the same time, describes the team
composition and the expertise of the individual team members (Sowa, 2017, p. 26f).
SINLAPANUNTAKUL et al. identify three competencies that are required to perform
independent and collective actions that help to achieve team goals: Attitudes, Behaviours

and Knowledge.

Attitudes relate to how team members think about each other, what skills they have to fulfil
tasks and what contributions they make to the team (Keebler et al., 2022, p. 253), (Salas et
al., 2008, p. 906). Behaviours refer to how team members communicate, coordinate and
decide to achieve their goals (Keebler et al., 2022, p. 253). Knowledge refers to the
understanding of team members and strategies used to interpret information (Keebler et
al., 2022, p. 253).

Although team competencies are well studied, there is a gap between the available team
literature and the literature on cybersecurity teams (Simonson et al.,, 2020). Team
competencies and associated variables provide insight into the limitations of team training
currently used in cybersecurity. These limitations include the inability to effectively
measure certain competencies and variables in exercises or real-world situations, the lack
of variables identified and studied in current cybersecurity team research, and the lack of

validated instruments to measure these competencies.

The team building process is supported by M24S (Figure 71). Predefined roles can be

assigned to the individual users of the software. This ensures that all essential roles for the
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ISMS are assigned to the corresponding employees (Yoo et al., 2020). At the same time, the

graphic below serves as an essential information and communication tool.
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Figure 71: Step 03 - Team building

The requirement formulated above for measuring team competencies can be fulfilled with

the help of step 2 "Training programme" of the process model.

12.2.2.2 Step 4: Documentation tasks

Organisations introduce an ISMS to fulfil legal requirements, particularly the General Data
Protection Regulation (GDPR), and to protect sensitive information and information
structures. One requirement of ISMS is to ensure sufficient (IT) documentation (Kristin
Weber et al., 2020).

A significant challenge when using innovative technologies or operating complex IT
infrastructures is maintaining an overview of the entire system landscape, business
processes, workflows, resources, and risks in complex processes and infrastructures.
Appropriate documentation supports goal-orientated action, even in exceptional situations
(Reiss, 2018, p. 2).

The ISO 27001 standard defines "documented information" as information that needs to be
controlled and maintained by an organisation and the medium on whichitis contained (DIN
ISO/IEC 27000, 2016, p. 11). The (IT) documentation must support all areas of an

organisation and provide information for specific target groups (Reiss, 2018, p. 55).

Which part of the (IT) documentation is necessary for an organisation, and in which scope
is individual, depending on internal and external organisational conditions and the
respective security requirements? REIS and REIS divide the (IT) documentation into four

parts (Figure 72).
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IT-Documentation
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Figure 72: Step 04 - IT-Documentation

Operation documentation includes all documents relating to operational IT operations,
i.e., documents required for maintenance and troubleshooting. The Business Continuity
Management (BCM) documentation describes what to do in the event of an emergency to
avert damage to the organization and measures to quickly return to normal operations
during emergency operations (Reiss and Reiss, 2018, p. 245; Von Faber and Behnsen, 2018,
p. 211). The project documentation includes all documents that are created during the
project. The framework documents comprise all documents that set out guidelines that

are valid throughout the organization (Reiss, 2018, p. 55).

The process model requires the creation of appropriate documentation in step 4. The M24S
software supports the creation through corresponding template catalogues, which contain
the metadata of the necessary documents with a short description of the contents (Figure
73).
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Figure 73: Step 04 - Documentation tasks
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12.2.3 Operation

12.2.3.1 Step 5: IT-Service-Management-Processes

The so-called IT Infrastructure Library (ITIL) has been established in IT service management
(ITSM). ITIL is a collection of proven methods in ITSM and provides IT service managers with

guidelines on implementing professional IT service management (Ebel, 2021, p. 4).

This broad collection of methods is oversized for local authorities (Volker, 2012, p. 18). For
this reason, FitSM has become more widespread in recent years as a lightweight framework
for SMEs' IT service management (Rohrer and Séllner, 2017). However, in the context of
information security, it is sufficient for SMEs to focus on the following three IT services as a

first step:

e Maintenance (a predictable process that takes place regularly)
e Change (unpredictable process)

e Incident (unpredictable process due to a sudden event)

Step 5 of the process model focuses on this need for IT service management processes:
incident, maintenance and change management (Figure 74).
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Figure 74: Step 05 - Process Landscape

All processes modelled in M24S are summarised here in a process map, which serves as an

information and communication tool.
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12.2.3.2 Step 6: Modelling of Compliances, Processes and Applications

Steps 6 and 7 are used to model the information network. Firstly, the scope of the ISMS is
defined. Once this has been done, the relevant protection objects, such as processes,
applications, IT infrastructures and building,s are identified. The identified assets are
assigned relevant security measures (“BSI-Standard 200-1,” 2024, p. 10; “BSI-Standard
200-2: IT-Grundschutz Methodik,” 2024, p. 105). The organisation is responsible for
adapting the scope, including the identified assets, appointing those responsible and

implementing the measures (Pfeiffer and Seiffert, 2019, p. 25).

The information network can be modelled with the help of M24S. The figure below provides
an overview of the identified business processes within the scope (Section 2.1.3), (Figure
75In step 6, the assets compliance, ISMS processes, business processes and applications
are recorded and linked together. By connecting them, the need for protection is passed on
from the business processes to the applications and subsequently to the IT infrastructure.
The criticality of the business processes determines the protection requirements and the

desired level of information security (Liedtke, 2022, p. 19).

fruZX @A D04LdFE .
£ Step 06: Compliances, Processes and Applications M24S
Business Processes
all . T all - all . all
IEN-. | - Process Process type Measurements  Process details i C icati v/IC 1”1 V/A MTD

= Main-Busi M ©B2.200 Compound of processes  Jones [Mayor] A A A na
Processes-Map Aligemeine of the Organisatio..

an Prozesse @
CIsISt2 Vid

BP-01 Kernprozess HR Bertani [HR] ©BP-ota A A A T2h
© BP-01b
©BP-01c

8P-01a Supportprozess On-Boarding Bertani [HR] A A A T2h
O BP-01

BP-01b Supportprozess Change-Boarding Bertani [HR] A A A 24ah
O Br-01

BP-Otc Supportprozess Off-Boarding Myers [IT) A A A 24
Q8r-o1

BP-02 Kernprozess Finance Jones [Mayor] A A A na

BP-03 Kernprozess Communication Myers [IT) A A A na

Figure 75: Step 06 - Scope - Business Processes
12.2.3.3 Step 7: Modelling of IT-Infrastructure and Facilities

In principle, there is a free editing option in M24S. However, M24S also provides so-called

asset catalogues based on best practices for recording assets (Figure 76).

These asset catalogues contain both the assets and further information regarding the

necessary packages of measures for the respective asset. This ensures inexperienced
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users can access best practices and subsequently model an information network quickly
and easily (Liedtke, 2022, p. 203).

Step 07: Building management

M24S

Building Template Catalogue

Catalogue selection: Mustervorlagen Basis-Werte-Katalog Verwaltung ~

Asset list:

sis-Werte-Katalog Verwaltung

S0 27001:2022 Assatkatalog

Asset-Katalog Verwaltung Allgiu

8S1 Kommunal Asset

BSI Assots

Figure 76: Step 07 - Selecting an Asset from a Catalogue

After selecting the required assets and assigning the measures, M24S provides a
corresponding overview (Figure 77).

frRFXR@ARXODO0LEFE .

[J step 07: Building Management M24S

Building infrastructure

all - all
L Infrastructure Measurement Details Responsible Compound Location Amount Type
Building Williams [FM] © Main building[Typ: © University 1 Facility Management
infrastructure Gebiude] of Rostack
Main building ©B5.010 Building @ CISIS12V.1 Williams [FM] 1 Building
© INF.01 Building @ BSI 2023 (A-Basics) © Building
iB5.090 Building contractual matters @ infrastructure[Typ:
© Individual catalogue V1.1 Gebaudemanagement]
Offices Williams [FM] 25 Office
Server room Myers [IT] 2 Server room

Figure 77: Step 07 - Scope- Buildings

By using different template catalogues and catalogues of measures, M24S can be used to

model the respective ISMS according to different objectives:

e Provision of asset and measure catalogues to meet the requirements of CISIS12
e Provision of asset and measure catalogues to meet industry-specific requirements

e |ndividual adaptations to organisation-specific requirements

Regardless of this, both the process model and the software ensure that an ISMS project
can be started ‘small’ and the ISMS can grow step by step (Section 2.1.3). This removes

many of the obstacles to setting up an ISMS (Section 9.4.2).
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12.2.4 Risk Management
12.2.4.1 Step 8: Risk Management

Due to a lack of personnel and time, risk management is a major challenge for small
organisations (Hahn, 2020, p. 7). At the same time, SMEs face the same risks as large
organisations but are always more vulnerable due to their fewer resources (Alahmari and
Duncan, 2020, p. 2).

In the literature and relevant standards, risk management as a management process is
located at the management level of an organisation (Kénigs, 2017, p. 113), (Moses, 2024, p.
446). In contrast, risk management is the responsibility of the operational departments, as

otherwise, the principle of segregation of duties is not guaranteed (Kdnigs, 2017, p. 114).

How risk management should be organised depends on various factors such as size and
complexity, operational activities and risk exposure of the organisation as well as human
resources (Hunziker and Meissner, 2017, p. 31f). The performance of "information security"
is primarily characterised by information security risk management that is aligned with the

business strategy and objectives (Konigs, 2017, p. 174ff).

Small organisations such as local authorities often have a clear structure and can be
managed transparently. In this situation, a simple risk management process in the context
of information and cyber security that is integrated into the management structure and the

ISMS team is sufficient (Hunziker and Meissner, 2017, p. 32).

The integration of risk management into the process model and in M24S, as an intuitive
component, is a critical success factor. In the first step, M24S selects 1-n risks from a risk

catalogue for any asset, e.g. Physical Damage - Fire (Figure 78).
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Risk management .
Risk analysis
# Confidentialty Catalogue CIA  Likelihood Damage  Risk indicator
Main building o Physical Damage - Fire ISO/IEC 27005 Threats (english) A 1 3 3
-Annex C
02  Physical Damage - Water ISO/IEC 27005 Threats (english) A 1 1 1
damage -Annex C
13 Lossof essential services-Loss  ISO/IEC 27005 Threats (english) 1A 2 3
of power supply -Annex C
14 Loss of essential services - ISO/IEC 27005 Threats (english) 1A 3 4
Failure of telecommunication - Annex C
equipement
1
Risk indicator IRisk comment
jams[FM]  ~ 5 The risks identified are moderate
c 1A o and can therefore be accepted
No action plan is necessary.
However, the risks must be
assessed regularly.
Confidentiality
Integrity
. Acceptance -
Availability

Figure 78: Step 08 - Risk radar of an asset

In the second step, the risk assessment takes place by evaluating the probability of
occurrence and the damage for each risk. This can be done by the risk owner alone or as

part of a group dynamic process (Figure 79).

Once all the risks of an asset have been assessed, M24S determines a risk indicator for the
respective asset. Depending on the level of the risk indicator determined, a risk treatment
strategy can then be defined with a corresponding commentary (Figure 78). Here, too, the

focus should be on a group-dynamic decision-making process (Moses, 2024, p. 446).

Threats

Main building

H

o
>

<]
[

Figure 79: Step 09 - Risk assessment
12.2.4.2 Step 9: Gap-Analyses and Step 10: Planning and Implementation

Once the risk assessment has been completed, it is necessary to check the
implementation status of the modelled safety measures. M24S supports this evaluation
process (Figure 80). For the selected asset, you can check to what extent the requirement

has been implemented (left frame in Figure 80). Depending on the degree of
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implementation, implementation planning can be carried out on the right-hand side (the

right frame of Figure 80)

Actual-target comparison: Result Realisation planning

Main building . 5 1000

BS.010-M010
The list of buildings is basically available.
However, it must be made available to stakeholders for management decisions.

The organisation MUST draw up a list of the buildings within the scope.

30.06.2024 31.08.2024 yes

Alist of all buikdings, including the defined security areas, is available and will be updated.

Figure 80: Step 10 - Assessment of actual target

12.2.5 Performance Evaluation, Monitoring and Improvement

12.2.5.1 Step 11: Internal Audit

The primary purpose of audits is to demonstrate or verify conformity to a specific standard
(Kersten et al., 2013, p. 76). Conducting an audit is also a way of comparing an actual value
with a target value (Kersten et al., 2013, p. 75). Many measures need to be implemented,
particularly in the context of information security. This quantity can only be checked with
the help of regular spot checks using an internal audit (Hanschke, 20204, p. 18). The internal
audit, therefore, does not focus on the certification of conformity to a standard but rather
aims to compare the actual status of specific measures with a target value and to identify
the potential forimprovement (Kersten et al., 2013, p. 34). The internal audit is, therefore an

essential component of an ISMS (Hanschke and Schwarz, 2019, p. 217).

M24S supports creating and implementing an internal audit with the help of standardised

questions. The internal audit results are recorded in an audit report (Figure 81).

Quick-Check
University of Rostock

Date: 30.08.2024
Conducte by: Inernal Auior
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Figure 81: Step 11 - Audit report
12.2.5.2 Step 12: Revision

Setting up and establishing an ISMS is one side of the coin, whereby the aim is not to entirely
develop an ISMS as part of the first PDCA cycle. The system-inherent further development
occurs as part of further runs of the PDCA cycle (Liedtke, 2022, p. 131). The focus is not just
on implementing appropriate security measures or updating documents. The ISMS process
itself must be regularly checked for effectiveness and efficiency. This control task should
be carried out regularly by the management level and documented through a management
review (“BSI-Standard 200-2: IT-Grundschutz Methodik,” 2024, p. 131).

The necessary information is generated as part of the processing of the 11 steps and
provided to the stakeholders by M24S as an information and communication tool in the

form of a dashboard (Figure 82), (Figure 83).
fraFX@ARX0OD0O L8, E .
il Step 12: Results and Revision

Results

Revision dates:

31.12.2023 3112.2023 31.12.2023 3112.2023
31.12.2023 3112.2023 3112.2023 3112.2023

3.12.2023 31.12.2023 31.12.2023 3112.2023
Degree of implementation or maturity in %

 Compliance: Management-Processes: Business-Processes: Applications: IT-Infrastructure: Facilities:

Figure 82: Step 12 - Status quo of the implementation of security measures

The management level needs information in a target group-specific form about the status
quo of the ISMS and current decision-making and action requirements to make the right
decisions when controlling and steering information security processes (Hanschke, 2020a,

p.73).

The balanced scorecard (BSC) with corresponding KPls provides an optimal foundation for
decision-making processes at the management level to determine how effectively and
profitably the measures or investments meet the organisation's overarching objectives
(Kaplan, 1999; Onwubiko and Onwubiko, 2019). The figure below provides an insight into
possible KPIs (Figure 82).
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Figure 83: Step 12 - Samples of KPIs of the ISMS

12.3 Summary

With the help of M24S, the twelve steps of the process model are covered, and the user is
supported step by step in setting up the ISMS. At the same time, using different catalogues
of measures makes it possible to design the ISMS polymorphically. This ensures that the
established ISMS can be further developed in different directions, such as ISO 27001 or BSI,

orin a hybrid form.
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PART D - SUMMARY

Believe you can and you’re halfway there.

Theodore Roosevelt

The last part of the thesis summarizes the results and provides implications for science and
practice. Furthermore, it lists the theoretical and practical implications, the applicable

limitations and the need for further research.
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13 Summary and Outlook

13.1 Discussion the Results

Information security is a significant challenge for small local authorities. However,
information security is not one of the core tasks of an administration. Itis cost-intensive and

places particular demands on staff.

This work is dedicated to this exciting topic, both in practice and science, and thus develops

a fundamental understanding of this field of research.

Previous research on information security in the public sector in general and in local
government, in particular, has only shed light on partial aspects, such as training and
awareness-raising measures or technical security measures. Different requirements are
examined in the literature. However, a comprehensive picture of the research area is not

drawn.

To address this research gap, various research questions were posed at the beginning of the
research project and analysed using multiple scientific methods within the work of this
dissertation. The design science approach (DSR) as a research paradigm flanked the
research work. This allowed the research problem described in Section "1.1 Problem
Definition and Motivation " to be examined more thoroughly. Using the DSR approach,

various artefacts were developed and evaluated in this thesis.

The principles described by HEVNER et al. and their application are briefly described below:

e Problemrelevance
The lack of a process model for setting up and establishing an information security
management system could be derived from the literature. Although solutions exist,
they cannot be used without a corresponding revision and adaptation to the
requirements of the research domain. However, no specific guidelines address the
implementation of an ISMS in a small local authority. The results from the analysis
of audit reports underpin the lack of a framework and procedure model. This thesis
addresses precisely this point and shows how the research problem can be solved
with the help of the developed process model and policy framework.

e Design as an artefact
In addition to a process model, a catalogue of measures and a policy framework
were developed as a solution approach. The process model is supported by
specially designed software.

o Design evaluation
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From the beginning of the research model, the development of the process model
and the software were driven forward in parallel. The prototype process model and
the supporting software were subjected to initial laboratory tests to demonstrate
their functionality. Subsequently, the evaluation was carried out through field
experiments at 24 local governments. From the test under natural conditions,
corresponding implications could be derived, and insights could be gained. Despite
time and technical and organisational complexity, the field experiments were
successfully carried out. This cleared the high hurdle of convincing several local
governments to implement an ISMS under scientific supervision. As a result, it was
shown that the artefacts have the potential to positively influence the structure of
an ISMS.

e Research contribution
In this thesis, the need for research in the development of a process model and its
implementation in municipal practice is identified. In addition to the fundamental
problem of the willingness of the management level to address the topic of
information security, the present work provides a foundation for the holistic
treatment of information security management topics.

e Researchrigour
Proven methods and constructs from the knowledge base were used to develop the
artefacts. These include the methods of TOGAF, as well as the requirements of the
BSI Compendium and the requirements of the ISO 27000 family of standards.

e Design as a search process
The consistent use of established and open standards ensures the application and
further development of the artefacts. The process model, the software, the policy
specifications, and the catalogue of measures are further developed from an
optimization point of view, and the results are passed on directly to the user via the
SaaS platform.

e Communication of research
The work addresses different target groups. First and foremost, the CISO of an
organization is to be addressed. To the same extent, however, the management level
of an organization should also be sensitized to the topic. On the one hand, the
specifics of the local government, obstacles and success factors are presented,
and on the other hand, details on the implementation of an ISMS are presented. To
communicate the results, the development and evaluation processes of the
artefacts were presented accordingly. In addition, selected aspects of the present
artefacts were presented at research conferences. Feedback from the 24 test

subjects was also considered in the Design Science Research cycles.
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13.2 Theoretical Implications

There has been a gap in previous research regarding a fundamental work on establishing

information security management, especially in small local governments (Section 1,4.3.1).

This thesis has taken up this need and examined the research area of local government and

information security from different perspectives (Section 2).

As a result, a procedural model for the research domain of local government was
developed, evaluated and presented (Section 4-10). This provided an overall understanding

of the conditions and design of the structure of an ISMS in a local government.

Furtherresearch can build upon this procedural model and either refine it or apply it to other
research contexts. The findings and results can be used in many ways (Section 4.3.2). For
example, the data from the modelled IT networks, including the measures used, can be
evaluated regarding their benefits and resilience to threats to derive statements for the
organisation's future resilience or the measures' sustainable resilience. It is precisely this
possibility of making the existing data usable for further evaluation by transferring it to a
data warehouse that could enable conclusions to be drawn from the past to the future,

which could be very interesting from the point of view of cybersecurity research.

Furthermore, many factors were identified in the study that harm the establishment of an
ISMS (Section 9.4.2). Some of these disruptive factors could be eliminated with the present
work. For behavioural and personnel research, topics such as employee sensitization or

organizational behaviour could be of further interest.

In total, 24 field experiments were carried out in local governments of different sizes
(Section 6.5). The experiments provided insights into the natural effect of the developed
artefacts on local governments for the first time. However, the findings from the
experiments can also be transferred to small and medium-sized companies whose core
business is not information security. It can be assumed that the implementation of the
process model achieves similar results for SMEs as in the experiments carried out.
However, the effectiveness may also vary due to different personnel, financial and

organizational conditions.

By using the process model by organizations of different sizes and thus different framework
conditions, it could be shown that various organizations use the artefacts developed for the
construction of an ISMS in the same way but that the respective personnel, financial and
organizational framework conditions still have an impact on the duration of the project or
the sustainability of the further implementation. These findings can be used to understand
user behaviour better and to research it even further in the future, thus further strengthening

resilience.

Itis also interesting for science to note that the developed artefacts only achieve the desired
effect with a suitable driver (Section 11). Implementing such a project requires external

support from a consultant or a responsible person appointed by the organization's
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management level, the so-called Chief of Information Security Officer (CISO). The

importance of the CISO was accordingly emphasized in this work.

At the same time, the framework parameters of public administration were presented for
further research. In particular, behavioural parameters must be considered in order to

successfully implement an ISMS project in local governments (Section 2.5).

The results of this work can also be used to further work on the research map in the field of
information security in local governments. During the development of the process model, it
was possible to show how experts deal with the process model and the software and what

effects can be achieved with it (Section 4.3.7).

13.3 Practical Implications

Any administration can benefit from the results of this work. With the help of the developed
procedural model, experts can gain a basic understanding of the structure and

establishment of an ISMS in a local government.

24 field experiments were carried out in local governments of different sizes. These results
can be used to help other local governments get started with information security

management.

The cooperation with the 24 municipalities has provided many insights into the municipal
landscape. It also quickly became clear that many mayors avoid the sensitive information
security topic. Many mayors and members of the management level of local governments
were convinced to take up the topic of information security as part of this research work. As
a result, the number of local governments that work successfully with the process model
has risen to over 250 clients (Section 4.3.6, Status as of August 2024). This made it possible

to prove the process model's and the software's functionality.

With the help of these clients and also the existing data, evaluations can be carried out with
the help of data warehouse tools to design prediction processes (Section 4.3.5). This allows
new measures to be developed and delivered through the SaaS applications that can better
withstand future threats, thereby maintaining the resilience of the individual organization in

the long term.

While the prototype of the process model and the software were still tested in the
laboratory, the field experiments were all carried out under natural conditions. This
distinguishes the results of this work and the associated possibilities of use in practice from
those of other works. The findings were acquired under natural conditions. In addition, the
24 subjects were supervised for several years (2019-2023) and thus achieved a higher
validity and are therefore more transmissible than would be possible through pure

laboratory experiments (Section 4.3.4).
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In addition, both the clients who have been working with the process model for a long time
and the "new" organizations that have only recently started working with the process model
were surveyed, and the results of these two groups were compared. This made it possible
to create implications integrated into both the process model and the software via the

iterative development process (Section 4.3.4).

Furthermore, it could be shown that with the help of a process model adapted to the local
government's requirements, the management level's and the employees' willingness to
introduce an ISMS of their own accord is growing (Section 4.3.4). The process model
presented, and the software application significantly contribute to the last point. On the
one hand, this is due to the intuitive operation of the application. On the other hand, the
process model makes it possible to implement the philosophy ‘Think big, start small and
grow step by step’. This means that small local authorities can approach the topic of
information security step by step, taking into account the organisational, technical,

personnel and financial parameters that apply there.

The practical reader of this thesis can use the findings to gain a basic understanding of the
implementation of an ISMS and thus make his organization more resilient against threats
from cyberspace. Atthe same time, an ISMS can achieve further economies of scale related

to efficient and effective IT operations.

As with the theoretical implications, appointing an appropriate person to lead the overall
project is a crucial success factor for the practical implications (Section 11). Against this
background, this thesis should also make it clear to the reader that not only a process
model and a tool contribute to a project's success but also the right team. Without a team
and appropriate management attention, establishing an information security management

system remains a Sisyphean task, even in small organizations.

13.4 Limitations

Like any scientific work, this dissertation is also subject to various limitations. In the

following, the limitations applicable to the present work and publications are described.

First, it should be noted that all literature searches were indexed with special search terms.
Although additional forward and backward searches have been performed, it is possible
that relevant literature has not been identified. The categorization of literature, as well as
the coding of the case studies and expert interviews, was secured by appropriate "cross-

check" methods to avoid misinterpretations.

All expert interviews, surveys and evaluations in the context of this thesis were conducted
with German-speaking persons from administrations. The literature used is mainly from the
Anglo-Saxon language area. A generalization at the international level is, therefore only

partially given. Nevertheless, there is a corresponding need to catch up in the German-
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speaking world. This is probably because the "small local governments" research field is

unattractive.

In developing the process model, the qualitative studies mainly looked at small to medium-
sized local governments and could not reach all available experts. Expanding the group of
experts to include medium-sized to large local governments could have further exciting

implications.

Although the researchis in small local governments, some SMEs are now using the process
model, including the software. Also, expanding the circle of experts for further research

could be helpful.

Finally, several areas were ignored in the context of the research contributions, as they
would have gone beyond the scope of this dissertation and were not the focus of
consideration. In information security, socio-technical topics such as management
attention and employee behaviour should be analyzed through behaviour-oriented

research.

13.5 Future Work

Future research should continue to move in this exciting research area, "Information
Security in Local Governments," and take up starting points of the limitations described, as

the research field is constantly gaining importance.

On the one hand, the process model and the software could be evaluated with further
catalogues of measures. This would also make it possible to continue research in other

countries.

The results of the evaluations and field experiments carried out could be extended primarily
to large administrative organisations. In this way, differences and overlaps could be

identified and opened to both research areas.

Future research should also look at how vulnerability analysis can be used to develop more
individual security measures through data warehouses or Al and make them available to

organizations on time.

A further significant need for research is seen in the research field of organisational
behaviour. In addition to a simple and intuitive process model and other tools, the
motivation effects must be targeted at the management level. Especially in small local

governments, there is a lack of appropriate methods.
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APPENDIX

The best way to predict your future is to create it.

Abraham Lincoln

The appendix contains the catalogue of security measures used with the process model

and the software. The bibliography is also included.
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A.1 CISIS12-Framework

The "Bavarian IT Security Cluster e.V." provides now the framework as well as the catalogue

of measures.

Follow the link https://cisis12.de/cisis12-dokumente/ for further information.
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A.2 CISIS12-Baustein-MaBnahmen-Katalog (deutsch)

Baustein | Baustein-Bezeichnung Ziel

-Nr

B1.010 Complianceanforderungen Die Organisation leitet aus vertraglichen,
rechtlichen, strukturellen und internen
Richtlinien und Vorgaben entsprechende
SicherheitsmaBnahmen ab.

B2.010 Gesamtverantwortung Die Gesamtverantwortung und Rollen fur das
Informationssicherheitsmanagement sind
festgelegt.

B2.020 Sicherheitsziele und -strategie Die Sicherheitsziele und Sicherheitsstrategie
sind seitens der Leitungsebene fixiert.

B2.030 Informationssicherheitsleitlinie Eine Informationssicherheitsrichtlinie ist
erstellt und angemessen publiziert.

B2.040 Interne Der Informationssicherheitsbeauftragte ist

Informationssicherheitsbeauftragte | benannt und ist Uber seine Aufgaben, Rechte
und Pflichten informiert.

B2.050 Externe Der externe

Informationssicherheitsbeauftragte | Informationssicherheitsbeauftragte ist
benannt und ist Uber seine Aufgaben, Rechte
und Pflichten informiert. Ferner sind
Regelungen bzgl. Weisungsrechte vereinbart.

B2.060 Aufbau einer Eine angemessene Sicherheitsorganisation

Sicherheitsorganisation ist aufgebaut.

B2.070 Einbindung der Beschaftigten in Die Mitarbeiter sind in die Ablaufe und

den ISMS-Prozess Informationssicherheitsprozesse
eingebunden.

B2.080 Einbindung der Die Organisation berucksichtigt bei

Informationssicherheitin die samtlichen Ablaufen und Prozessen die

Ablaufe und Prozesse der Informationssicherheit.

Organisation

B2.090 Erstellung eines Ein fur die Organisation angemessenes

Sicherheitskonzepts Sicherheitskonzept ist erstellt.

B2.100 Aufrechterhaltung der Es wurde ein Prozess zur Aufrechterhaltung

Informationssicherheit der Informationssicherheit aufgebaut.

B2.110 Information der Leitungsebene mit Es ist sichergestellt, dass die Leitungsebene

Hilfe von Managementberichten regelmaBig Uber den aktuellen Status der

bzgl. der Informationssicherheit Informationssicherheit informiert wird.

B2.120 Dokumentation der Die Dokumentationsaufgabe wird durch die

Informationssicherheit und des Organisation wahrgenommen. Gleichzeitig

damit verbundenen erstellt die Organisation entsprechende

Sicherheitsprozesses Nachweise bzgl. der Umsetzung der
Sicherheitsprozesse.

B2.130 Aufgaben der Organisation Die Aufgaben der Organisation sind
entsprechenden Verantwortungstragern
zugewiesen.

B2.140 Personalsicherheit Es ist sichergestellt, dass das Personalin den
Sicherheitsprozess integriert wird, sich seiner
Verantwortung bewusst ist und Regelungen
bei Ende der Beschaftigung bestehen.

B2.150 Berechtigungsmanagement Die Organisation hat sichergestellt, dass der
Zugang, Zutritt und Zugriff zu Lokationen,
Gebauden, Systemen, Anwendungen und
Daten durch angemessene MaBBnahmen
gesichert bzw. berechtigt ist.
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Baustein
-Nr

Baustein-Bezeichnung

Ziel

B2.160

Risikomanagement

Es wurde ein Prozess zu ldentifikation,
Bewertung und Behandlung von Risiken in der
Organisation aufgebaut und etabliert.

B2.170

Notfallmanagement

Die zur Aufrechterhaltung der
Informationssicherheit notwendigen
Prozesse wurden in das Notfallmanagement
der Organisation integriert.

B2.180

Projektmanagement

Die Umsetzung des
Informationssicherheitsmanagementsystems
wurde als Projekt realisiert.

B2.190

IT-Servicemanagementprozesse

Die Organisation hat sichergestellt, dass das
IT-Servicemanagement angemessene in die
Organisation und deren IT-Prozesse
eingebunden ist.

B2.200

Allgemeine Anforderungen an
Prozesse

Die allgemeinen Anforderungen an Prozesse
werden von der Organisation umgesetzt.

B2.210

Verwaltung der Werte

Die Organisation hat die wesentlichen Werte
der Organisation identifiziert und
entsprechende Verantwortliche zu deren
Schutz bestimmt.

B2.220

Informationsklassifizierung

Es ist sichergestellt, dass fur Informationen
ein angemessenes Schutzniveau ermittelt
wurde und Informationen entsprechend
klassifiziert sind.

B2.230

Dokumentationsprozess und
Dokumentlenkung

Der gesamte Informationssicherheitsprozess
ist dokumentiert und entsprechend gelenkt.

B2.240

Administrationssaufgaben

Die administrativen Aufgaben sind
entsprechenden Verantwortlichen
zugewiesen.

B2.250

Patch- und Anderungsmanagement

Der ordnungsgemaBe und sichere Betrieb von
Systemen und Anwendungen ist durch
regelmaBige Updates sichergestellt.

B2.260

Virenschutz

Systeme, Anwendungen und Daten sind vor
Schadsoftware angemessen geschutzt.

B2.270

Datensicherung

Die Organisation stellt sicher, dass Daten vor
Verlust geschuitzt sind.

B2.280

Datenschutz

Die Einhaltung von rechtlichen Vorgaben
insbesondere von (personenbezogenen)
Daten ist sichergestellt.

B2.290

Kryptografische MaBnahmen

Es werden angemessene und wirksame
kryptografische Verfahren zum Schutz der
Vertraulichkeit und Integritat von Daten in der
Organisation eingesetzt.

B2.300

Outsourcing (Nutzung)

Das Outsourcing von Diensten oder
Anwendungen ist sowohl technisch als auch
organisatorisch und rechtlich abgesichert.

B2.310

Nutzung von Cloud-Diensten

Die Nutzung von Cloud-Diensten ist mit
entsprechenden MaBnahmen sowohl
technisch als auch organisatorisch und
rechtlich abgesichert.

B2.320

Loschen und Vernichtung

Die sichere Vernichtung von Daten und
Datentragern ist durch angemessene
MaBnahmen sichergestellt.
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Baustein
-Nr

Baustein-Bezeichnung

Ziel

B2.330

Fernwartung

Fernwartungszugriffe bzw. -zugange sind
durch geeignete technische MaBnahmen
abgesichert, so dass zu keinem Zeitpunkt
eine Gefahr fur die Organisation, deren
Systeme, Anwendungen oder Daten besteht.

B2.340

Telearbeit

Es ist sichergestellt, dass sowohl fir die
Telearbeit als auch der Nutzung von mobilen
Endgeraten die Informationssicherheit
bericksichtigt und eingehalten wird.

B2.350

Home-Office

Das Home-Office erfullt die Anforderungen
der Informationssicherheit und rechtlicher
Rahmenbedingungen.

B2.360

Softwareentwicklung

Bei der Softwareentwicklung werden
einerseits die Informationssicherheit im
Entwicklungsprozess berlcksichtigt als auch
andererseits die Vorgaben der EU-DSGVO
(privacy by design und privacy bei default).

B2.370

Lieferantenmanagement

Die Organisation stellt sicher, dass sich
Lieferantenbeziehungen nicht negativ auf die
Informationssicherheit auswirken.

B2.380

Handhabungvon
Sicherheitsvorfallen

Es ist ein Prozess fur die Handhabung von
Informationssicherheitsvorfallen
einschlieBlich einer Benachrichtigung von
interessierten Parteien etabliert und
kommuniziert.

B2.390

Interne und externe Audits

Der Status des
Informationssicherheitsmanagementsystem
e wird in regelmaBigen Abstanden lUberpruft.

B3.010

Allgemeine Anforderungen an
Anwendungen

Die allgemeinen Anforderungen an
Anwendungen werden von der Organisation
umgesetzt.

B3.020

Virtualisierungsplattformen

Virtualisierungsplattformen werden als Basis
flr andere Systeme sicher betrieben.

B3.030

Datenbankanwendungen

Der sichere Betrieb von
Datenbankanwendungen ist sichergestellt.

B3.040

Kommunikationssysteme (E-Mail-
Server, Groupware)

Kommunikationssysteme werden sicher
betrieben und sind entsprechend
abgesichert.

B3.050

Verzeichnisdienst

Zentrale Dienste werden sicher betrieben.

B3.060

Nutzung von
Dokumentenmanagementsysteme
n

Die Nutzung von
Dokumentenmanagementsystemen
entspricht sicherheitstechnischen Vorgaben
und die Integritat und Vertraulichkeit der
darin gespeicherten Daten ist sichergesellt
sowie die Verfugbarkeit per se.

B3.070

Nutzung von Webanwendungen

Die Nutzung von Webanwendungen ist durch
angemessene technische und
organisatorische MaBnahmen abgesichert
und die mit der Webanwendung
verarbeitenden Daten in Sachen Integritat
und Vertraulichkeit geschutzt.

B3.080

Geschaftsanwendungen

Die Organisation hat sichergestellt, dass
Geschaftsanwendungen sicher betrieben
werden und informationstechnische und




APPENDIX

224

Baustein
-Nr

Baustein-Bezeichnung

Ziel

rechtliche Vorgaben in Bezug auf die
Datenverarbeitung eingehalten werden.

B3.090

Burokommunikationsanwendung

(Office)

Es ist sichergestellt, dass
Blrokommunikationssysteme sicher
betrieben werden und die rechtlichen
Anforderungen bzgl. des Betriebes
beriucksichtigt werden.

B3.100

Betriebssysteme (Client und Server)

Die Organisation stellt sicher, dass
Betriebssysteme durch entsprechende
Prozesse aktuell und sicher gehalten werden.

B3.110

Web- und Videokonferenzsysteme

Die Nutzung von Web- und
Videokonferenzsystemen ist nach rechtlichen
und sicherheitstechnischen Vorgaben
abgesichert.

B3.120

Zugangs- und Zutrittssysteme

Der unbefugte Zutritt zu Sicherheitsbereichen
ist sichergestellt.

B3.130

Nutzung von Cloud-Storage

Die Nutzung von Cloud-Storage ist sowohl
rechtlich als auch
informationssicherheitstechnisch bzw.
organisatorisch abgesichert.

B3.140

MDM

Die Informationssicherheit ist flr mobile
Endgerate sichergestellt.

B3.150

VolP

Beim Einsatz von VolP werden
sicherheitstechnische Rahmenparameter
bericksichtigt.

B3.160

Telefonanlage VoIP (PBX)
ausgelagert

Die Nutzung von ausgelagerten
Telekommunikationsservices sind sowohl
rechtlich als auch
informationssicherheitstechnisch durch
angemessene MaBnahmen abgesichert.

B4.010

Allgemeiner Server

Der allgemeine Betrieb von
Serverinfrastrukturen ist durch geeignete
MaBnahmen abgesichert.

B4.020

Server (physikalisch)

Die Betriebssicherheit als auch die
Informationssicherheit ist flr Server
sichergestellt.

B4.030

Server fur
Virtualisierungsplattformen

Die Betriebssicherheit als auch die
Informationssicherheit ist flr zentrale
Virtualisierungsplattformen sichergestellt.

B4.040

Server (virtuell)

Der Betrieb von virtuellen Servern auf
Virtualisierungsplattformen ist durch
geeignete MaBnahmen sichergestellt.

B4.050

Terminalserver

Der sichere Betrieb von Terminalservern ist
sichergestellt.

B4.060

Linux Server

Der sichere Betrieb von Linux-Servern ist
sichergestellt.

B4.070

Datenbankserver

Der Bereitstellung von Daten von
Datenbankservern fur andere Anwendungen
oder Server ist sichergestellt.

B4.080

Client (Allgemein)

Die Betriebsbereitschaft von Clients ist
sichergestellt.

B4.090

Laptop / Notebook

Die Betriebsbereitschaft von Notebooks ist
sichergestellt.
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Baustein-Bezeichnung
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B4.100

Netz- und Systemmanagement

Die Organisation stellt die Administration des
Netzwerkes und der damit verbundenen
Komponenten sicher.

B4.110

Firewallsysteme

Systeme, Anwendungen und Daten sind vor
Schadsoftware geschutzt.

B4.120

Router und Switches

Der sichere Betrieb von aktiven
Netzkomponenten ist durch technische und
organisatorische MaBnahmen sichergestellt.

B4.130

LAN

Der Schutz von Daten in Netzwerken und den
damit verbundenen Komponenten ist
sichergestellt.

B4.140

WLAN

Der Schutz von Daten in Funknetzwerken und
den damit verbundenen Komponenten ist
durch angemessene technische und
organisatorische MaBnahmen sichergestellt.

B4.150

VPN

Die Kommunikation zwischen den zentralen
Systemen und Systemen auBerhalb der
Organisation ist durch geeignete
Netzkopplungselemente geschutzt.

B4.160

Speichersysteme

Der Betrieb und Schutz von zentralen
Speichersystemen und damit verbundenen
Komponenten ist sichergestellt.

B4.170

TK-Anlage (physisch, virtuell)

Die Betriebsbereitschaft der TK-Anlage ist
sichergestellt.

B4.180

Druck- und Multifunktionsgerate

Die Betriebsbereitschaft von Druck- und
Multifunktionsgeraten ist sowohl durch
technische als auch organisatorische
MaBnahmen sichergestellt.

B4.190

Mobilgerate

Der sichere Betrieb und die sichere Nutzung
von Mobilgeraten ist gewahrleistet.

B4.200

Fax-Gerate

Die Organisation stellt sicher, dass Fax-
Gerate sicher betrieben und genutzt werden.

B4.210

Fax-Server

Die Nutzung von Fax-Servern ist durch
angemessene technische und
organisatorische MaBnahmen sichergestellt.

B4.220

Legacy-Systeme

Die Organisation stellt sicher, dass Legacy-
Systeme sicher weiter betrieben oder inkl.
der Datenbestande migriert werden.

B5.010

Gebaude

Der unbefugte Zutritt zu Gebaudeteilen als
auch die Gebaude selbst sind angemessenen
geschutzt.

B5.020

Allgemeine Raume

Buros und sonstige Infrastrukturen der
Organisation sind gegen unbefugten Zutritt
und Zugang geschutzt.

B5.030

BlUroraume

Die Buroraume verfugen uber die
notwendigen Sicherheitseinrichtungen.

B5.040

Funktionsraum (Schulung,
Besprechung)

Besondere Infrastrukturen der Organisation
sind gegen unbefugten Zutritt und Zugang
geschutzt.

B5.050

Serverraum

Besondere Infrastrukturen der Organisation
sind gegen unbefugten Zutritt und Zugang
geschutzt.

B5.060

Infrastrukturraum

Besondere Infrastrukturen der Organisation
sind gegen unbefugten Zutritt und Zugang
geschutzt.
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Baustein | Baustein-Bezeichnung Ziel

-Nr

B5.070 Mobiler Arbeitsplatz Mobile Arbeitsplatze erflillen die
Anforderungen der Informationssicherheit.

B5.080 Home-Office Home-Office-Arbeitsplatze erflillen ein
MindestmaRB an Sicherheit.

B5.090 Archivraum Besondere Infrastrukturen der Organisation
sind gegen unbefugten Zutritt und Zugang
geschutzt.

iBX.XYZ Individuelle Bausteine Individuelle bzw. zusatzliche Bausteine sind
von der Organisation erstellt und werden
angewendet.
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A.3 CISIS12-Catalogue of Modules and Measurements (english)

Module-Nr Module Aim

B1.010 Compliance Requirements The organization derives appropriate security
measures from contractual, legal, structural and
internal guidelines and specifications.

B2.010 Responsibility Overall responsibilities and roles for information
security management are defined.

B2.020 Security Objectives and The security goals and security strategy are fixed

Strategy by the management level.
B2.030 Information Security An information security guideline has been drawn
Guideline up and appropriately published.

B2.040 Information Security Officer The information security officer is appointed and
is informed about his duties, rights and
obligations.

B2.050 External Information Security | The external information security officer is

Officer appointed and is informed about his duties, rights
and obligations. In addition, regulations regarding
the right to issue instructions have been agreed.

B2.060 Establishment of a security An appropriate security organization is in place.

organization

B2.070 Involvement of employees in | Employees are involved in the procedures and

the ISMS process information security processes.

B2.080 Integration of information The organization takes information security into

security into the procedures accountin all procedures and processes.
and processes of the
organization

B2.090 Creation of a security A security concept that is appropriate for the

concept organization has been drawn up.

B2.100 Maintaining information A process for maintaining information security

security has been established.
B2.110 Informing the management Itis ensured that the management level is
level with the help of regularly informed about the current status of
management reports information security.
regarding information
security

B2.120 Documentation of The documentation task is carried out by the
information security and the organization. At the same time, the organization
associated security process prepares appropriate evidence regarding the

implementation of security processes.

B2.130 Tasks of the organization The tasks of the organization are assigned to
appropriate responsible persons.

B2.140 Personnel security It is ensured that staff are integrated into the
safety process, are aware of their responsibilities
and that regulations are in place at the end of
employment.

B2.150 Authorization Management The organization has ensured that access to
locations, buildings, systems, applications, and
data is secured or authorized by appropriate
measures.

B2.160 Risk Management A process for identifying, assessing and dealing
with risks in the organization was established.

B2.170 Business Continuity The processes necessary to maintain information

Management

security have been integrated into the
organization's emergency management.
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Module-Nr Module Aim

B2.180 Project Management The implementation of the information security
management system was realized as a project.

B2.190 IT Service Management The organization has ensured that IT service

Processes management is appropriately integrated into the
organization and its IT processes.

B2.200 General requirements for The general requirements for processes are

processes implemented by the organization.

B2.210 Asset Management The organization has identified the organization's
core values and designated appropriate leaders
to protect them.

B2.220 Information Classification Itis ensured that an adequate level of protection
has been identified for information and that
information is classified accordingly.

B2.230 Documentation process and | The entire information security process is

Document Control documented and managed accordingly.

B2.240 Administrative tasks The administrative tasks are assigned to the
appropriate responsible persons.

B2.250 Patch and Change The proper and secure operation of systems and

Management applications is ensured by regular updates.

B2.260 Virus protection Systems, applications, and data are adequately
protected against malware.

B2.270 Backup The organization ensures that data is protected
from loss.

B2.280 Data Protection Compliance with legal requirements, in particular
with regard to (personal) data, is ensured.

B2.290 Cryptographic measures Appropriate and effective cryptographic
procedures are used to protect the confidentiality
and integrity of data in the organization.

B2.300 Outsourcing (Use) The outsourcing of services or applications is
technically as well as organizationally and legally
secured.

B2.310 Use of cloud services The use of cloud services is technically as well as
organizationally and legally secured with
appropriate measures.

B2.320 Deletion and destruction The secure destruction of data and data carriers
is ensured by appropriate measures.

B2.330 Remote maintenance Remote maintenance access is secured by
appropriate technical measures, so that there is
no danger to the organization, its systems,
applications or data at any time.

B2.340 Telecommuting Itis ensured that information security is taken
into account and complied with both for
teleworking and the use of mobile devices.

B2.350 Home-Office The home office meets the requirements of
information security and legal framework
conditions.

B2.360 Software development In software development, information security is
taken into account in the development process
on the one hand, and the requirements of the EU
GDPR (privacy by design and privacy by default)
on the other).

B2.370 Supplier management The organization ensures that supplier

relationships do not negatively impact
information security.
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Module-Nr Module Aim

B2.380 Security Incident Handling Itis established and communicated a process for
handling information security incidents including
notification of interested parties.

B2.390 Internal and external audits The status of the information security
management system is reviewed at regular
intervals.

B3.010 General Application The general requirements for applications are

Requirements implemented by the organization.

B3.020 Virtualization Platforms Virtualization platforms are operated securely as
the basis for other systems.

B3.030 Database Applications The secure operation of database applications is
ensured.

B3.040 Communications (E-Mail- Communication systems are operated securely

Server, Groupware) and are correspondingly secured.
B3.050 Directory service Central services are operated securely.
B3.060 Use of document The use of document management systems
management systems complies with security requirements and the
integrity and confidentiality of the data stored in
them is ensured, as well as the availability.

B3.070 Use of web applications The use of web applications is secured by
appropriate technical and organizational
measures and the data processed with the web
application is protected in terms of integrity and
confidentiality.

B3.080 Business Applications The organization has ensured that business
applications are operated securely and that
information technology and legal requirements
regarding data processing are complied with.

B3.090 Office communication Itis ensured that office communication systems

application (Office) are operated securely and that the legal
requirements regarding operation are taken into
account.

B3.100 Operating systems (Client The organization ensures that operating systems

and Server) are kept up-to-date and secure through
appropriate processes.

B3.110 Web & Video Conferencing The use of web and video conferencing systems

Systems is secured in accordance with legal and security
requirements.

B3.120 Access Systems Unauthorized access to security restricted areas
is ensured.

B3.130 Leveraging Cloud Storage The use of cloud storage is secured both legally
and in terms of information security and
organization.

B3.140 MDM Information security is ensured for mobile
devices.

B3.150 VolP When using VolIP, safety-related framework
parameters are taken into account.

B3.160 VolP (PBX) The use of outsourced telecommunications
services is secured by appropriate measures,
both legally and in terms of information security.

B4.010 Server The general operation of server infrastructures is
secured by appropriate measures.

B4.020 Server (physical) Operational security as well as information

security is ensured for servers.
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B4.030 Server for Virtualization Operational security as well as information

Platforms security is ensured for central virtualization
platforms.

B4.040 Server (virtuell) The operation of virtual servers on virtualization
platforms is ensured by appropriate measures.

B4.050 Terminal server The secure operation of terminal servers is
ensured.

B4.060 Linux Server The secure operation of Linux servers is ensured.

B4.070 Database server The provision of data from database servers to
other applications or servers is ensured.

B4.080 Client The operational readiness of clients is ensured.

B4.090 Laptop / Notebook The operational readiness of notebooks is
ensured.

B4.100 Network and system The organization ensures the administration of

management the network and the associated components.

B4.110 Firewall systems Systems, applications and data are protected
from malware.

B4.120 Router and Switches The safe operation of active network components
is ensured by technical and organizational
measures.

B4.130 LAN The protection of data in networks and the
associated components is ensured.

B4.140 WLAN The protection of data in wireless networks and
the associated components is ensured by
appropriate technical and organizational
measures.

B4.150 VPN Communication between the central systems
and systems outside the organization is
protected by appropriate network
interconnection elements.

B4.160 Storage The operation and protection of central storage
systems and associated components is ensured.

B4.170 PBX (physical, virtual) The operational readiness of the PBX is ensured.

B4.180 Printing & Multifunction The operational readiness of pressure and

Devices multifunctional devices is ensured by both
technical and organizational measures.

B4.190 Mobile Devices The safe operation and use of mobile devices is
ensured.

B4.200 Fax Machines The organization ensures that fax machines are
operated and used safely.

B4.210 Fax Server The use of fax servers is ensured by appropriate
technical and organizational measures.

B4.220 Legacy systems The organization ensures that legacy systems
continue to be operated securely or migrated
including data assets.

B5.010 Building Unauthorized access to parts of the building as
well as the buildings themselves are adequately
protected.

B5.020 General Rooms Offices and other infrastructure of the
organization are protected against unauthorized
entry and access.

B5.030 Offices The offices are equipped with the necessary

safety equipment.
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B5.040 Functional room (Training, Special infrastructures of the organization are
Meeting) protected against unauthorized access.

B5.050 Server room Special infrastructures of the organization are
protected against unauthorized access.

B5.060 Infrastructure room Special infrastructures of the organization are
protected against unauthorized access.

B5.070 Mobile workplace Mobile workstations meet the requirements of
information security.

B5.080 Home-Office Home office workplaces meet a minimum level of
security.

B5.090 Archive room Special infrastructures of the organization are
protected against unauthorized access.

iBX.XYZ Individual Modules Individual or additional building blocks are

created by the organization and are applied.
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A.4 Contribution in Publications

The following paragraphs describe the contributions of the authors' thesis to each of the

included peer-reviewed publications.

Acceptance
# | Title Reference / Publishing body Rate /
Ranking
1 | Empirical Study on the State of (Moses et al., 2022a)
Practice of Information Security Moses, F., Sandkuhl, K., Kemmerich,
Management in Local T.,2022a. Empirical Study on the
Government State of Practice of Information
Security Management in Local
(Section 5) Government, in: Zimmermann, A., 28%
Howlett, R.J., Jain, L.C. (Eds.), acceptance
Human Centred Intelligent Systems, rate
Smart Innovation, Systems and
Technologies. Springer Nature,
Singapore, pp. 13-25.
https://doi.org/10.1007/978-981-19-
3455-1_2
c | I designed and led the literature analysis for this article. As the author of the publication,
.g | designed and compiled the structure of the paper. The paper was based on an analysis
3 | of 421 audit reports on the one hand and an interview study with 50 questions on the
£ | other. | planned and conducted the analysis of the audit reports. These results were
5 incorporated into the interview study. | incorporated the recommendations of the two
© co-authors into the paper.
2 | CISIS12 (Moses and Rehbohm, 2022a)
Moses, F., Rehbohm, T., 2022. Not
CISIS12. kes, CISIS12. available
This paper is based on afirst draft of a prototypical process model as well as supporting
S | software. Both were developed by me. For the development of the process model, |
'g reviewed the relevant literature and discussed the status quo of research. My
@ contribution in this publicationis the literature research and the chapters describing the
€ | process model. Furthermore, | have integrated the comparison of different process
8 models of the co-author into the publication. All the illustrations in this paper were
created by me as a basis for current and further research work.
3 | Information security (Moses et al., 2022b)
management in German local Moses, F., Sandkuhl, K., Kemmerich,
government T., 2022b. Information security
management in German local 18,96%
(Section 6) government. Presented at the 17th acceptance
Conference on Computer Science rate
and Intelligence Systems, pp. 183—
189.
https://doi.org/10.15439/2022F162
This paper is based on various case studies and their analyses. The core of the
c | publication is the literature research, which | was responsible for conducting and
-S preparing for publication. The case studies were analysed using a coding scheme
_.E developed by me and the results summarised in the paper. The results were critically
E discussed with the co-authors. | took the results of this discussion into account in the
8 article.
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Contribution

Acceptance
# | Title Reference / Publishing body Rate /
Ranking
4 | MitCISIS12 ein ISMS aufbauen  (Moses and Sandkuhl, 2022)
Moses, F., Sandkuhl, K., 2022. Mit Jourqual D
(Section 7) CISIS12 ein ISMS aufbauen. DuD Acceptanct’a
Springer 46, 654-659. rate ca. 35%
https://doi.org/10.1007/s11623-022-
1677-5
| also carried out extensive literature research for this publication. At the same time, |
c | supervised an increasing number of field studies as part of the research work,
.g permanently analysing their results and publishing them in this publication. As the main
3 | author, | planned, structured and discussed the publication. Sections 1-5 were written
£ | by me. Section 6 was refined accordingly after discussion with the co-author and the
5 literature research was re-examined and adapted. This was the first article in which the
© vision and core idea of the process model was presented. As the author, | am
responsible for the proposed model and its anchoring in the literature.
5 | Federal Cybersecurity (Moses and Rehbohm, 2023b)
Architecture and Information Moses, F., Rehbohm, T., 2023a.
Security Management — Federal Cybersecurity Architecture
Adoption and Diffusion of the and Information Security
NIS-2 Requirements Management - Adoption and
. - . ca. 48%
Diffusion of the NIS-2 Requirements, acceptance
(Section 8) in: Auth, G., Pidun, T. (Eds.), GI rate
Edition Proceedings Band 341 6.
Fachtagung Rechts- Und
Verwaltungsinformatik (RVI 2023).
Gesellschaft fur Informatik e.V.,
Bonn.
For this publication, | created sections 1-3 and 5-7. Section 6 was supplied by the co-
S | author, and | incorporated it into the publication. | carried out the literature research in
"g its entirety. | also created the graphics used in the paper. | also integrated the
-'g requirements of the NIS2 guideline supplied by the co-author into section 6. The
%' implementation option using the procedure model developed by me is described
O | accordingly.
6 | Foderale (Moses and Rehbohm, 2023a)
Cybersicherheitsarchitektur Moses, F., Rehbohm, T., 2023b.
und Informationssicherheits- Foderale
management im Kontext der Cybersicherheitsarchitektur und Jourqual D
NIS-2-Richtlinie Informationssicherheitsmanagemen ’

Acceptance

tim Kontext der NIS-2-Richtlinie. rate ca. 35%

Datenschutz Datensicherheit DuD

47,648-655.

https://doi.org/10.1007/s11623-023-

1837-2
| planned and wrote most of the article in consultation with the co-author. Sections 1
and 2 were written by me. Section 3, supplied by the co-author, was incorporated into
the publication by me. All graphics used were created by me. The requirements of the
NIS2 directive, which have changed over time, were reviewed by me and discussed again
in this publication and integrated into the solution approach.
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Acceptance
# | Title Reference / Publishing body Rate /
Ranking
7 | ISMS in Small Public Sector (Moses and Sandkuhl, 2023)
Organisations: Requirements Moses, F., Sandkuhl, K., 2023. ISMS
and Design of a Procedural in small public sector organisations:
Approach requirements and design of a
procedural approach, in: Morichetta,
A., Buchmann, R.A., Sandkuhl, K.,
Seigerroth, U., Kirikova, M., Mgller,
C., Forbrig, P., Gutschmidt, A.,
. . .. 38%
Ghiran, A.-M., Marcelletti, A., Harer,
F. Re, B., Johansson, B. (Eds.), Joint  2c¢eptance
Proceedings of the BIR 2023 rate
Workshops and Doctoral
Consortium, CEUR Workshop
Proceedings. Presented at the BIR
2023 Workshops and Doctoral
Consortium, CEUR, Ascoli Piceno,
Italy, pp. 1-10.
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Stabsstelle fiir Informationssicherheit
Landesbeauftragter fiir Informationssicherheit (Landes-CISO)

Leitung zweier Arbeitsgruppen des IT-Planungsrats der Bundesrepublik (AG-ISMS
und AG-Maturity)

1999 bis 2013:

Ministerium fiir Finanzen

Referent mit verschiedenen Aufgaben
1995 bis 1999:

Ministerium fiir Wirtschaft

Mitarbeiter im IT-Referat

Saarbriicken, den 29.07.2024



